T; RM0432
” life.augmented Reference manual

STM32L4Rxxx and STM32L4Sxxx advanced Arm®-based
32-bit MCUs

Introduction

This reference manual targets application developers. It provides complete information on
how to use the STM32L4Rxxx and STM32L4Sxxx microcontrollers memory and
peripherals.

The STM32L4Rxxx and STM32L4Sxxx are families of microcontrollers with different
memory sizes, packages and peripherals.

For ordering information, mechanical and electrical device characteristics please refer to the
corresponding datasheets.

For information on the Arm® Cortex®-M4 core, please refer to the Cortex®-M4 Technical
Reference Manual.

Related documents

e Cortex®-M4 Technical Reference Manual, available from: http://infocenter.arm.com
e STM32L4S5xx, STM32L4S7xx and STM32L4S9xx datasheet

o STM32L4R5xx, STM32L4R7xx and STM32L4R9xx datasheet

e STMB32F3, STM32F4, STM32L4 and STM32L4+ Series Cortex®-M4 (PM0214)

May 2018 RM0432 Rev 4 1/2069

www.st.com



http://www.st.com

Contents RM0432

Contents
1 Documentation conventions ................ ... . i, 75
1.1 General information ........... . ... ... 75
1.2 List of abbreviations forregisters ......... ... ... ... . . . . . . .. 75
1.3 GloSSary . . oo 76
14 Availability of peripherals . . ... .. ... ... 76
2 System and memory overview . ... i i 77
2.1 System architecture . ........ .. ... ... 77
211 -bUS . . 78
21.2 D-bus ... e 78
213 S bUS . 78
21.4 DMA-bUS ... 79
21.5 DMA2ZD-DUS . ..t 79
216 LCD-TFT Controller DMAbus . ....... ... ... . . ... 79
21.7 SDMMC Controller DMADUS . ..........c0 i 79
21.8 GFXMMU-DbUS . ... 79
21.9 BusMatrix . . ... . 79
2.2 Memory organization ... ......... . ... 81
221 Introduction . ....... ... . 81
222 Memory map and register boundary addresses . ................. 82
23 Bitbanding .. ... ... 88
2.4 Embedded SRAM . . ... .. .. . 89
241 SRAM2 parity check . ........ ... ... .. . . . . 89
242 SRAM2 Write protection . .......... .. ... .. 90
243 SRAM2 Read protection ......... ... .. ... . .. i 92
244 SRAMZ2 Erase . ........ . 92
2.5 Flash memory overview . ........... ... . i 92
26 Boot configuration .......... ... ... 93
2.6.1 Boot configuration . ....... ... ... 93
3 Embedded Flash memory (FLASH) ............................ 96
3.1 Introduction . ... ... .. 96
3.2 FLASHmainfeatures ... ... ... ... . . . . .. 96

2/2069 RMO0432 Rev 4 ‘Yl




RMO0432 Contents
3.3 FLASH functional description . . ............ .. . . . . . i 97
3.3.1 Flash memory organization ......... .. ... .. ... .. .. . . . ... . ... 97
3.3.2 Error code correction (ECC) ...t 101
3.3.3 Read accesslatency ......... ... .. . . 102
3.34 Adaptive real-time memory accelerator (ART Accelerator™) ....... 103
3.3.5 Flash program and erase operations .. ........................ 106
3.3.6 Flash main memory erase Sequences . ........ccvvirrvnnrrnnnns 107
3.3.7 Flash main memory programming sequences . .. ................ 108
3.3.8 Read-while-write (RWW) available only in Dual-bank mode
(DBANK=T) L 112
34 FLASH option bytes . ... ... .. . . e 114
3.4.1 Option bytes description . .......... ... ... . . 114
3.4.2 Option bytes programming . .............. . i 121
3.5 FLASH memory protection . ... ... ... .. .. . . . 124
3.5.1 Read protection (RDP) . ........ .. .. i 124
3.5.2 Proprietary code readout protection (PCROP) .................. 127
3.5.3 Write protection (WRP) . ... ... 129
3.6 FLASH interrupts . ... . .. . e 130
3.7 FLASH registers . .. ... . 131
3.71 Flash access control register (FLASH_ACR) ................... 131
3.7.2 Flash Power-down key register (FLASH_PDKEYR) .............. 132
3.7.3 Flash key register (FLASH_KEYR) . ...... .. ... .. ... ... ... .... 133
3.7.4 Flash option key register (FLASH_OPTKEYR) .................. 133
3.75 Flash status register (FLASH_SR) ............ ... ... ... ..... 134
3.7.6 Flash control register (FLASH_CR) . ........... .. ... .. ... ..... 136
3.7.7 Flash ECC register (FLASH ECCR) ........... ... ... ......... 138
3.7.8 Flash option register (FLASH_OPTR) . ......... .. ... .. ... ..... 140
3.7.9 Flash PCROP1 Start address register (FLASH_PCROP1SR) ...... 142
3.7.10 Flash PCROP1 End address register (FLASH_PCROP1ER) ....... 142
3.7.11  Flash WRP1 area A address register (FLASH_WRP1AR) ......... 143
3.7.12 Flash WRP1 area B address register (FLASH_WRP1BR) ......... 144
3.7.13 Flash PCROP2 Start address register (FLASH_PCROP2SR) ...... 144
3.7.14  Flash PCROP2 End address register (FLASH_PCROP2ER) ....... 145
3.7.15 Flash WRP2 area A address register (FLASH_WRP2AR) ......... 145
3.7.16  Flash WRP2 area B address register (FLASH_WRP2BR) ......... 146
3.7.17  Flash configuration register (FLASH_CFGR) ................... 147
3.718 FLASHregistermap ........ ... ... 148
lﬁ RM0432 Rev 4 3/2069




Contents RMO0432
4 Firewall (FW) ....... . i i anans 150
4.1 Introduction ... ... ... 150
4.2 Firewall main features .......... ... . . . . . . . . . 150
4.3 Firewall functional description . ........... .. .. ... ... ... ... ... 151
4.3.1 Firewall AMBADbUS SNOOp .. ... ... ... 151
4.3.2 Functional requirements . ........... ... ... ... . . . . . . . ... 151
4.3.3 Firewall segments . ...... ... .. ... . . . . . . 152
434 Segment accesses and properties . ....... ... i 153
4.3.5 Firewall initialization . . ... ... ... ... ... ... 154
4.3.6 Firewall states . ...... ... .. ... . 155
4.4 Firewallregisters . ....... ... .. . . . . e 157
441 Code segment start address (FW_CSSA) ...................... 157
442 Code segmentlength (FW_CSL) . ......... .. ... . .. 157
443 Non-volatile data segment start address (FW_NVDSSA) .......... 158
444 Non-volatile data segment length (FW_NVDSL) ................. 158
445 Volatile data segment start address (FW_VDSSA) ............... 159
44.6 Volatile data segment length (FW_VDSL) ...................... 159
447 Configuration register (FW_CR) .......... .. ... ... ... . ... 160
448 Firewall registermap ...... ... ... . 162
5 Powercontrol (PWR) . ... i i ennns 163
5.1 Power supplies . ... e 163
511 Independent analog peripherals supply .. ............. ... ... .. 165
51.2 Independent /O supplyrail ............ ... ... ... ... ......... 166
51.3 Independent USB transceiverssupply . . ....................... 166
51.4 Independent DSIsupply . ... e 166
51.5 Battery backupdomain ......... ... .. 167
5.1.6 Voltage regulator . ... ... . . . . 168
5.1.7 VDD12domain ... ... 169
51.8 Dynamic voltage scaling management ........................ 170
5.2 Power supply SUPEIVISOr . .. ... .. e 173
5.2.1 Power-on reset (POR) / power-down reset (PDR) / brown-out reset
(BOR) . ottt 173
5.2.2 Programmable voltage detector (PVD) ........................ 173
5.2.3 Peripheral Voltage Monitoring (PVM) . ........ ... ... .......... 174
5.3 LoWw-power modes .. ...... ...t 175
4/2069 RM0432 Rev 4 m




RM0432

Contents

3

5.4

5.3.1 Runmode . ... ... e 182
5.3.2 Low-powerrunmode (LPrun) . ......... ... ... .. ... ... ... ... 182
5.3.3 LOWw-power modes . ...t 183
5.3.4 Sleepmode . ... . 184
5.3.5 Low-power sleep mode (LP sleep) ............ ... .. ... .. .... 185
5.3.6 Stop Omode ... . 186
5.3.7 Stop I mode . ... 188
5.3.8 Stop2mode ... 189
5.3.9 Standby mode . ... ... 191
5310 Shutdownmode ...... ... .. 194
5.3.11  Auto-wakeup from low-powermode .......................... 195
PWRregisters . ... 196
5.4.1 Power control register 1 (PWR_CR1) .......... ... .. ... .. .... 196
5.4.2 Power control register2 (PWR_CR2) ........... ... ... ... ..... 197
54.3 Power control register 3(PWR_CR3) .......... ... . ... .. .... 198
54.4 Power control register4 (PWR_CR4) ........... ... ... ........ 199
545 Power status register 1 (PWR_SR1) . ............ ... .. ... ..... 200
5.4.6 Power status register 2 (PWR_SR2) .......................... 201
54.7 Power status clear register (PWR_SCR) .. ........... ... ... ... 203
54.8 Power Port A pull-up control register (PWR_PUCRA) ............. 204
54.9 Power Port A pull-down control register (PWR_PDCRA) .......... 204
5.4.10 Power Port B pull-up control register (PWR_PUCRB) ............. 205
5.4.11  Power Port B pull-down control register (PWR_PDCRB) .......... 205
5.4.12 Power Port C pull-up control register (PWR_PUCRC) ............ 206
5.4.13 Power Port C pull-down control register (PWR_PDCRC) .......... 206
5.4.14  Power Port D pull-up control register (PWR_PUCRD) ............ 207
5.4.15 Power Port D pull-down control register (PWR_PDCRD) .......... 207
5.4.16  Power Port E pull-up control register (PWR_PUCRE) ............. 208
5.4.17 Power Port E pull-down control register (PWR_PDCRE) .......... 208
5.4.18 Power Port F pull-up control register (PWR_PUCRF) ............. 208
5.4.19 Power Port F pull-down control register (PWR_PDCRF) .......... 209
5.4.20 Power Port G pull-up control register (PWR_PUCRG) ............ 209
5.4.21 Power Port G pull-down control register (PWR_PDCRG) .......... 210
5.4.22  Power Port H pull-up control register (PWR_PUCRH) ............ 210
5.4.23 Power Port H pull-down control register (PWR_PDCRH) .......... 211
5.4.24  Power Port | pull-up control register (PWR_PUCRI) .............. 211
5.4.25 Power Port | pull-down control register (PWR_PDCRI) ............ 212

RM0432 Rev 4 5/2069




Contents RM0432

5.4.26 PWR control register (PWR_CRS) . . ........ ... .. .. .. . ... .. 212
5427 PWRregister mapandresetvaluetable ....................... 214
6 Reset and clockcontrol (RCC) . ..., 216
6.1 Reset . ... 216
6.1.1 Powerreset .. ... ... 216
6.1.2 Systemreset . ... .. 216
6.1.3 Backupdomainreset . ... ... ... . . .. 217
6.2  CIOCKS . . o ot 218
6.2.1 HSE ClocK ..o 222
6.2.2 HSHMB clock . ... . 224
6.2.3 MSIclock . ... 225
6.2.4 HSI48 clock .. ... .. 225
6.2.5 PLL . 226
6.2.6 LSEcCloCK . ..o 227
6.2.7 LSIclock ... 227
6.2.8 System clock (SYSCLK) selection .. .......................... 227
6.2.9 Clock source frequency versus voltage scaling . ................. 228
6.2.10 Clock security system (CSS) . ......... .. .. i, 228
6.2.11  Clock security systemonLSE . ......... .. ... .. ... .. ... .. .... 229
6.2.12  ADC CloCK . ... 229
6.213 RTCCIOCK ... 229
6.2.14 Timerclock . .. ... . e 230
6.2.15 Watchdogclock ......... ... ... ... . 230
6.2.16  Clock-out capability ........ ... ... . . . . 231
6.2.17 Internal/external clock measurement with TIM15/TIM16/TIM17 ... .. 231
6.2.18 Peripheral clock enable register
(RCC_AHBXENR, RCC_APBXENRY) ........ ... ... ... ... .... 234
6.3 Low-power modes . ......... i 234
6.4 RCC registers . . ... .o 235
6.4.1 Clock control register (RCC_CR) ... ... i 235
6.4.2 Internal clock sources calibration register (RCC_ICSCR) .......... 238
6.4.3 Clock configuration register (RCC_CFGR) ..................... 238
6.4.4 PLL configuration register (RCC_PLLCFGR) ................... 241
6.4.5 PLLSAI1 configuration register (RCC_PLLSAI1CFGR) ........... 243
6.4.6 PLLSAI2 configuration register (RCC_PLLSAI2CFGR) ........... 247
6.4.7 Clock interrupt enable register (RCC_CIER) .................... 249

6/2069 RMO0432 Rev 4 ‘Yl




RMO0432 Contents
6.4.8 Clock interrupt flag register RCC_CIFR) . ..................... 251
6.4.9 Clock interrupt clear register RCC_CICR) ..................... 252
6.4.10 AHB1 peripheral reset register RCC_AHB1RSTR) .............. 254
6.4.11  AHB2 peripheral reset register RCC_AHB2RSTR) .............. 255
6.4.12  AHB3 peripheral reset register (RCC_AHB3RSTR) .............. 257
6.4.13 APB1 peripheral reset register 1 (RCC_APB1RSTR1) ............ 258
6.4.14  APB1 peripheral reset register 2 (RCC_APB1RSTR2) ............ 260
6.4.15 APB2 peripheral reset register (RCC_APB2RSTR) .............. 261
6.4.16  AHB1 peripheral clock enable register (RCC_AHB1ENR) ......... 263
6.4.17  AHB2 peripheral clock enable register (RCC_AHB2ENR) ......... 264
6.4.18 AHB3 peripheral clock enable register(RCC_AHB3ENR) .......... 266
6.4.19  APBH1 peripheral clock enable register 1 (RCC_APB1ENR1) ....... 267
6.4.20 APB1 peripheral clock enable register 2 (RCC_APB1ENR2) ....... 269
6.4.21  APB2 peripheral clock enable register RCC_APB2ENR) .......... 271

6.4.22  AHB1 peripheral clocks enable in Sleep and Stop modes register
(RCC_AHBI1SMENR) . ... . e 272

6.4.23  AHB2 peripheral clocks enable in Sleep and Stop modes register
(RCC_AHB2SMENR) . ... .. 274

6.4.24  AHB3 peripheral clocks enable in Sleep and Stop modes register
(RCC_AHB3SMENR) . ... ... e 276

6.4.25 APB1 peripheral clocks enable in Sleep and Stop modes register 1
(RCC_APBISMENRT) ... i 277
6.4.26  APB1 peripheral clocks enable in Sleep and Stop modes register 2

(RCC_APBI1SMENR2) ... .. e i 279

6.4.27 APB2 peripheral clocks enable in Sleep and Stop modes register
(RCC_APB2SMENR) . ... . e 281
6.4.28 Peripherals independent clock configuration register (RCC_CCIPR) . 282
6.4.29 Backup domain control register (RCC BDCR) .................. 285
6.4.30 Control/status register (RCC_CSR) . ......... .. .. .. ... ... 286
6.4.31  Clock recovery RC register (RCC_CRRCR) .................... 288
6.4.32  Peripherals independent clock configuration register (RCC_CCIPR2) 289
6.4.33 RCCregistermap ...........c i 291
7 Clock recovery system (CRS) .......... ... iiiiiiiiinnnnn. 296
71 Introduction . ... . ... 296
7.2 CRSmainfeatures ... ...... ... ... . 296
7.3 CRS functional description ... ......... ... ... ... ... ... L 297
7.3.1 CRSblockdiagram ........ ... ... .. . . . . 297
7.3.2 Synchronizationinput ....... ... ... .. . . ... 297
m RM0432 Rev 4 7/2069




Contents RMO0432
7.3.3 Frequency error measurement . ....... ... ... .. ... . .. .. ... ..., 298
7.3.4 Frequency error evaluation and automatic trimming .............. 299
7.3.5 CRS initialization and configuration . ............. ... ... ... .... 299
7.4 CRS low-powermodes . . . ... 300
7.5 CRSinterrupts . ... e 300
7.6 CRSregisters . ... ..o 301
7.6.1 CRS control register (CRS_CR) . ... 301
7.6.2 CRS configuration register (CRS_CFGR) ...................... 302
7.6.3 CRS interrupt and status register (CRS_ISR) ................... 303
7.6.4 CRS interrupt flag clear register (CRS_ICR) .................... 305
7.6.5 CRSregistermap . ......... . 306
8 General-purpose l/Os (GPIO) ........ ...t 307
8.1 Introduction . ... .. .. 307
8.2 GPIOmainfeatures .......... .. ... . . 307
8.3 GPIO functional description . ............. ... ... . . . . . . . . ... 307
8.3.1 General-purpose I/0 (GPIO) . ... . 310
8.3.2 I/O pin alternate function multiplexer and mapping ............... 310
8.3.3 I/O portcontrol registers . ........ .. ... . . . 31
8.3.4 /O portdataregisters ........... ... ... . . ... 311
8.3.5 I/O databitwise handling ......... .. ... ... . .. . ... 311
8.3.6 GPIO locking mechanism . ........ ... .. ... .. . .. . . i 312
8.3.7 I/O alternate function input/output .. ........ ... ... ... ... ... .. 312
8.3.8 External interrupt/wakeup lines ................ ... ... ... ..... 312
8.3.9 Input configuration . ...... ... ... ... .. 312
8.3.10 Outputconfiguration .......... ... ... .. .. .. . . ... . ... 313
8.3.11  Alternate function configuration . ............. ... .. ... .. ..... 314
8.3.12 Analog configuration . ....... ... ... ... . ... 315
8.3.13  Using the HSE or LSE oscillator pinsas GPIOs . ................ 315
8.3.14  Using the GPIO pins in the RTC supply domain ................. 315
8.3.15 UsingPH3asGPIO . ... ... ... . 316
8.4 GPIOTregisters ......... ... . . . 316
8.4.1 GPIO port mode register (GPIOx_MODER) (x =Atol) ............ 316
8.4.2 GPIO port output type register (GPIOx_OTYPER) (x =Atol)....... 317
8.4.3 GPIO port output speed register (GPIOx_OSPEEDR)
(XK= AT ) . 317
8/2069 RM0432 Rev 4 m




RMO0432 Contents
8.4.4 GPIO port pull-up/pull-down register (GPIOx_PUPDR)
(= A0 ) 317
8.4.5 GPIO port input data register (GPIOx_IDR) (x =Atol) ............ 318
8.4.6 GPIO port output data register (GPIOx_ODR) (x =Atol) .......... 318
8.4.7 GPIO port bit set/reset register (GPIOx_BSRR) (x =Atol)......... 319
8.4.8 GPIO port configuration lock register (GPIOx_LCKR)
(XA ) 319
8.4.9 GPIO alternate function low register (GPIOx_AFRL)
(XA ) 320
8.4.10  GPIO alternate function high register (GPIOx_AFRH)
(= A0 ) 321
8.4.11  GPIO port bit reset register (GPIOx_BRR) (x =Atol) ............. 322
8.4.12 GPIOregistermap . ...t 323
9 System configuration controller (SYSCFG) .................... 325
9.1 SYSCFG mainfeatures ........ ... .. ... i 325
9.2 SYSCFGregisters .. ... ... 325
9.2.1 SYSCFG memory remap register (SYSCFG_MEMRMP) .......... 325
9.2.2 SYSCFG configuration register 1 (SYSCFG_CFGR1) ............ 326
9.2.3 SYSCFG external interrupt configuration register 1
(SYSCFG_EXTICRT) ... e 328
9.24 SYSCFG external interrupt configuration register 2
(SYSCFG_EXTICR2) ... 330
9.2.5 SYSCFG external interrupt configuration register 3
(SYSCFG_EXTICR3) ...ttt e 331
9.2.6 SYSCFG external interrupt configuration register 4
(SYSCFG_EXTICRA) ... e 333
9.2.7 SYSCFG SRAM2 control and status register (SYSCFG_SCSR) ....334
9.2.8 SYSCFG configuration register 2 (SYSCFG_CFGR2) ............ 335
9.2.9 SYSCFG SRAM2 write protection register (SYSCFG_SWPR) . . .. .. 336
9.2.10 SYSCFG SRAM2 key register (SYSCFG_SKR) ................. 336
9.2.11  SYSCFG SRAM2 write protection register 2 (SYSCFG_SWPR?2) ... 337
9.2.12 SYSCFGregistermap . ... 338
10 Peripherals interconnect matrix ................... .. ... .. ... 340
10.1  Introduction . ... .. ... 340
10.2 Connection SUMMArY . ...ttt 340
10.3 Interconnectiondetails ........ ... ... ... . . ... . ... . .. .. ... ... 341
m RM0432 Rev 4 9/2069




Contents

1

10/2069

RM0432
10.3.1  From timer (TIM1/TIM2/TIM3/TIM4/TIM5/TIM8/TIM15/TIM16/TIM17)
to timer (TIM1/TIM2/TIM3/TIM4/TIM5/TIM8/TIM15) .. ............ 341
10.3.2  From timer (TIM1/TIM2/TIM3/TIM4/TIM6/TIM8/TIM15) and EXTI
tOADC (ADCT) .ottt 342
10.3.3 From ADC to timer (TIM1/TIM8) . ....... ... . . ... 342
10.3.4  From timer (TIM2/TIM4/TIM5/TIM6/TIM7/TIM8) and EXTI to DAC
(DACT/DAC2) .o 343
10.3.5 From timer (TIM1/TIM3/TIM4/TIM6/TIM7/TIM8/TIM16/LPTIM1/LPTIM2)
and EXTIto DFSDM1 ... ... ... e 343
10.3.6  From DFSDM1 to timer (TIM1/TIM8/TIM15/TIM16/TIM17) . ... ... .. 344
10.3.7 From HSE, LSE, LSI, MSI, MCO, RTC to timer
(TIM2/TIMAS/TIMAG/TIMAT) . .o 344
10.3.8 From RTC, COMP1, COMP2 to low-power timer (LPTIM1/LPTIM2) . . 344
10.3.9  From timer (TIM1/TIM2/TIM3/TIM8/TIM15) to comparators
(COMP1/COMP2) .. e 345
10.3.10 From USBtotimer (TIM2) .......... ... . . ... 345
10.3.11  From internal analog source to ADC and OPAMP
(OPAMP1/OPAM2) . .o 346
10.3.12 From comparators (COMP1/COMP?2) to timers
(TIM1Y/TIM2/TIM3/TIM8/TIMAS/TIM16/TIMA7) .. ... ... ... ... 346
10.3.13 From system errors to timers (TIM1/TIM8/TIM15/TIM16/TIM17) . ... 347
10.3.14 From timers (TIM16/TIM17)to IRTIM . ......... ... . ... ... ..... 347
10.3.15 From ADC (ADC1)to DFSDM . ... ... e 347
Direct memory access controller (DMA) ....................... 348
111 Introduction ... ... .. ... 348
11.2 DMAmainfeatures ... ...... ... ... . .. . ... 348
11.3 DMAimplementation .......... ... ... ... .. . . .. . 349
11.3.1  DMA1and DMA2 .. ... ... . e 349
11.3.2 DMArequest mapping ... ......o.uii it 349
11.4 DMAfunctional description . .. ........ ... ... . L. 349
11.4.1  DMAblock diagram . .......... ... .. .. e 349
11.4.2 DMApinsandinternalsignals ............ ... .. ... .. ... .. .... 351
11.4.3 DMAtransfers . ... ... e 351
1144 DMAarbitration ... ... . . . 352
11.4.5 DMAchannels . ........ . . . 352
11.4.6 DMA data width, alignment and endianness .................... 356
11.4.7 DMAerrormanagement . ........... ... i 357
11.5 DMAinterrupts .. ... .. 358

RMO0432 Rev 4 ‘Yl




RM0432 Contents

11.6  DMATregisters . ... e 358
11.6.1  DMA interrupt status register (DMA_ISR) ............ .. ... ..... 358
11.6.2 DMA interrupt flag clear register (DMA_IFCR) .................. 361
11.6.3  DMA channel x configuration register (DMA_CCRX) .............. 362
11.6.4 DMA channel x number of data to transfer register (DMA_CNDTRX) . 365
11.6.5 DMA channel x peripheral address register (DMA_CPARX) ........ 365
11.6.6 DMA channel x memory address register (DMA_CMARX) ......... 366
11.6.7 DMAregistermapandresetvalues ............. ... ........... 366
12 DMA request multiplexer (DMAMUX) ............ccciiiiiinnnnn 369
12.1 Introduction ... ... .. ... ... 369
122 DMAMUX mainfeatures........... ... ... ... . .. .. .. . ... .. ..., 369
12.3 DMAMUX implementation ............ ... ... ... . . . . .. 370
12.3.1  DMAMUX instantiation . . .............. .. .. . . 370
12.3.2 DMAMUX Mapping ... ..ottt e e 370
12.4 DMAMUX functional description . .. ........ ... ... ... ... ........ 373
12.4.1 DMAMUXDblock diagram . ......... ... .. .. i 373
1242 DMAMUXSIgNalS . . ... 374
12.4.3 DMAMUXchannels . .......... .. . .. i 374
12.4.4 DMAMUX request line multiplexer . . .......... ... ............. 374
1245 DMAMUX requestgenerator ....... ... ... ... . . ... ... 377
12.5 DMAMUXI INterrupts . ... e 378
12.6  DMAMUX registers . . ... . i e e 379
12.6.1 DMAMUX request line multiplexer channel x configuration register
(DMAMUX_CXCR) . . oot e e e e e 379
12.6.2 DMAMUX request line multiplexer interrupt channel status register
(DMAMUX_CSR) . . .ot e e e 380
12.6.3 DMAMUX request line multiplexer interrupt clear flag register
(DMAMUX_CFR) . ..ot e e e e e 380
12.6.4 DMAMUX request generator channel x configuration register
(DMAMUX_RGXCR) ... e 381
12.6.5 DMAMUX request generator interrupt status register
(DMAMUX _RGSR) ... e e e 382
12.6.6 DMAMUX request generator interrupt clear flag register
(DMAMUX_RGCFR) ... e 382
12.6.7 DMAMUX registermap ........ ...t 383
13 Chrom-ART Accelerator™ controller (DMA2D) ................. 385
m RMO0432 Rev 4 11/2069




Contents RMO0432
13.1  DMA2D introduction . . .......... .. e 385
13.2 DMA2D mainfeatures ........... .. .. . . ... 385
13.3 DMAZ2D functional description . ........... ... ... ... .. ... .. ..., 386

13.3.1  General description .. ........ . ... 386
13.3.2 DMA2D control . ... ... e 387
13.3.3 DMA2D foreground and background FIFOs . ................... 387
13.3.4 DMAZ2D foreground and background pixel format converter (PFC) ... 388
13.3.5 DMA2D foreground and background CLUT interface ............. 390
13.3.6  DMA2D blender ... ... i 391
13.3.7 DMA2D output PFC . .. ... . 392
13.3.8  DMA2D output FIFO ... ... .. . 392
13.3.9 DMA2D output FIFO bytereordering . ........... ... .. ... ..... 393
13.3.10 DMA2D AHB master porttimer .............. ... ... ... ....... 394
13.3.11 DMA2D transactions . ......... ... ... 395
13.3.12 DMA2D configuration . .. ......... ... .. . . . 395
13.3.13 DMAZ2D transfer control (start, suspend, abort and completion) .. ... 399
13.3.14 Watermark ... ... ... e 399
13.3.15 Errormanagement . .. ... ... .. 399
13.3.16 AHB deadtime ... ... ... . i 399
13.4 DMA2ZD Interrupts . ... ... e 400
13.5 DMA2D registers ......... . e 401
13.5.1  DMA2D control register (DMA2D_CR) ......... ... .. ... . ..... 401
13.5.2 DMAZ2D Interrupt Status Register (DMA2D _ISR) ................ 403
13.5.3 DMA2D interrupt flag clear register (DMA2D_IFCR) .............. 404
13.5.4 DMAZ2D foreground memory address register (DMA2D_FGMAR) ... 405
13.5.5 DMA2D foreground offset register (DMA2D_FGOR) .............. 405
13.5.6 DMAZ2D background memory address register (DMA2D_BGMAR) .. 405
13.5.7 DMA2D background offset register (DMA2D_BGOR) ............. 406
13.5.8 DMAZ2D foreground PFC control register (DMA2D_FGPFCCR) . .... 407
13.5.9 DMA2D foreground color register (DMA2D_FGCOLR) ............ 409
13.5.10 DMAZ2D background PFC control register (DMA2D_BGPFCCR) ....410
13.5.11 DMAZ2D background color register (DMA2D_BGCOLR) ........... 412

13.5.12 DMAZ2D foreground CLUT memory address register
(DMA2D_FGCMAR) ...t e 412

13.5.13 DMAZ2D background CLUT memory address register
(DMA2D_BGCMAR) ... 413
13.5.14 DMAZ2D output PFC control register (DMA2D_OPFCCR) .......... 413

12/2069

RMO0432 Rev 4 ‘Yl




RM0432 Contents
13.5.15 DMA2D output color register (DMA2D_OCOLR) . ................ 414

13.5.16 DMAZ2D output memory address register (DMA2D_OMAR) ........ 416

13.5.17 DMAZ2D output offset register (DMA2D OOR) .................. 417

13.5.18 DMAZ2D number of line register (DMA2D NLR) ................. 417

13.5.19 DMAZ2D line watermark register (DMA2D_LWR) ................. 418

13.5.20 DMA2D AHB master timer configuration register (DMA2D_AMTCR) . 418

13.5.21 DMA2D registermap .. ...t 419

14 Chrom-GRC™ (GFXMMU) . . ... ..o i it e e e e a i ns 421
141 Introduction . .. ... .. ... 421

14.2 Chrom-GRC™ mainfeatures ............ ... . .. . .. ... 421

14.3 Chrom-GRC™ functional and architectural description ............. 422

14.3.1  Virtual memory . . ... . 422

14.3.2 MMU architecture . ...... ... . . .. . . . 424

144 GraphicMMUinterrupts . .......... ... ... ... ... ... . 428

145 Graphic MMU registers ......... ... . .. 429

14.5.1  Graphic MMU configuration register (GFXMMU_CR) ............. 429

14.5.2  Graphic MMU status register (GFXMMU_SR) .. ................. 430

14.5.3  Graphic MMU flag clear register (GFXMMU_FCR) ............... 430

14.5.4  Graphic MMU default value register (GFXMMU_DVR) ............ 431

14.5.5 Graphic MMU buffer 0 configuration register (GFXMMU_BOCR) . ... 431

14.5.6  Graphic MMU buffer 1 configuration register (GFXMMU_B1CR) . ... 432

14.5.7  Graphic MMU buffer 2 configuration register (GFXMMU_B2CR) . ... 432

14.5.8 Graphic MMU buffer 3 configuration register (GFXMMU_B3CR) .... 433

14.5.9  Graphic MMU LUT entry x low (GFXMMU_LUTxL) ............... 433

14.5.10 Graphic MMU LUT entry x high (GFXMMU_LUTxH) .............. 433

14511 Graphic MMU registermap ....... ... ... ... .. . .. .. ... ... .. 435

15 Nested vectored interrupt controller (NVIC) .. .................. 436
151 NVICmainfeatures ........... ... . .. . . . . . . .. 436

15.2 SysTick calibration value register . ... ........ ... ... ... .. ... ... 436

15.3 Interrupt and exceptionvectors ........... .. ... . ... ... . ... 437

16 Extended interrupts and events controller (EXTI) ............... 441
16.1  Introduction ... ... ... ... 441

16.2 EXTlmainfeatures ... ........ ... . . . . . . i 441

m RM0432 Rev 4 13/2069




Contents RMO0432
16.3 EXTlfunctional description . . ......... ... ... ... ... .......... 441
16.3.1  EXTlblockdiagram . ..... ... . ... 442

16.3.2 Wakeup event management ....... ... .. ... .. ... ... 442

16.3.3  Peripherals asynchronous Interrupts .. .......... ... ........... 443

16.3.4 Hardware interrupt selection ................ .. ... .. ........ 443

16.3.5 Hardware eventselection ........... ... .. ... .. ... .. ... .. ... 443

16.3.6  Software interrupt/event selection ... ........... ... .. ... . .... 443

16.4 EXTl interrupt/event line mapping ............................. 443
16.5 EXTlregisters . .. ... 446
16.5.1 Interrupt mask register 1 (EXTI_IMR1) . ... ... ... ... ... .. .... 446

16.5.2 Event maskregister 1 (EXTI_EMR1) ...... .. ... .. ... ... ... .. 446

16.5.3  Rising trigger selection register 1 (EXTI_RTSR1) ................ 446

16.5.4  Falling trigger selection register 1 (EXTI_FTSR1) ................ 447

16.5.5 Software interrupt event register 1 (EXTI_SWIER1) .............. 448

16.5.6 Pendingregister 1 (EXTI. PR1) ... ... ... ... ... .. .. ... . ..... 449

16.5.7 Interrupt mask register 2 (EXTI_IMR2) ........ ... ... ... .. .... 449

16.5.8 Event maskregister 2 (EXTI_EMR2) .. .......... ... ... ... .... 450

16.5.9 Rising trigger selection register 2 (EXTI_RTSR2) ................ 450

16.5.10 Falling trigger selection register 2 (EXTI_FTSR2) ................ 451

16.5.11 Software interrupt event register 2 (EXTI_SWIER2) .............. 451
16.5.12 Pendingregister 2 (EXTI._ PR2) . ... ... ... .. . . . ... 452

16.5.13 EXTlregistermap ....... ...t 453

17 Cyclic redundancy check calculation unit (CRC) ................ 454
171 Introduction . ... ... . .. 454
17.2 CRCmainfeatures .. .......... . i 454
17.3 CRCfunctionaldescription .. ......... ... ... ... ... ... ... ...... 455
17.3.1  CRCblock diagram . .......... ... . i 455

17.3.2 CRCinternalsignals ......... ... . . .. ... . . 455

17.3.3 CRCoperation . ......... .. . . e 455

174 CRCregisters .. ... 457
17.4.1 Dataregister (CRC_DR) ...... ... ... 457

17.4.2 Independent data register (CRC IDR) ........................ 457

17.4.3 Controlregister (CRC_CR) ...... ... ... .. i 458

17.4.4 Initial CRCvalue (CRC_INIT) ....... ... . . . i 458

17.45 CRC polynomial (CRC_POL) ....... ... . ... . .. ... 459

14/2069 RMO0432 Rev 4 m




RM0432 Contents
17.4.6 CRCregistermap .......... i e 459
18 Flexible static memory controller (FSMC) ..................... 460
18.1 FSMCmainfeatures .......... ... ... .. . . . . . . . . . . .. 460
18.2 FMCblock diagram ............. . .. 461
18.3 AHBinterface ...... ... ... . 462
18.3.1  Supported memories and transactions ........................ 462
18.4 External device address mapping ........... ... ... ... ... . ... .. 463
18.4.1 NOR/PSRAM address mapping .. .........ouuuiiiennnnennnn.. 464
18.4.2 NAND Flash memory address mapping .. ..................... 465
18.5 NORFlash/PSRAMcontroller . ........ ... ... . ... 466
18.5.1  External memoryinterfacesignals .. .......................... 467
18.5.2  Supported memories and transactions . .............. ... . ..... 469
18.5.3 Generaltimingrules .. ... ... ... ... . . . 470
18.5.4 NOR Flash/PSRAM controller asynchronous transactions ......... 471
18.5.5 Synchronoustransactions ................... . ... 489
18.5.6 NOR/PSRAM controllerregisters . ............ .. ... . ........ 496
18.6 NAND Flashcontroller .. ...... . ... .. .. . . . . . .. 503
18.6.1  External memory interface signals . . . .......... .. ... ... .. .. 504
18.6.2 NAND Flash supported memories and transactions .............. 506
18.6.3  Timing diagrams for NAND Flashmemory ..................... 506
18.6.4 NAND Flashoperations ........ ... . ... . . . ... 507
18.6.5 NAND Flash prewait functionality ............................ 508
18.6.6  Computation of the error correction code (ECC)

in NAND Flashmemory . ... ... ... . . . . 509
18.6.7 NAND Flash controller registers . ......... ... ... ............. 510
18.7 FSMCregistermap ...........c. .. 516
19 Octo-SPl interface (OCTOSPI) ...... ..ottt 518
19.1 OCTOSPImainfeatures ........... .. ... .. ... ... ... ... ...... 518
19.2 OCTOSPI functional description .. ............................ 519
19.2.1  OCTOSPI regular-command mode ........................... 520
19.2.2 OCTOSPI regular-command mode signal interface .............. 524
19.2.3 HyperBus™ mode . ...... ... .. .. 527

19.2.4  Common functionality between the regular-command mode and
HyperBus™ . . . .. 531
19.3 OCTOSPloperatingmodes . ............. .. ... 533
m RMO0432 Rev 4 15/2069




Contents RMO0432

19.3.1 OCTOSPIlindirectmode . ...... ... .. ... . .. 533

19.3.2 OCTOSPI status flag polingmode . .......................... 535

19.3.3 OCTOSPI memory-mappedmode . ...............coiiuin... 535

19.4 OCTOSPI configuration . .......... .. ... .. ... .. . . . . ... 537

19.4.1 OCTOSPI system configuration . ............................. 537

19.4.2 OCTOSPI device configuration .............................. 537

19.4.3 OCTOSPI regular-command mode configuration ................ 538

19.4.4 OCTOSPI HyperBus™ mode configuration .. ................... 540

19.4.5 OCTOSPI errormanagement ........ ... ... iiiiinean... 541

19.4.6 OCTOSPI busy bit and abort functionality ...................... 541

19.4.7 OCTOSPI reconfiguration or deactivation ...................... 542

19.4.8 nCSbehavior .. ... ... 542

19.5 OCTOSPIlInterrupts . ... .o 544

19.6 OCTOSPIregisters .......... .. 545

19.6.1 OCTOSPI control register (OCTOSPI.CR) ..................... 545

19.6.2 OCTOSPI device configuration register 1 (OCTOSPI_DCR1) ...... 547

19.6.3 OCTOSPI device configuration register 2 (OCTOSPI_DCR2) ...... 549

19.6.4 OCTOSPI device configuration register 3 (OCTOSPI_DCR3) ...... 549

19.6.5 OCTOSPI status register (OCTOSPI_SR) ... .......... ... ..... 550

19.6.6 OCTOSPI flag clear register (OCTOSPI_FCR) .................. 551

19.6.7 OCTOSPI data length register (OCTOSPI_DLR) ................ 552

19.6.8 OCTOSPI address register (OCTOSPI_AR) .................... 552

19.6.9 OCTOSPI data register (OCTOSPI_DR) .. ..................... 553

19.6.10 OCTOSPI polling status mask register (OCTOSPI _PSMKR) .. .. ... 553

19.6.11 OCTOSPI polling status match register (OCTOSPI _PSMAR) ... ... 554

19.6.12 OCTOSPI polling interval register (OCTOSPI _PIR) .............. 554

19.6.13 OCTOSPI communication configuration register (OCTOSPI_CCR) .. 554

19.6.14 OCTOSPI timing configuration register (OCTOSPI_TCR) .......... 557

19.6.15 OCTOSPI instruction register (OCTOSPL_IR) ................... 558

19.6.16 OCTOSPI alternate bytes register (OCTOSPI_ABR) ............. 558

19.6.17 OCTOSPI low-power timeout register (OCTOSPI_LPTR) .......... 559
19.6.18 OCTOSPI write communication configuration register

(OCTOSPI_WCECCR) . .ttt 559

19.6.19 OCTOSPI write timing configuration register (OCTOSPI_WTCR) . ... 562

19.6.20 OCTOSPI write instruction register (OCTOSPI_ WIR) ............. 562

19.6.21 OCTOSPI write alternate bytes register (OCTOSPI_WABR) ....... 563

16/2069

RMO0432 Rev 4 ‘Yl




RMO0432 Contents
19.6.22 OCTOSPI HyperBus™ latency configuration register
(OCTOSPI_HLCR) ... e 563
19.6.23 OCTOSPIregistermap ........ ...t 565
20 OctoSPI IO Manager (OCTOSPIM) ..........coiiiiiiiiiinnnnn. 568
20.1 Introduction . ....... ... 568
20.2 OctoSPI IO Manager mainfeatures .. .......................... 568
20.3 OctoSPI IO Manager functional description ... ................... 568
20.3.1  Generaldescription . ........ ... ... .. 568
20.3.2 OctoSPI IO ManagerMatrix . . .......... ... 569
20.4 OctoSPIIO Managerregisters .. ..........o .. 570
20.4.1  OctoSPI 10 Manager Port n configuration register
(OCTOSPIM_PNCR) ... e 570
20.4.2 OctoSPI IO Managerregistermap ...............c.. i, 572
21 Analog-to-digital converters (ADC) ..............cciiiina .. 573
211 Introduction .......... .. . .. 573
212 ADCmainfeatures . ....... ... . 574
21.3 ADCimplementation ............ ... ... ... ... ... ... ... .. ..., 576
21.4 ADC functionaldescription .. .......... .. ... ... ... ... ... ... ... 576
2141 ADCblock diagram . ......... .. 576
21.4.2 ADCpinsandinternalsignals ........... ... .. ... .. ... ... 578
2143  CloCKS ..ottt 579
21.4.4 ADC1connectivity .......... .. . 581
2145 SlaveAHBinterface .. ........... ... .. .. . 582
21.4.6 ADC Deep-power-down mode (DEEPPWD) and ADC voltage regulator
(ADVREGEN) .. ... 582
21.4.7 Single-ended and differential inputchannels . ................... 583
21.4.8 Calibration (ADCAL, ADCALDIF, ADCx_CALFACT) .............. 583
21.4.9 ADC on-off control (ADEN, ADDIS, ADRDY) . .......... ... ...... 586
21.4.10 Constraints when writing the ADC control bits ... ................ 587
21.4.11 Channel selection (SQRx, JSQRX) ........ ... ... ... . ... ..... 588
21.4.12 Channel-wise programmable sampling time (SMPR1, SMPR2) ... .. 589
21.4.13 Single conversion mode (CONT=0) ... ....... ... . oo, 590
21.4.14 Continuous conversion mode (CONT=1) . ...................... 590
21.4.15 Starting conversions (ADSTART, JADSTART) . . . ................ 591
21416 ADCHMING . .. .o 592
m RMO0432 Rev 4 17/2069




Contents RM0432
21.4.17 Stopping an ongoing conversion (ADSTP, JADSTP) . ............. 593
21.4.18 Conversion on external trigger and trigger polarity (EXTSEL, EXTEN,

JEXTSEL, JEXTEN) ..o e 595
21.4.19 Injected channel management . . ........ ... ... ... ... . ... 597
21.4.20 Discontinuous mode (DISCEN, DISCNUM, JDISCEN) ............ 598
21.4.21 Queue of context for injected conversions . .. ................... 599
21.4.22 Programmable resolution (RES) - fast conversionmode .......... 607
21.4.23 End of conversion, end of sampling phase (EOC, JEOC, EOSMP) .. 608
21.4.24 End of conversion sequence (EOS,JEOS) ..................... 608
21.4.25 Timing diagrams example (single/continuous modes,
hardware/software triggers) .. ........... ... ... . . . ... 609
21.4.26 Datamanagement . .......... . . ... 611
21.4.27 Managing conversions usingthe DFSDM ...................... 616
21.4.28 Dynamic low-power features . .......... .. ... .. ... . . ... 617
21.4.29 Analog window watchdog (AWD1EN, JAWD1EN, AWD1SGL,
AWD1CH, AWD2CH, AWD3CH, AWD_HTx, AWD_LTx, AWDX) . . ... 622
21.4.30 Oversampler .. ....... .. e 626
21.4.31 Temperature SENSOr . . ... ...ttt e e 631
21.4.32 VBAT supplymonitoring . . ......... 632
21.4.33 Monitoring the internal voltage reference . ..................... 633
215 ADCINterrupts ... ... 635
216 ADC registers . . ... 636
21.6.1  ADC interrupt and status register (ADC ISR) ................... 636
21.6.2 ADC interrupt enable register (ADC_IER) ...................... 638
21.6.3 ADC control register (ADC_CR) ........... . .. 640
21.6.4 ADC configuration register (ADC_CFGR) ...................... 643
21.6.5 ADC configuration register 2 (ADC_CFGR2) ................... 647
21.6.6 ADC sample time register 1 (ADC_SMPR1) .................... 649
21.6.7 ADC sample time register 2 (ADC_SMPR2) .................... 650
21.6.8 ADC watchdog threshold register 1 (ADC_TR1) ................. 650
21.6.9 ADC watchdog threshold register 2 (ADC_TR2) ................. 651
21.6.10 ADC watchdog threshold register 3 (ADC_TR3) ................. 652
21.6.11 ADC regular sequence register 1 (ADC_SQR1) ................. 653
21.6.12 ADC regular sequence register 2 (ADC_SQR2) ................. 654
21.6.13 ADC regular sequence register 3 (ADC_SQR3) ................. 655
21.6.14 ADC regular sequence register4 (ADC_SQR4) ................. 656
21.6.15 ADC regular data register ADC_DR) .......... ... .. ... ...... 656
21.6.16 ADC injected sequence register (ADC_JSQR) .................. 657

18/2069

RMO0432 Rev 4 ‘Yl




RMO0432 Contents
21.6.17 ADC offset y register (ADC_OFRYyY) . ... .. ... . o it 658
21.6.18 ADC injected channel y data register (ADC_JDRy) . .............. 659
21.6.19 ADC Analog Watchdog 2 Configuration Register (ADC_AWD2CR) .. 660
21.6.20 ADC Analog Watchdog 3 Configuration Register (ADC_AWD3CR) .. 660
21.6.21 ADC Differential mode Selection Register (ADC_DIFSEL) ......... 661
21.6.22 ADC Calibration Factors (ADC_CALFACT) .. ................... 661

217 ADC commonregisters ........... ... 662
21.7.1  ADC common status register ADC_CSR) ..................... 662
21.7.2  ADC common control register (ADC_CCR) . .................... 663
21.7.3 ADCregistermap ..........iiii e 664
22 Digital-to-analog converter (DAC) ...........cciiiiiiiiinnnnn 668
221 Introduction . ........ ... 668
222 DACmainfeatures .......... .. .. . . . . . ... 668
22.3 DACimplementation ............ ... ... .. .. .. ... .. ... 669
22.4 DAC functional description . . .......... .. ... ... ... ... ... ... .. 670
2241 DACblockdiagram . ............ .t 670
2242 DACchannelenable .......... ... .. . . . 671
2243 DACdataformat ....... ... ... . . . . 671
2244  DAC CONVEISION . . .\ttt et ettt e e e e 673
2245 DACoutputvoltage . ...... ... . e 673
2246 DACtriggerselection . ........... . .. i 674
2247 DMArequests . ....... ... 675
224.8 Noisegeneration ............. .. ... 675
2249 Triangle-wave generation ........... .. ... 676
22410 DACchannelmodes . ........ ... i, 677
22.4.11 DAC channel buffer calibration . ........... ... .. ... ... .. ... 680
22.4.12 Dual DAC channel conversion (if available) .................... 682
225 DAC lIow-power modes . ... ...ttt 687
226 DACinterrupts ........ ... . . 687
227 DAC registers . . ... 687
22.7.1 DAC control register (DAC_CR) ......... ... .. 687
22.7.2 DAC software trigger register (DAC_SWTRGR) ................. 690

22.7.3 DAC channel1 12-bit right-aligned data holding register
(DAC_DHRI12RT) .ot 691

22.7.4 DAC channel1 12-bit left aligned data holding register

(DAC_DHRI2LT) .ottt e 692
lﬁ RM0432 Rev 4 19/2069




Contents RMO0432
22.7.5 DAC channel1 8-bit right aligned data holding register
(DAC_DHR8BRT) ... 692
22.7.6 DAC channel2 12-bit right aligned data holding register
(DAC_DHR12R2) .. 692
22.7.7 DAC channel2 12-bit left aligned data holding register
(DAC_DHRT2L2) . .ot 693
22.7.8 DAC channel2 8-bit right-aligned data holding register
(DAC_DHRB8BR2) ... 693
22.7.9 Dual DAC 12-bit right-aligned data holding register
(DAC_DHRI2RD) ..ottt e 694
22.7.10 Dual DAC 12-bit left aligned data holding register
(DAC_DHRI2LD) ...t 694
22.7.11 Dual DAC 8-bit right aligned data holding register
(DAC_DHRB8BRD) ... it 694
22.7.12 DAC channel1 data output register (DAC_DOR1) ................ 695
22.7.13 DAC channel2 data output register (DAC_DOR2) ... ............. 695
22.7.14 DAC statusregister (DAC_SR) ......... ... .. .. 696
22.7.15 DAC calibration control register (DAC_CCR) ................... 697
22.7.16 DAC mode control register (DAC_MCR) ....................... 697
22.7.17 DAC channel 1 sample and hold sample time register (DAC_SHSR1) 699
22.7.18 DAC channel 2 sample and hold sample time register (DAC_SHSR2) 699
22.7.19 DAC sample and hold time register (DAC_SHHR) ............... 699
22.7.20 DAC sample and hold refresh time register (DAC_SHRR) ......... 700
22.7.21 DACregistermap .........o i 702
23 Digital camera interface (DCMI) ................ ... iiins. 704
23.1 DCMlintroduction . . ... ... .. . 704
232 DCMImainfeatures ......... ... i 704
23.3 DCMICIOCKS . ... e 704
23.4 DCMIfunctionaloverview . . ........... .. 704
23.41 DCMIblockdiagram ......... ... ... . . . 705
23.42 DMAinterface ...... . ... 705
23.4.3 DCMlphysicalinterface . .............. ... ... ... 705
23.4.4 Synchronization .. ...... ... . ... . . 708
23.4.5 Capturemodes . ........... ... e 710
23.4.6 Cropfeature ....... ... ... . . . . 711
2347 JPEGformat ...... ... . .. .. 712
23.4.8 FIFO ... 712
23.5 Dataformatdescription ............. ... ... ... ... ... ... .. . ... 713
20/2069 RMO0432 Rev 4 ‘W




RMO0432 Contents
23.5.1 Dataformats ....... ... ... 713

23.5.2 Monochromeformat . ........ ... ... .. i 713

2353 RGBformat ......... .. 714

2354 YCbCrformat . ...... ..o 714

23,55 YCbCrformat-Yonly ....... .. .. . .. . 714

23.5.6 Half resolution image extraction .............. ... .. ... .. ..... 715

23.6 DCMlinterrupts ......... ... . . . . .. . 715

23.7 DCMl registerdescription . . ........ ... 715

23.7.1  DCMI control register (DCMI_CR) .. ... .. ... .. . ... 715

23.7.2 DCMI status register (DCMI_SR) ........... .. .. .. ... . ..... 719

23.7.3 DCMI raw interrupt status register (DCMI_RIS) ................. 720

23.7.4 DCMIl interrupt enable register (DCMI_IER) .................... 721

23.7.5 DCMI masked interrupt status register (DCMI_MIS) .............. 722

23.7.6  DCMI interrupt clear register (DCMI_ICR) . ..................... 723

23.7.7 DCMI embedded synchronization code register (DCMI_ESCR) ... .. 724

23.7.8 DCMI embedded synchronization unmask register (DCMI_ESUR) .. 725

23.7.9 DCMI crop window start (DCMI_CWSTRT) ..................... 726

23.7.10 DCMI crop window size (DCMI_CWSIZE) ...................... 726

23.7.11 DCMl dataregister (DCMI_DR) . ......... . ..., 727

23.7.12 DCMIregistermap ... ...t e 728

24 Voltage reference buffer VREFBUF) .......................... 729
241 Introduction ... ... .. ... 729

24.2 VREFBUF functional description .. ............................ 729

243 VREFBUF registers . ......... e 730

24.3.1  VREFBUF control and status register (VREFBUF_CSR) .......... 730

24.3.2 VREFBUF calibration control register (VREFBUF_CCR) .......... 731

2433 VREFBUFregistermap ...... ... ... ... . . . i 731

25 Comparator (COMP) ...t ittt s s nnns 732
251 Introduction ......... ... 732

252 COMPmainfeatures ............ ... ... .. .. .. ... ... ... .. ... 732

25.3 COMP functional description . ........... ... ... ... ... ........ 733

25.3.1 COMPblockdiagram . ........ ... .. i, 733

25.3.2 COMPpinsandinternalsignals ............................. 733

2533 COMPresetandclocks ....... ... ... . . ... 734

m RM0432 Rev 4 21/2069




Contents RM0432
25.3.4 Comparator LOCK mechanism . ............. . ............... 734
25.3.5 Windowcomparator . ............ . . ... 735
25.3.6 Hysteresis . .......... .. e 735
25.3.7 Comparator output blanking function .. ........................ 736
25.3.8 COMPpowerandspeedmodes ..............cuiiuennnnnn. 737
254 COMP low-power modes . ............. ... 737
255 COMPINterrupts . . ... 737
25,6 COMPregisters ......... ... . . . . . . . 738
25.6.1 Comparator 1 control and status register (COMP1_CSR) .......... 738
25.6.2 Comparator 2 control and status register (COMP2_CSR) .......... 740
25.6.3 COMPregistermap .. ... ...t 743
26 Operational amplifiers (OPAMP) . ............c i, 744
26.1 Introduction ... ... ... ... 744
26.2 OPAMP mainfeatures ............ ... . ... 744
26.3 OPAMP functional description . ............ ... ... ... .......... 744
26.3.1 OPAMPresetandclocks ......... ... i, 744
26.3.2 Initial configuration . .. ....... ... ... 745
26.3.3 Signalrouting . ......... ... 745
26.34 OPAMP MOdES .. ...ttt 746
26.3.5 Calibration ... ... ... . 749
26.4 OPAMP low-powermodes .................. ... 751
26.5 OPAMP registers . ....... .. 752
26.5.1 OPAMP1 control/status register (OPAMP1 CSR) ................ 752
26.5.2 OPAMP1 offset trimming register in normal mode (OPAMP1_OTR) .. 753
26.5.3 OPAMP1 offset trimming register in low-power mode
(OPAMP1_LPOTR) .ottt e e e 753
26.5.4 OPAMP2 control/status register (OPAMP2_CRS) ................ 754
26.5.5 OPAMP2 offset trimming register in normal mode (OPAMP2_OTR) . . 755
26.5.6 OPAMP2 offset trimming register in low-power mode
(OPAMP2_LPOTR) ottt e e e e 755
26.5.7 OPAMPregistermap ........ ... 756
27 Digital filter for sigma delta modulators (DFSDM) ............... 757
271 Introduction ... ... ... 757
27.2 DFSDMmainfeatures ............ ... i 758
27.3 DFSDM implementation ................ ... ... ... ... ... .. .... 759
22/2069 RMO0432 Rev 4 m




RMO0432 Contents
27.4 DFSDM functional description . ................ ... ... ... ...... 760
2741 DFSDMblockdiagram . ........ .. 760
27.4.2 DFSDM pinsandinternalsignals ................ .. ... .. ..... 761
2743 DFSDMresetandclocks .......... ... .. .. . i 762
27.44 Serial channel transceivers . .......... .. ... .. .. . .. 763
27.45 Configuring the input serial interface .. ........................ 772
2746 Paralleldatainputs ...... .. .. .. 772
2747 Channel selection ........ .. ... . . . . ... . . ... 774
27.4.8 Digital filter configuration ... ......... ... ... .. .. . . 775
2749 Integratorunit .. ... ... . ... 776
27410 Analogwatchdog . ........... i e 777
27.4.11 Short-circuitdetector .. ........ .. ... 779
27412 Extremedetector ...... .. ... . . ... 780
27.413 Dataunitblock ... ... ... . ... 780
27414 Signeddataformat .......... ... .. ... . . ... 781
27.4.15 Launchingconversions . ............. .. i, 782
27.4.16 Continuous and fast continuousmodes . . ...................... 782
27417 RequestprecedencCe ............. ..ttt 783
27.4.18 Poweroptimizationinrunmode .......... ... .. ... L. 784
275 DFSDMinterrupts . . ........ ... . . . 784
27.6 DFSDMDMAtransfer.......... ... ... . . . . .. 786
27.7 DFSDM channel y registers (y=0..7) . ........ ... 786
27.7.1  DFSDM channel y configuration register (DFSDM_CHyCFGR1) .... 786
27.7.2 DFSDM channel y configuration register (DFSDM_CHyCFGR2) .... 788
27.7.3 DFSDM channel y analog watchdog and short-circuit detector register
(DFSDM_CHYAWSCDRY) . . . oottt e e e e e 789
27.7.4 DFSDM channel y watchdog filter data register
(DFSDM_CHYWDATR) . ..o e e e 790
27.7.5 DFSDM channel y data input register (DFSDM_CHyDATINR) ... ... 790
27.7.6 DFSDM channel y delay register (DFSDM_CHyDLYR) ............ 791
27.8 DFSDM filter x module registers (x=0..3) ........................ 792
27.8.1 DFSDM filter x control register 1 (DFSDM_FLTXCR1) ............ 792
27.8.2 DFSDM filter x control register 2 (DFSDM_FLTxCR2) ............ 795
27.8.3 DFSDM filter x interrupt and status register (DFSDM_FLTxISR) . . ... 796
27.8.4 DFSDM filter x interrupt flag clear register (DFSDM_FLTxICR) ..... 798
27.8.5 DFSDM filter x injected channel group selection register
(DFSDM_FLTXJCHGR) . ... .o 799
m RMO0432 Rev 4 23/2069




Contents RMO0432
27.8.6 DFSDM filter x control register (DFSDM_FLTXFCR) .............. 799
27.8.7 DFSDM filter x data register for injected group
(DFSDM_FLTXJDATARY) ..ot e 800
27.8.8 DFSDM filter x data register for the regular channel
(DFSDM_FLTXRDATAR) . ..o e 801
27.8.9 DFSDM filter x analog watchdog high threshold register
(DFSDM_FLTXAWHTR) . . . o oo e 802
27.8.10 DFSDM filter x analog watchdog low threshold register
(DFSDM_FLTXAWLTR) . ..o e 802
27.8.11 DFSDM filter x analog watchdog status register
(DFSDM_FLTXAWSR) . . .ot e 803
27.8.12 DFSDM filter x analog watchdog clear flag register
(DFSDM_FLTXAWCFR) . . . . oo e e 804
27.8.13 DFSDM filter x extremes detector maximum register
(DFSDM_FLTXEXMAX) . . .ot e e 804
27.8.14 DFSDM filter x extremes detector minimum register
(DFSDM_FLTXEXMIN) . ... e 805
27.8.15 DFSDM filter x conversion timer register (DFSDM_FLTXCNVTIMR) . . 805
27.8.16 DFSDMregistermap ... ... . 806
28 LCD-TFT display controller (LTDC) ...............coiiiinann. 816
28.1 Introduction .......... ... 816
28.2 LTDCmainfeatures ...... ... .. i 816
28.3 LTDC functional description . ............ ... ... ... ... ... .... 817
28.3.1 LTDC block diagram . ......... ... i 817
28.3.2 LTDC pins and external signalinterface ....................... 817
28.3.3 LTDCresetandclocks .. ... .. ... i 818
28.4 LTDC programmable parameters .. ............................ 819
28.4.1 LTDC global configuration parameters ........................ 819
28.4.2 Layer programmable parameters .......... ... .. ... ... ... 822
285 LTIDCinterrupts ......... ... . . . . . 826
28.6 LTDC programming procedure . ....................uuiu.... 827
287 LTDCreqgisters .......... .. . . 829
28.7.1  LTDC synchronization size configuration register (LTDC_SSCR) . ... 829
28.7.2 LTDC back porch configuration register (LTDC_BPCR) ........... 829
28.7.3 LTDC active width configuration register (LTDC_AWCR) .......... 830
28.7.4  LTDC total width configuration register (LTDC TWCR)............ 831
28.7.5 LTDC global control register (LTDC_GCR) ..................... 831
28.7.6 LTDC shadow reload configuration register (LTDC_SRCR) ........ 833
24/2069 RMO0432 Rev 4 m




RM0432 Contents
28.7.7 LTDC background color configuration register (LTDC_BCCR) ...... 833
28.7.8 LTDC interrupt enable register (LTDC_IER) .................... 834
28.7.9 LTDC interrupt status register (LTDC ISR) ..................... 835
28.7.10 LTDC Interrupt Clear Register (LTDC ICR) ..................... 835
28.7.11 LTDC line interrupt position configuration register (LTDC_LIPCR) ... 836
28.7.12 LTDC current position status register (LTDC_CPSR) ............. 836
28.7.13 LTDC current display status register (LTDC_CDSR) .............. 837
28.7.14 LTDC layer x control register (LTDC_LxCR) .................... 838
28.7.15 LTDC layer x window horizontal position configuration register
(LTDC_LXWHPCR) ... e e 839
28.7.16 LTDC layer x window vertical position configuration register
(LTDC_LXWVPCR) ..o e e 840
28.7.17 LTDC layer x color keying configuration register
(LTDC_LXCKCR) . .ttt e e e e e 841
28.7.18 LTDC layer x pixel format configuration register
(LTDC_LXPFCR) ... e e e 841
28.7.19 LTDC layer x constant alpha configuration register
(LTDC_LXCACR) . .ttt e e e 842
28.7.20 LTDC layer x default color configuration register
(LTDC_LXDCCR) ..ttt e e e e e e 843
28.7.21 LTDC layer x blending factors configuration register
(LTDC_LXBFCR) ..ot e e e e e e 844
28.7.22 LTDC layer x color frame buffer address register
(LTDC_LXCFBAR) . .. e e e e 845
28.7.23 LTDC layer x color frame buffer length register
(LTDC_LXCFBLR) ... e 845
28.7.24 LTDC layer x color frame buffer line number register
(LTDC_LXCFBLNR) . . . e 846
28.7.25 LTDC layer x CLUT write register (LTDC_LxCLUTWR) ........... 847
28.7.26 LTDCregistermap ... ... e 848
29 DSIHOSt (DSIHOST) ..ottt ittt e e eaannns 851
29.1 Introduction . ........ ... 851
29.2 Standardandreferences ............... .. ... ... .. ... . ... 851
29.3 DSlHostmainfeatures ............. ... ... ... ... ... ... . . . ... 852
29.4 DSl Host functional description . .............................. 853
29.4.1 Generaldescription ........... ... . . . . . 853
29.4.2 Supported resolutions and framerates ........................ 853
29.4.3 Systemlevelarchitecture .. ........... ... ... ... . ... ... 854
1S7 RM0432 Rev 4 25/2069




Contents RM0432
29.5 Functional description: Video mode on LTDC interface ............. 856
29.5.1 Video transmissionmode ............. . ... 857

29.5.2 Updating the LTDC interface configuration in videomode . . ... ... .. 859

29.6 Functional description: adapted command mode on LTDC interface . .. 861
29.7 Functional description: APB slave genericinterface ............... 865
29.7.1  Packet transmission using the genericinterface . ................ 866

29.8 Functional description: Timeoutcounters . ....................... 869
29.8.1  Contention error detection timeout counters .. .................. 869

29.8.2 Peripheral response timeoutcounters . ............ ... .. ...... 870

29.9 Functional description: transmission of commands ................ 875
29.9.1  Transmission of commands in Videomode ..................... 875

29.9.2 Transmission of commands in Low-powermode . ................ 877

29.9.3 Transmission of commands in High-speed ..................... 881

29.94 Read command transmission . ........... ... . . oL 881

29.95 Clock lanein Low-powermode .............. . ... i, 882

29.10 Functional description: virtual channels . ... ..................... 884
29.11 Functional description: video mode pattern generator .. ............ 885
29.11.1 Colorbarpattern ....... ... . . 885

29.11.2 Colorcoding . .. ..ot 886

29113 BERtestingpattern ... ... . ... 887
29.11.4 Video mode pattern generator resolution . ..................... 888

29.12 Functional description: D-PHY management .. ................... 889
29.12.1 D-PHY configuration ............. ... .. .. . 889
29.12.2 Special D-PHY operations . .......... ... ... ... .. . . . .. 891
29.12.3 Special Low-power D-PHY functions . ......................... 891
29.12.4 DSIPLLcontrol .. ...... ... 892
29.12.5 Regulatorcontrol .. ..... ... . ... .. 893

29.13 Functional description: interruptsand errors .. ................... 894
29.13.1 DSlwrapperinterrupts . ... 894
29.13.2 DSl hostinterruptsanderrors . ............ . ... ... ... ... 894

29.14 Programing procedure ... .......... ittt 901
29.14.1 Programing procedure OVerview . ................c.oueuiiinnn. 901
29.14.2 Configuring the D-PHY parameters ............. ... ... .. ... ... 901
29.14.3 Configuring the DSl hosttiming ............. .. ... .. ... .. ..... 902
29.14.4 Configuring flow control and DBl interface ..................... 903
29.14.5 Configuring the DSl host LTDC interface . ... ................... 903

26/2069

RMO0432 Rev 4 ‘Yl




RM0432

Contents

3

29.15

29.14.6 Configuringthevideomode .. .......... ... ... ... .. ......
29.14.7 Configuring the adapted commandmode ...................
29.14.8 Configuring the video mode pattern generator ...............
29.14.9 Managing ULPM .. ... .. . . . . . .
DSIHostregisters . ......... ... .
29.15.1 DSI Host Version Register (DSI_ VR) . ......................
29.15.2 DSI Host Control Register (DSI_CR) .......................
29.15.3 DSI HOST Clock Control Register (DSI_CCR) ...............
29.15.4 DSl Host LTDC VCID Register (DSI_LVCIDR) ...............
29.15.5 DSI Host LTDC Color Coding Register (DSI_LCOLCR) ........
29.15.6 DSI Host LTDC Polarity Configuration Register (DSI_LPCR) . ...
29.15.7 DSI Host Low-Power mode Configuration Register (DSI_LPMCR)
29.15.8 DSI Host Protocol Configuration Register (DSI_PCR) .........
29.15.9 DSI Host Generic VCID Register (DSI_GVCIDR) .............
29.15.10 DSI Host mode Configuration Register (DSI_MCR) ...........
29.15.11 DSI Host video mode Configuration Register (DSI_VMCR) .. ...
29.15.12 DSI Host video Packet Configuration Register (DSI_VPCR) . . ...
29.15.13 DSI Host video Chunks Configuration Register (DSI_VCCR) . ...
29.15.14 DSI Host Video Null Packet Configuration Register (DSI_VNPCR)
29.15.15 DSI Host Video HSA Configuration Register (DSI_VHSACR) . . ..
29.15.16 DSI Host Video HBP Configuration Register (DSI_VHBPCR) . . ..
29.15.17 DSI Host Video Line Configuration Register (DSI_VLCR) .. ... ..
29.15.18 DSI Host Video VSA Configuration Register (DSI_VVSACR) . ...
29.15.19 DSI Host Video VBP Configuration Register (DSI_VVBPCR) .. ..
29.15.20 DSI Host Video VFP Configuration Register (DSI_VVFPCR) . ...
29.15.21 DSI Host Video VA Configuration Register (DSI_VVACR) .. ... ..
29.15.22 DSI Host LTDC Command Configuration Register (DSI_LCCR) . .
29.15.23 DSI Host Command mode Configuration Register (DSI_CMCR) .
29.15.24 DSI Host Generic Header Configuration Register (DSI_GHCR) . .
29.15.25 DSI Host Generic Payload Data Register (DSI_GPDR) ........
29.15.26 DSI Host Generic Packet Status Register (DSI_GPSR) ........
29.15.27 DSI Host Timeout Counter Configuration Register 0 (DSI_TCCRO)
29.15.28 DSI Host Timeout Counter Configuration Register 1 (DSI_TCCR1)
29.15.29 DSI Host Timeout Counter Configuration Register 2 (DSI_TCCR2)

29.15.31 DSI Host Timeout Counter Configuration Register 4 (DSI_TCCR4)
29.15.32 DSI Host Timeout Counter Configuration Register 5 (DSI_TCCRS5)

(

29.15.30 DSI Host Timeout Counter Configuration Register 3 (DSI_TCCR3) ..
(
(

RM0432 Rev 4

... 915

... 924

.. 928
.. 928
.. 929

.. 930
.. 931

2712069




Contents RM0432

29.15.33 DSI Host Clock Lane Configuration Register (DSI_CLCR) ......... 931
29.15.34 DSI Host Clock Lane Timer Configuration Register (DSI_CLTCR) ... 932
29.15.35 DSI Host Data Lane Timer Configuration Register (DSI_DLTCR) . ... 932

29.15.36 DSI Host PHY Control Register (DSI_PCTLR) .................. 933
29.15.37 DSI Host PHY Configuration Register (DSI_PCONFR) ............ 933
29.15.38 DSI Host PHY ULPS Control Register (DSI_PUCR) .............. 934
29.15.39 DSI Host PHY TX Triggers Configuration Register (DSI_PTTCR) ... 935
29.15.40 DSI Host PHY Status Register (DSI_PSR) ..................... 935
29.15.41 DSI Host Interrupt & Status Register 0 (DSI_ISRO) . .............. 936
29.15.42 DSI Host Interrupt & Status Register 1 (DSI_ISR1) . .............. 937
29.15.43 DSI Host Interrupt Enable Register 0 (DSI_IERO) ................ 938
29.15.44 DSI Host Interrupt Enable Register 1 (DSI_IER1) ................ 941
29.15.45 DSI Host Force Interrupt Register 0 (DSI_FIRO0) ................. 942
29.15.46 DSI Host Force Interrupt Register 1 (DSI_FIR1) . ................ 944
29.15.47 DSI Host Video Shadow Control Register (DSI_VSCR) ........... 945
29.15.48 DSI Host LTDC Current VCID Register (DSI_LCVCIDR) .......... 945
29.15.49 DSI Host LTDC Current Color Coding Register (DSI_LCCCR) ...... 946
29.15.50 DSI Host Low-Power mode Current Configuration Register

(DSI_LPMCCR) ...t 946
29.15.51 DSI Host Video mode Current Configuration Register

(DSI_VMCCR) . . e 947
29.15.52 DSI Host Video Packet Current Configuration Register

(DSI_VPCCR) .. 948
29.15.53 DSI Host Video Chunks Current Configuration Register

(DSI_VCCCR) ..\t e 949
29.15.54 DSI Host Video Null Packet Current Configuration Register

(DSI_VNPCCR) ... 949
29.15.55 DSI Host Video HSA Current Configuration Register

(DSI_VHSACCR) . . .o 950
29.15.56 DSI Host Video HBP Current Configuration Register

(DSI_VHBPCCR) . . ..o e 950

29.15.57 DSI Host Video Line Current Configuration Register (DSI_VLCCR) . . 951
29.15.58 DSI Host Video VSA Current Configuration Register

(DSI_VVSACCR) ...t 951
29.15.59 DSI Host Video VBP Current Configuration Register

(DSI_VVBPCCR) . ..ttt e 952
29.15.60 DSI Host Video VFP Current Configuration Register

(DSI_VVFPCCR) . ..ot 952
29.15.61 DSI Host Video VA Current Configuration Register

(DSI_VVACCR) ..t e e 953

28/2069 RMO0432 Rev 4 ‘Yl




RMO0432 Contents
29.16 DSl WrapperRegisters ............ ... ... .. .. .. ... . .. 954
29.16.1 DSI Wrapper Configuration Register (DSI_WCFGR) ............. 954
29.16.2 DSI Wrapper Control Register (DS WCR) ..................... 955
29.16.3 DSI Wrapper Interrupt Enable Register (DSI_WIER) ............. 956
29.16.4 DSI Wrapper Interrupt & Status Register (DSI_ WISR) ............ 957
29.16.5 DSI Wrapper Interrupt Flag Clear Register (DSI_WIFCR) ... ....... 958
29.16.6 DSI Wrapper PHY Configuration Register 0 (DSI_ WPCRO0) ........ 959
29.16.7 DSI Wrapper PHY Configuration Register 1 (DSI_WPCR1) ........ 961
29.16.8 DSI Wrapper PHY Configuration Register 2 (DSI_WPCR2) ........ 963
29.16.9 DSI Wrapper PHY Configuration Register 3 (DSI_WPCR4) ........ 964
29.16.10 DSI Wrapper PHY Configuration Register 4 (DSI_ WPCR4) ........ 965
29.16.11 DSI Wrapper Regulator and PLL Control Register (DSI_ WRPCR) . .. 965

29.17 DSIHostregistermap ........... 967
30 Touch sensing controller (TSC) ..., 972
30.1 Introduction ......... ... 972
30.2 TSCmainfeatures ......... ... .. . . . .. i 972
30.3 TSC functional description . ........... .. .. . . ... . 973
30.3.1  TSChblockdiagram . ......... ... . .. . 973

30.3.2 Surface charge transfer acquisition overview ................... 973

30.3.3 Resetandclocks . ....... ... . ... . 975

30.3.4 Charge transfer acquisition sequence ......................... 976

30.3.5 Spread spectrumfeature ........... ... ... ... .. ... . ... .. 977

30.3.6  Max CoOUNt €ITOr . . ... . e 977

30.3.7 Sampling capacitor I/0O and channel I/O mode selection .. ......... 978

30.3.8 Acquisitionmode . ....... .. 979

30.3.9 1/O hysteresis and analog switchcontrol ....................... 979

30.4 TSClow-powermodes . .........oiiin i 980
305 TSCinterrupts ........... ... . . . .. 980
30.6 TSCregisters ... ... 981
30.6.1  TSC control register (TSC_CR) . ....... ... i 981

30.6.2 TSC interrupt enable register (TSC_IER) .......... ... .. ... ... 983

30.6.3 TSC interrupt clear register (TSC_ICR) .. .......... . ... ....... 984

30.6.4 TSC interrupt status register (TSC_ISR) ....................... 985

30.6.5 TSC I/O hysteresis control register (TSC IOHCR) ............... 985

30.6.6 TSC I/O analog switch control register (TSC_IOASCR) ........... 986

m RMO0432 Rev 4 29/2069




Contents RM0432
30.6.7 TSC I/O sampling control register (TSC_IOSCR) ................ 986

30.6.8 TSC I/O channel control register (TSC_IOCCR) ................. 987

30.6.9 TSC I/O group control status register (TSC_IOGCSR) ............ 987

30.6.10 TSC I/O group x counter register (TSC_IOGXCR) ... ............. 988

30.6.11 TSCregistermap . .. ...t 989

31 True random number generator (RNG) ........................ 991
31.1 Introduction .. ... ... ... .. 991

312 RNGmainfeatures . ... ... i 991

31.3 RNG functional description . . . ........... ... ... ... ... ... ... .. 992

31.3.1  RNGblockdiagram . .......... .. 992

31.3.2 RNGinternalsignals ........... .. ... .. . . . 992

31.3.3 Random number generation ........... .. ... .. . ... 993

31.3.4 RNGiinitialization . ........ ... .. . . 995

31.35 RNGoperation . ........ .. 996

3136 RNGclocking .. ... .o 997

31.3.7 Errormanagement . ... ... 997

314 RNGIOW-POWEIr USAQE . . . .. vttt et e i 998

315 RNGinterrupts . ... . 999

31.6 RNGprocessingtime ........... .. .. 999

31.7 Entropy source validation . ............ ... ... .. . . . .. 999

31.7.1  Introduction .. ...... .. .. ... 999

31.7.2 Validation conditions . ........ ... .. ... .. .. 1000

31.7.3 Datacollection ...... ... ... . . . . 1000

31.8 RNGregisters . . ... 1001

31.8.1  RNG control register (RNG_CR) ........... .. ... ... .. .... 1001

31.8.2 RNGstatusregister (RNG_SR) ......... ... ... .. ... 1002

31.8.3 RNGdataregister(RNG_DR) ........... ... .. .. .. ..., 1003

31.84 RNGregistermap .......... i 1004

32 AES hardware accelerator (AES) ............. ... it 1005
321 Introduction . ... ... ... 1005

32.2 AESmainfeatures ...... ... ... . ... 1005

32.3 AESimplementation .. ... ... ... ... ... 1006

32.4 AES functional description . ... ... ... . . .. ... 1006

3241 AESblockdiagram ............ ... ... ... 1006

30/2069 RMO0432 Rev 4 m




RM0432

Contents

3

32.5
32.6
32.7

3242 AESinternalsignals . ......... ... . . .. . . 1006
32.4.3 AEScryptographiccore ........ ...t 1007
32.4.4  AES procedure to perform a cipher operation .................. 1012
32.4.5 AES decryption key preparation ............................ 1016
32.4.6 AES ciphertext stealingand datapadding . .................... 1017
3247 AEStasksuspendandresume............. ... ..., 1018
32.4.8 AES basic chainingmodes (ECB,CBC) ...................... 1018
3249 AEScounter(CTR)mMode .......... ..., 1023
32.4.10 AES Galois/counter mode (GCM) . ............. ... .. ... ..... 1026
32.4.11 AES Galois message authentication code (GMAC) ............. 1031
32.4.12 AES counter with CBC-MAC (CCM) ....... ... ... ... ... ....... 1033
32.4.13 AES data registers and dataswapping ............... ... ..... 1039
32414 AESkeyregisters ... ... 1041
32.4.15 AES initialization vectorregisters . ........... .. ... ... ... ... 1041
32416 AESDMAinterface ........... ... 1041
32417 AESerrormanagement .. .......... ... 1044
AES interrupts ... ... .. 1044
AES processinglatency . ....... ... ... 1045
AES registers . ... .. e 1046
32.7.1 AES control register (AES_ CR) . ........ .. ... . ... 1046
32.7.2 AES statusregister (AES_SR) ........ ... ... .. .. .. 1048
32.7.3 AES datainputregister (AES DINR) ........................ 1050
32.7.4 AES data output register (AES_DOUTR) ..................... 1051
32.7.5 AESkeyregister 0 (AES_KEYRO) .. ......... ... oL, 1051
32.76 AESkeyregister 1 (AES_KEYR1) .. ... ... ... .. . . ... 1052
32.7.7 AESkeyregister2 (AES_KEYR2) ........ ... .. ... .. ... .. ... 1052
32.7.8 AESkeyregister3(AES_KEYR3) ........ ... .. ... .. ... 1052
32.7.9 AES initialization vector register 0 (AES IVRO) ................. 1053
32.7.10 AES initialization vector register 1 (AES_IVR1) ... .............. 1053
32.7.11 AES initialization vector register 2 (AES_IVR2) .. . .............. 1053
32.7.12 AES initialization vector register 3 (AES_IVR3) .. . .............. 1054
32.7.13 AES keyregister4 (AES_KEYR4) . ... ... ... . . i 1054
32.7.14 AES keyregister 5(AES_KEYR5) .. ...... ... ... oL 1054
32.7.15 AES key register 6 (AES_KEYRG6) . . ...... ... .. it 1055
32.7.16 AES key register 7 (AES_KEYR7) . . ... .. .. i 1055
32.7.17 AES suspend registers (AES_SUSPxR) ...................... 1055
32.7.18 AESregistermap .. ... 1057

RMO0432 Rev 4 31/2069




Contents RMO0432
33 Hash processor (HASH) .......... ..., 1059
33.1  Introduction . ... ... 1059

33.2 HASHmainfeatures . ........... .. . . . . 1059

33.3 HASH functional description . . . .............. ... ... ... ... ... 1060

33.3.1  HASHblockdiagram ......... ... .. ... . 1060

33.3.2 HASHinternalsignals ............. ... .. .. ... . i, 1060

33.3.3 About secure hash algorithms .. ............. ... ... ... ..... 1061

33.34 Messagedatafeeding .......... .. ... . . .. .. 1061

33.3.5 Message digestcomputing ........ ... 1063

33.3.6 Messagepadding ......... ... 1064

33.3.7 HMACo peration ............ . . . .. 1065

33.3.8 Contextswapping .......... ... 1067

33.39 HASHDMAInterface ......... ... ... i 1069

33.3.10 HASH errormanagement .......... ... .. ... .. ... . ... 1069

33.4 HASH interrupts .......... .. . . 1069

33.5 HASH processingtime .......... ... .. . . .. 1070

33.6 HASHregisters . . ... 1071

33.6.1  HASH control register (HASH CR) .......................... 1071

33.6.2 HASH data input register (HASH_DIN) . ...................... 1074

33.6.3 HASH startregister (HASH_STR) . ......... .. ... ... ... . .... 1075

33.6.4 HASH digest registers (HASH_HRO..7) ... ... ... .. ... .. .... 1076

33.6.5 HASH interrupt enable register (HASH_IMR) .................. 1079

33.6.6 HASH status register (HASH_SR) .. .......... .. ... .. ... ..... 1080

33.6.7 HASH context swap registers (HASH CSRx) .................. 1081

33.6.8 HASHregistermap ...... ... .. .. .. 1082

34 Advanced-control timers (TIM1/TIMS8) ........................ 1083
34.1  TIM1/TIM8 introduction ........... . ... .. .. ... 1083

34.2 TIM1U/TIM8 mainfeatures . ........... ... 1083

34.3 TIM1/TIM8 functional description .. ........................... 1085

3431 Time-baseunit . ... ... . ... 1085

34.3.2 Countermodes . ........ ... 1087

34.3.3 Repetitioncounter . ........ ... . . ... 1098

34.3.4 Externaltriggerinput ........ ... .. .. . ... 1100

34.35 Clockselection .. ... ... .. .. . 1101

34.3.6 Capture/comparechannels .............. ... ... ... ...... 1105

32/2069 RMO0432 Rev 4 m




RM0432

Contents

3

34.4

34.3.7 Inputcapturemode ........ ... ... ... 1107
34.3.8 PWMinputmode ........... . . . . . 1108
34.3.9 Forcedoutputmode . .......... .. . .. ... 1109
34.3.10 Outputcomparemode ...............0 i 1110
34311 PWMmMOdE .. ...t e e 1111
34.3.12 AsymmetricPWMmode .......... ... ... ... . .. .. 1114
34.3.13 Combined PWMmode ...... ... ... ... . . . ... . i, 1115
34.3.14 Combined 3-phase PWMmode .. ....... ... ................. 1116
34.3.15 Complementary outputs and dead-time insertion ............... 1117
34.3.16 Usingthe break function ............ ... ... ... ... ... ... .... 1119
34.3.17 Bidirectional break inputs . .. ....... ... .. 1125
34.3.18 Clearing the OCxREF signal on an externalevent .............. 1126
34.3.19 6-step PWMgeneration ............ ... .. i 1128
34.3.20 One-pulse Mode . ......... ...t 1129
34.3.21 Retriggerable one pulse mode (OPM) ........................ 1130
34.3.22 Encoderinterfacemode .. .......... ... ... 1131
34.3.23 UIF bitremapping . ......... 1133
34.3.24 Timerinput XORfunction .. ... ... ... ... . . .. ... 1134
34.3.25 Interfacing with Hall sensors . . ........ ... ... .. ... .. ... . .... 1134
34.3.26 Timer synchronization ............ ... ... ... ... ... ... ..., 1137
34.3.27 ADC synchronization ......... ... ... ... . . . . . i 1141
34.3.28 DMAbDurstmode ........... ... 1141
34.3.29 Debugmode ........... . ... 1142
TIMT/TIM8 registers . .. ... e 1143
3441 TIM1/TIM8 control register 1 (TIMx_CR1) . .................... 1143
3442 TIM1/TIM8 control register 2 (TIMx_CR2) . .................... 1144
34.4.3 TIM1/TIM8 slave mode control register (TIMx_SMCR) ........... 1147
34.44 TIM1/TIM8 DMA/interrupt enable register (TIMx_DIER) .......... 1149
34.45 TIM1/TIM8 status register (TIMX_SR) ........................ 1151
34.46 TIM1/TIM8 event generation register (TIMx EGR) .............. 1153
34.4.7 TIM1/TIM8 capture/compare mode register 1 (TIMx_CCMR1) ... .. 1154
34.4.8 TIM1/TIM8 capture/compare mode register 2 (TIMx_CCMR?2) ... .. 1158
34.49 TIM1/TIM8 capture/compare enable register (TIMx_CCER) ....... 1160
34.4.10 TIM1/TIM8 counter (TIMX_CNT) ........ ... i, 1164
34.4.11 TIM1/TIM8 prescaler (TIMx_PSC) . ........ ... . ... ... ... 1164
34.4.12 TIM1/TIM8 auto-reload register (TIMx_ARR) .................. 1164
34.4.13 TIM1/TIMS8 repetition counter register (TIMx RCR) ............. 1165

RMO0432 Rev 4 33/2069




Contents RMO0432
34.4.14 TIM1/TIM8 capture/compare register 1 (TIMx_CCR1) ........... 1165
34.4.15 TIM1/TIM8 capture/compare register 2 (TIMx_CCR2) ........... 1166
34.4.16 TIM1/TIM8 capture/compare register 3 (TIMx_CCR3) ........... 1166
34.4.17 TIM1/TIM8 capture/compare register 4 (TIMx_CCR4) ........... 1167
34.4.18 TIM1/TIM8 break and dead-time register (TIMx_BDTR) .......... 1167
34.4.19 TIM1/TIM8 DMA control register (TIMx DCR) .. ................ 1171
34.4.20 TIM1/TIM8 DMA address for full transfer (TIMx_DMAR) . ......... 1172
34.4.21 TIM1 optionregister 1 (TIM1_OR1) . ......... .. ... ... 1173
34.4.22 TIM8 optionregister 1 (TIM8_OR1) . ......... ..., 1173
34.4.23 TIM1/TIM8 capture/compare mode register 3 (TIMx_ CCMR3) ... .. 1174
34.4.24 TIM1/TIM8 capture/compare register 5 (TIMx_CCR5) ........... 1175
34.4.25 TIM1/TIM8 capture/compare register 6 (TIMx_CCR6) ........... 1176
34.4.26 TIM1 optionregister2 (TIM1_OR2) . ......... .. ... . .. 1176
34.4.27 TIM1 optionregister 3(TIM1_OR3) . ......... .. ... .. ... ...... 1178
34.4.28 TIM8 optionregister2 (TIM8_OR2) . ......... .. ... i, 1179
34.4.29 TIMS8 option register 3(TIM8 OR3) . ......................... 1181
34430 TIM1registermap .......... ..t 1183
34431 TIM8registermap . ......... .. 1186

35 General-purpose timers (TIM2/TIM3/TIM4/TIMS) . . .. ............ 1189

35.1  TIM2/TIM3/TIM4/TIM5 introduction . ............... . ... ....... 1189
35.2 TIM2/TIM3/TIM4/TIM5 mainfeatures . .......................... 1189
35.3 TIM2/TIM3/TIM4/TIM5 functional description . . . .................. 1191
35.3.1 Time-basewunit .. ... .. .. 1191

35.3.2 Countermodes . ......... ... 1193

35.3.3 Clockselection .. ...... ... 1203

35.3.4 Capture/Comparechannels ........ ... ... ... ... ... ...... 1207

35.3.5 Inputcapturemode .......... ... .. ... ... 1209

353.6 PWMinputmode ....... ... ... . ... ... 1210

35.3.7 Forcedoutputmode . ........ ... .. . ... ... 1211

35.3.8 Outputcomparemode ............. ... . ... i, 1212

3539 PWMmMOde . ... .. 1213
35.3.10 AsymmetricPWMmode .......... ... ... ... . . .. 1216

35.3.11 Combined PWMmode . ...... ... .. .. ... 1217
35.3.12 Clearing the OCXREF signal on an externalevent .............. 1218
35.3.13 One-pulse mode . ........ ... ... ... 1220
35.3.14 Retriggerable one pulse mode (OPM) .. ...................... 1221
34/2069 RM0432 Rev 4 lﬁ




RMO0432 Contents
35.3.15 Encoderinterfacemode ... ... ... ... ... 1222
35.3.16 UlF bitremapping . ........ ... .. .. 1224
35.3.17 Timerinput XORfunction .. ......... ... ... .. ... ... ... ..., 1224
35.3.18 Timers and external trigger synchronization ................... 1225
35.3.19 Timer synchronization .......... ... ... .. . .. . . .. 1228
35.3.20 DMAburstmode . ......... .. .. 1232
35.3.21 Debugmode ........... ... 1233

35.4 TIM2/TIM3/TIM4/TIMS registers . . .. ... 1234
35.4.1  TIMx control register 1 (TIMx_CR1) .......... ... ... ... ..... 1234

35.4.2 TIMx control register 2 (TIMx_CR2) ......................... 1235

35.4.3 TIMx slave mode control register (TIMx_SMCR) . ............... 1237

35.4.4  TIMx DMA/Interrupt enable register (TIMx DIER) . .............. 1240

35.45 TIMx status register (TIMX_SR) . ....... .. .. .. ... ... ... . ... 1241

35.4.6 TIMx event generation register (TIMx_EGR) ................... 1242

35.4.7 TIMx capture/compare mode register 1 (TIMx_CCMR1) .......... 1243

35.4.8 TIMx capture/compare mode register 2 (TIMx_CCMR2) .......... 1247

35.4.9 TIMx capture/compare enable register (TIMx_CCER) ........... 1249
35.4.10 TIMx counter (TIMX_CNT) .. ...t 1250

35.4.11 TIMx prescaler (TIMx_PSC) ....... ... . . .. 1251
35.4.12 TIMx auto-reload register (TIMX_ARR) ........ ... .. ... ...... 1251
35.4.13 TIMx capture/compare register 1 (TIMx_CCR1) ................ 1251
35.4.14 TIMx capture/compare register 2 (TIMx_CCR2) ................ 1252
35.4.15 TIMx capture/compare register 3 (TIMx_CCR3) ................ 1252
35.4.16 TIMx capture/compare register 4 (TIMx CCR4) ................ 1253
35.4.17 TIMx DMA control register (TIMx_DCR) ...................... 1254
35.4.18 TIMx DMA address for full transfer (TIMx_DMAR) .............. 1254
35.4.19 TIM2 option register 1 (TIM2_OR1) ... ... ... i 1255
35.4.20 TIM3 optionregister 1 (TIM3_OR1) . ........ . .. 1255

35.4.21 TIM2 optionregister 2 (TIM2_OR2) . ......... . ... ... 1256
35.4.22 TIM3 option register 2 (TIM3_ OR2) . ......................... 1256
35.4.23 TIMxregistermap ......... e 1257

36 General-purpose timers (TIM15/TIM16/TIM17) ................. 1260
36.1  TIM15/TIM16/TIM17 introduction .. .......... . ... ... . ........ 1260
36.2 TIM15mainfeatures ......... ... . .. . .. ... 1260
36.3 TIM16/TIM17 mainfeatures . ....... ... ... ... .. ... . .. . ... 1261
36.4 TIM15/TIM16/TIM17 functional description ..................... 1264
‘W RM0432 Rev 4 35/2069




Contents RMO0432
36.4.1 Time-baseunit . ... ... . ... 1264
36.4.2 Countermodes . ......... ... 1266
36.4.3 Repetitioncounter . ........ ... . . ... 1270
36.4.4 Clockselection .. ...... ... i 1271
36.4.5 Capture/comparechannels .............. ... ... ... ... ..... 1273
36.46 Inputcapturemode .......... ... ... 1276
36.4.7 PWMinputmode (only for TIM15) . . ......... .. ... .. ... . .... 1277
36.4.8 Forcedoutputmode . .......... .. . ... ... ... 1278
36.4.9 Outputcomparemode ......... ... ... .. i, 1278
36.410 PWMmMOde .. ...t e 1279
36.4.11 Combined PWM mode (TIM15o0nly) ......... ... ... ... ....... 1280
36.4.12 Complementary outputs and dead-time insertion ............... 1282
36.4.13 Using the break function .......... ... .. ... . .. ... .. ... . ... 1284
36.4.14 Bidirectional breakinputs . .......... ... ... .. ... ... . L. 1288
36.4.15 One-pulse mode . .......... ...t 1290
36.4.16 Retriggerable one pulse mode (OPM) (TIM15only) ............. 1291
36.4.17 UIF bitremapping . ......... . 1292
36.4.18 Timer input XOR function (TIM15only) ....................... 1293
36.4.19 External trigger synchronization (TIM15only) .................. 1294
36.4.20 Slave mode — combined reset + triggermode . ................. 1296
36.4.21 DMAburstmode ....... ... . . . ... 1296
36.4.22 Timer synchronization (TIM15) .......... ... .. .. ... ... ...... 1298
36.4.23 Debugmode . ........ ... 1298

36.5 TIMISregisters ... ... . 1299
36.5.1  TIM15 control register 1 (TIM15_CR1) ......... ... .. ... ..... 1299
36.5.2 TIM15 control register 2 (TIM15_CR2) ....................... 1300
36.5.3 TIM15 slave mode control register (TIM15_SMCR) ............. 1302
36.5.4 TIM15 DMA/interrupt enable register (TIM15_DIER) ............ 1303
36.5.5 TIM15 status register (TIM15_SR) ........... ... .. ... .. ..... 1304
36.5.6 TIM15 event generation register (TIM15_ EGR) ................ 1306
36.5.7 TIM15 capture/compare mode register 1 (TIM15_CCMR1) ....... 1307
36.5.8 TIM15 capture/compare enable register (TIM15_CCER) ......... 1311
36.59 TIM15 counter (TIM15_CNT) . ... .. . i 1314
36.5.10 TIM15 prescaler (TIM15_PSC) ......... ... . ... .. . . ..., 1314
36.5.11 TIM15 auto-reload register (TIM15_ARR) ..................... 1314
36.5.12 TIM15 repetition counter register (TIM15_RCR) ................ 1315
36.5.13 TIM15 capture/compare register 1 (TIM15 CCR1) .............. 1315

36/2069

RMO0432 Rev 4 ‘Yl




RMO0432 Contents
36.5.14 TIM15 capture/compare register 2 (TIM15_CCR2) .............. 1316
36.5.15 TIM15 break and dead-time register (TIM15_BDTR) ............ 1316
36.5.16 TIM15 DMA control register (TIM15 DCR) .................... 1319
36.5.17 TIM15 DMA address for full transfer (TIM15_DMAR) ............ 1319
36.5.18 TIM15 option register 1 (TIM15_OR1) ........ .. ... .. ... .. .... 1320
36.5.19 TIM15 option register 2 (TIM15_OR2) ... ... .. ... .. ... ... ... 1320
36.5.20 TIM1Sregistermap . .... ... 1322

36.6 TIM16/TIM17 registers .. ... i 1325
36.6.1  TIM16/TIM17 control register 1 (TIMx_CR1) ................... 1325

36.6.2 TIM16/TIM17 control register 2 (TIMx_CR2) ................... 1326

36.6.3 TIM16/TIM17 DMA/interrupt enable register (TIMx_DIER) ........ 1327

36.6.4 TIM16/TIM17 status register (TIMX_SR) ...................... 1328

36.6.5 TIM16/TIM17 event generation register (TIMx_EGR) ............ 1329

36.6.6 TIM16/TIM17 capture/compare mode register 1 (TIMx_CCMR1) ... 1330

36.6.7 TIM16/TIM17 capture/compare enable register (TIMx_CCER) . .. .. 1332

36.6.8 TIM16/TIM17 counter (TIMX_CNT) .......... ... ... . ... ... ... 1334

36.6.9 TIM16/TIM17 prescaler (TIMx_PSC) . ....... ... ... .. ... ... 1335
36.6.10 TIM16/TIM17 auto-reload register (TIMXx_ARR) ................ 1335

36.6.11 TIM16/TIM17 repetition counter register (TIMx_RCR) ........... 1336
36.6.12 TIM16/TIM17 capture/compare register 1 (TIMx_CCR1) ......... 1336
36.6.13 TIM16/TIM17 break and dead-time register (TIMx_BDTR) ........ 1337
36.6.14 TIM16/TIM17 DMA control register (TIMx_ DCR) . ............... 1339
36.6.15 TIM16/TIM17 DMA address for full transfer (TIMx_DMAR) . ....... 1340
36.6.16 TIM16 option register 1 (TIM16_OR1) .. ...................... 1340
36.6.17 TIM16 option register 2 (TIM16_OR2) . ....................... 1341
36.6.18 TIM17 option register 1 (TIM17_OR1) ... ... .. ... .. ... ... ... 1342
36.6.19 TIM17 option register 2 (TIM17_OR2) ... ... .. ... .. ... .. .... 1343
36.6.20 TIM16/TIM17 registermap ........... ... 1345

37 Basic timers (TIMG/TIM7) ...........ciiiiiiiii i 1347
37.1  TIMG/TIM7 introduction . ....... ... .. . . .. ... 1347
37.2 TIM6/TIM7 mainfeatures ........... ... ... ... . . ... 1347
37.3 TIM6/TIM7 functional description . .............. ... ... ....... 1348
37.3.1 Time-baseunit . ........ ... .. 1348

37.3.2 Countingmode ......... ... e 1350

37.3.3 UlFbitremapping ......... .. 1353

37.34  Clock SOUrCe . . ... . . 1353

m RM0432 Rev 4 37/2069




Contents RMO0432
37.3.5 Debugmode . ....... ... 1354

374 TIMG/TIM7 registers .. ........ ... .. . . . . . . . . . . 1354
37.4.1  TIM6/TIM7 control register 1 (TIMx_CR1) . .......... ... .. .... 1354

37.4.2 TIM6/TIM7 control register 2 (TIMx_CR2) . .................... 1356

37.4.3 TIM6/TIM7 DMA/Interrupt enable register (TIMx_DIER) .......... 1356

37.4.4 TIM6/TIM7 status register (TIMx SR) ........................ 1357

37.45 TIM6/TIM7 event generation register (TIMx_EGR) .............. 1357

37.4.6 TIM6/TIM7 counter (TIMX_CNT) ....... ... ..., 1357

37.4.7 TIMG/TIMY7 prescaler (TIMx_PSC) . ... ... ... ... ... ... . ... 1358

37.4.8 TIM6/TIM7 auto-reload register (TIMXx_ARR) .................. 1358

3749 TIMG/TIM7 registermap . ..........uuiiieeiiiiieennn.. 1359

38 Low-power timer (LPTIM) . ....... ...ttt iennnn 1360
38.1 Introduction . ... ... ... ... 1360
38.2 LPTIMmainfeatures ....... ... .. .. . . . . i 1360
38.3 LPTIMimplementation ........... ... ... . . . . . . . . . . .. ... 1360
38.4 LPTIM functional description . ....... ... .. .. . . . . . . . . . . . . ..., 1361
38.4.1 LPTIMblockdiagram . ......... .. ... i, 1361

38.4.2 LPTIMtrigger mapping . ..........iuuiiiiniii .. 1361

38.43 LPTIMresetandclocks ........ ... .. ... .. .. 1362

38.4.4 Glitchfilter ... ... .. 1362

38.4.5 Prescaler ... 1363

38.4.6 Trigger multiplexer .. ....... . .. ... 1364

38.4.7 Operatingmode . .......... .. 1364

38.4.8 Timeoutfunction ............ ... ... 1366

38.49 Waveformgeneration .. ...... ... ... ... . 1366
38.4.10 Registerupdate ........ ... . ... 1367

38.4.11 Countermode ........ ...t 1368
38.4.12 Timerenable . ... ... ... ... 1368

38.4.13 Timercounterreset ........... ... . ... 1369

38.4.14 Encodermode . ... ..... ... 1369

38.5 LPTIMIlow powermodes ............ ..., 1371
38.6 LPTIMinterrupts ............ .. 1372
38.7 LPTIMregisters ........ . e 1372
38.7.1  LPTIM interrupt and status register (LPTIM_ISR) ............... 1372

38.7.2 LPTIM interrupt clear register (LPTIM_ICR) ................... 1373

38/2069 RMO0432 Rev 4 m




RMO0432 Contents
38.7.3 LPTIM interrupt enable register (LPTIM_IER) .................. 1374

38.7.4  LPTIM configuration register (LPTIM_CFGR) .................. 1375

38.7.5 LPTIM control register (LPTIM_CR) ......................... 1378

38.7.6  LPTIM compare register (LPTIM_CMP) ...................... 1379

38.7.7 LPTIM autoreload register (LPTIM_ARR) ..................... 1380

38.7.8 LPTIM counter register (LPTIM_CNT) .......... ... .. ... ..... 1380

38.7.9 LPTIM1 option register (LPTIM1_OR) ......... ... .. ... .. .... 1381

38.7.10 LPTIM2 option register (LPTIM2_OR) .......... ... .. ... ...... 1381

38.7.11 LPTIMregistermap . ..... ... e 1382

39 Infrared interface (IRTIM) ............ . ¢ 1384
40 Independent watchdog (IWDG) ...........ccoiiiiiiiiinnnnn 1385
40.1 Introduction .. ... .. ... 1385

40.2 IWDGmainfeatures ... ... ... . . e 1385

40.3 IWDG functional description ... ......... ... . . 1385

40.3.1  IWDGblockdiagram ......... ... . .. ... 1385

40.3.2 Windowoption . ........ . . . 1386

40.3.3 Hardwarewatchdog .......... ... ... .. . . .. . 1387

40.3.4 Low-powerfreeze ........ ... ... 1387

40.3.5 Behaviorin Stop and Standbymodes ............. .. ... .. ... 1387

40.3.6 Register access protection ....... ... ... ... . . .. 1387

40.3.7 Debugmode . ..... . ... 1387

404 IWDGIregisters . ... e 1388

40.4.1 Keyregister IWDG_KR) ...... ... .. ... 1388

40.4.2 Prescalerregister IWDG PR) .......... .. ... .. ... 1389

40.4.3 Reload register IWDG_RLR) ....... ... ... ... .. ... .. ... . ... 1390

40.4.4 Statusregister IWDG_SR) ......... .. . i 1391

40.4.5 Window register (IWDG_WINR) ....... ... ... .. ... ... ... .... 1392

40.4.6 IWDGregistermap .......... ..ttt 1393

41 System window watchdog (WWDG) ..............cccvvvi.n. 1394
41.1 Introduction ... ... ... . ... 1394

412 WWDG mainfeatures ......... ... ... . .. . . ... 1394

41.3 WWDG functional description . ....... ... ... ... ... ... ... ..., 1394

41.3.1 WWDGblockdiagram . .......... ... .. . . . . 1395

41.3.2 Enablingthewatchdog .............. ... ... ... ... ... ... ... 1395

m RM0432 Rev 4 39/2069




Contents RMO0432
41.3.3 Controlling the downcounter ............ ... .. ... .. ... ..... 1395

41.3.4 Advanced watchdog interruptfeature ........................ 1395

41.3.5 How to program the watchdog timeout ....................... 1396

41.3.6 Debugmode .......... . . .. 1397

41.4 WWDG registers ... ... 1398
4141 Control register ( WWDG _CR) .......... ... ... ... 1398

41.4.2 Configuration register WWDG_CFR) ........................ 1398

41.4.3 Statusregister (WWDG_SR) . ........ .. ... . i 1399

4144 WWDGregistermap . ........uii i 1400

42 Real-time clock (RTC) ....... ...t it i i ns 1401
421 Introduction ... ... ... ... 1401
422 RTCmainfeatures ........ ... .. . .. 1402
42.3 RTC functional description .. ........ ... .. ... .. .. ... 1403
4231 RTCblockdiagram ........... ... .. . ... 1403

42.3.2 GPIOscontrolledbythe RTC ........... ... .. .. ... ......... 1404

423.3 Clockandprescalers ......... ... .. 1406

4234 Realtimeclockandcalendar ............... .. ... .. ... . .... 1407

42.3.5 Programmable alarms ........... . ... 1407

42.3.6 Periodicauto-wakeup ............ .. ... .. 1407

42.3.7 RTC initialization and configuration .......................... 1408

42.3.8 Readingthecalendar.................. ... ... .. .. ... .. . ... 1410

42.3.9 Resettingthe RTC . ... ... . . . . 1411
42.3.10 RTC synchronization .......... ... ... .. . . . .. 1411

42.3.11 RTC reference clock detection .............. ... ... ... ..... 1412
42.3.12 RTC smooth digital calibration .. ............................ 1413
42.3.13 Time-stampfunction ............ ... ... . ... . . . . ... ... . ... 1415
42.3.14 Tamperdetection ........ .. .. .. . .. . . . . .. 1415
42.3.15 Calibrationclockoutput . ......... .. ... ... .. . . . 1417
42.3.16 Alarmoutput . ... .. 1418

424 RTC IoW-power modes . . . .. ...ttt e e e e e 1418
425 RTCINterrupts . ... e 1419
426 RTCregisters ... ... 1420
42.6.1 RTCtimeregister (RTC_ TR) ...... ... ... .. ... 1420

426.2 RTCdateregister(RTC DR)........... ... ... . ... 1421

42.6.3 RTC controlregister (RTC_CR) ........ .. ... .. ... 1422
40/2069 RMO0432 Rev 4 m




RMO0432 Contents
42.6.4 RTC initialization and status register (RTC_ISR) . ............... 1425

42.6.5 RTC prescalerregister (RTC_PRER) ........................ 1428

42.6.6 RTC wakeup timer register (RTC WUTR) . .................... 1429

42.6.7 RTC alarmAregister (RTC_ALRMAR) ....................... 1430

42.6.8 RTC alarm B register (RTC_ALRMBR) . ...................... 1431

42.6.9 RTC write protection register (RTC_WPR) .................... 1432
42.6.10 RTC sub second register RTC_SSR) .............. .. ... ..... 1432

42.6.11 RTC shift control register (RTC_SHIFTR) ..................... 1433
42.6.12 RTC timestamp time register (RTC_TSTR) .................... 1434
42.6.13 RTC timestamp date register (RTC_TSDR) ................... 1435
42.6.14 RTC time-stamp sub second register (RTC_TSSSR) ............ 1436
42.6.15 RTC calibration register RTC_CALR) .. ....... ... ... ... ..... 1437
42.6.16 RTC tamper configuration register (RTC_TAMPCR) ............. 1438
42.6.17 RTC alarm A sub second register (RTC_ALRMASSR) ........... 1441
42.6.18 RTC alarm B sub second register (RTC_ALRMBSSR) ........... 1442
42.6.19 RTC optionregister RTC_OR) .......... ... .. .. ... 1443
42.6.20 RTC backup registers (RTC_BKPxR) ........... ... .. ... ..... 1443

42.6.21 RTCregistermap . .......... it 1444

43 Inter-integrated circuit (12C) interface ........................ 1446
431 Introduction .. ... ... 1446
432 12Cmainfeatures .. ... ... . . . . 1446
43.3 12Cimplementation .......... ... .. . . ... 1447
43.4 12C functional description . . ... ... ... . . . 1447
43.41 I2Cblock diagram .. ......... .. . . .. ... 1448

4342 I2Cclockrequirements ........... ... ... ... . . . ... 1449

43.43 Modeselection ... ... ... ... 1449

43.4.4 I2Cinitialization ........ .. .. . . 1450

43.45 Softwarereset ..... ... .. 1455

43.4.6 Datatransfer ...... ... . . . ... 1456

43.4.7 12Cslavemode ......... .. 1458

43.4.8 I2Cmastermode ........ ... 1467

43.4.9 I12C_TIMINGR register configuration examples ................. 1479
43.410 SMBus specificfeatures .............. ... ... ... . . ... ... 1480

43.4.11 SMBusinitialization .......... ... .. . 1483
43.4.12 SMBus: 12C_TIMEOUTR register configuration examples ........ 1485
43.4.13 SMBusslavemode .......... ... .. 1486

m RM0432 Rev 4 41/2069




Contents RMO0432
43.4.14 Wakeup from Stop mode on addressmatch ................... 1493
43.415 Errorconditions . ... .. 1493
43416 DMATrequests ........ ... .. 1495
43417 Debugmode . ....... ... ... 1496

435 12C IoW-powermodes . . . ... 1496
43.6 12CInterrupts . ... e 1496
43.7 120 rregisters . ... e 1498
43.7.1 Controlregister 1 (I2C_CR1) .. ... .. . i 1498

43.7.2 Controlregister2 (I2C_CR2) .. ... ... . i 1501

43.7.3 Own address 1register I2C_ OAR1) . ........ . ... ... ... .... 1504

43.7.4 Own address 2 register (I2C_OAR2) . ......... .. ... ... .. ... 1505

43.7.5 Timingregister (I2C_TIMINGR) .. ...... ... ... .. ... ... ... .... 1506

43.7.6  Timeout register (I2C_TIMEOUTR) . ....... ... ... ... ... . .... 1507

43.7.7 Interrupt and status register (I2C_ISR) ....................... 1508

43.7.8 Interrupt clear register (I2C_ICR) ............ .. ... ... ....... 1510

43.7.9 PECregister (I2C_PECR) .......... . i 1511
43.7.10 Receive dataregister (I2C_ RXDR) .......................... 1512

43.7.11 Transmit data register (I2C_TXDR) .......................... 1512
43.712 12Cregistermap .......... .. 1513

44 Universal synchronous asynchronous receiver

transmitter (USART) ........ i e 1515
441 USART Iintroduction . ...... ... . . . . . i 1515
442 USART mainfeatures ............ .. . ... ... 1516
443 USART extendedfeatures .......... ... ... . ... ... .. . 1517
444 USART implementation .......... .. ... ... ... .. ... .. ... .... 1517
445 USART functional description . ....... ... ... .. ... ... ... .... 1518
4451 USARTblockdiagram ........ ... ... ... . .. 1518

4452 USARTSsignals ... ... i 1519

4453 USART character description . ........ ... ... ... ... ........ 1520

4454 USARTFIFOsandthresholds .............................. 1522

4455 USARTtransmitter . ...... ... .. i 1522

4456 USARTIreCeiVEr ... ..o 1526

4457 USARTbaudrategeneration............................... 1533

44.5.8 Tolerance of the USART receiver to clock deviation ............. 1534

4459 USART Auto baud rate detection . . . .......... .. ............. 1535

42/2069 RMO0432 Rev 4 m




RMO0432 Contents
44510 USART multiprocessor communication .. ..................... 1537

44511 USART Modbus communication ............................ 1539
44512 USART paritycontrol ............ ... ... 1540
44513 USART LIN (local interconnection network) mode .............. 1541
44.5.14 USART synchronous mode ........... ... ..., 1543
44.5.15 USART single-wire Half-duplex communication ................ 1547
44516 USART receivertimeout ......... ... ... ... ... ... ... ....... 1547
44517 USART Smartcardmode . ........... ... 1548
44518 USARTIFDASIRENDECDIoCK .. ... 1552
44.5.19 Continuous communication using USARTandDMA . ............ 1555
44.5.20 RS232 Hardware flow control and RS485 Driver Enable ......... 1557

44.5.21 USART low-power management . ................c..oieen... 1560

446 USARTINterrupts ... ... .. e 1563
447 USART registers ... ... 1566
44.7.1 USART control register 1 (USART_CR1) ..................... 1566

44.7.2 USART control register 2 (USART_CR2) ..................... 1571

44.7.3 USART control register 3 (USART_CR3) ..................... 1574

4474 USART baud rate register (USART_BRR) .................... 1579

44.7.5 USART guard time and prescaler register (USART_GTPR) ....... 1579

4476 USART receiver timeout register (USART_RTOR) .............. 1580

44.7.7 USART request register (USART_RQR) ............ ... .. .... 1581

44.7.8 USART interrupt and status register (USART_ISR) ............. 1582

44.7.9 USART interrupt flag clear register (USART_ICR) .............. 1588
44.7.10 USART receive data register (USART_RDR) .................. 1590

44.7.11 USART transmit data register (USART_TDR) .................. 1590
44,712 USART prescaler register (USART PRESC) .................. 1591
44713 USARTregistermap ......... i 1592

45 Low-power universal asynchronous receiver

3

transmitter (LPUART) . ...t iiee e 1594
451 LPUART introduction ... ....... .. ... .. . . . . .. 1594
452 LPUART mainfeatures .......... .. ... . .. .. . .. ... ... 1595
45.3 LPUART functional description . .......... ... ... ... ... ....... 1596
45.3.1 LPUART block diagram . ......... ... .. . ... 1596

45.3.2 LPUART signals . ... ..o e 1597

45.3.3 LPUART character description . ............ ... ............. 1597

4534 LPUART FIFOs andthresholds ... .......................... 1598
RMO0432 Rev 4 43/2069




Contents RMO0432
4535 LPUART transmitter . ......... ... ... ... . . . . . . ... 1599

45.3.6 LPUART receiver . ... ... e 1602

453.7 LPUART baudrategeneration.............................. 1606

45.3.8 Tolerance of the LPUART receiver to clock deviation ............ 1608

45.3.9 LPUART multiprocessor communication ...................... 1608
45.3.10 LPUART paritycontrol .. ...... ... ... . . .. 1610

45.3.11 LPUART single-wire Half-duplex communication ............... 1611
45.3.12 Continuous communication using DMAand LPUART ............ 1612
45.3.13 RS232 Hardware flow control and RS485 Driver Enable ......... 1614
45.3.14 LPUART low-power management . .......................... 1617

454 LPUARTINterrupts .. ... . e 1620
45,5 LPUARTregisters ......... .. i 1622
45.5.1 Control register 1 (LPUART_CR1) .. ........ ... ... ... ... . ... 1622

455.2 Controlregister 2 (LPUART CR2)......... ... .. ... ... 1625

45.5.3 Control register 3 (LPUART_CR3) .. ...... ... ... ... ... ... 1627

45.5.4 Baud rate register LPUART_BRR) ........... ... .. ... .. .... 1630

45.5.5 Requestregister (LPUART_RQR) ...... .. ... ... .. 1631

45.5.6 Interrupt and status register (LPUART_ISR) ................... 1631

45.5.7 Interrupt flag clear register (LPUART_ICR) .................... 1635

455.8 Receive dataregister (LPUART RDR) ....................... 1636

45.5.9 Transmit data register (LPUART_TDR) ............ .. ... ...... 1637
45.5.10 Prescaler register LPUART_PRESC) ......... ... .. ... ...... 1637

45.5.11 LPUARTregistermap ........ ... .. 1639

46 Serial peripheral interface (SPI) . ........... ...t 1640
46.1 Introduction .. ... ... .. ... 1640
46.2 SPImainfeatures . ........ ... . . . 1640
46.3 SPlimplementation ........ ... .. .. ... . ... 1640
46.4 SPlfunctionaldescription ... ...... ... ... ... . ... . ... 1641
46.4.1 Generaldescription ........ .. ... ... ... . . 1641

46.4.2 Communications between one master andone slave ............ 1642

46.4.3 Standard multi-slave communication .. ............ ... oL 1644

46.4.4 Multi-master communication ............... .. ... . .. 1645

46.4.5 Slave select (NSS) pinmanagement . ........................ 1646

46.4.6 Communicationformats .. ....... ... ... ... . . ... ..., 1647

46.4.7 Configurationof SPI . ... ... ... ... . . . . . . 1649
44/2069 RMO0432 Rev 4 m




RMO0432 Contents
46.4.8 ProcedureforenablingSPl .. ......... ... ... .. ... .. .. . ... 1650

46.4.9 Data transmission and reception procedures .................. 1650
46.410 SPlstatusflags ........... ... . . . . 1660

46.411 SPlerrorflags ...... ... . i 1661
46.4.12 NSSopulsemode ........ ... . . 1662
46.4.13 TImode . ...t 1662
46.414 CRCecalculation .. ... ... ... .. . . . 1663

46.5 SPlinterrupts . ... ... . .. 1665
46.6 SPlregisters . ... ... 1666
46.6.1 SPl control register 1 (SPIX_CR1) . ... ... ... ... ... . ... ... 1666

46.6.2 SPlcontrol register2 (SPIX_CR2) . ... .. ... .. .. .. ... 1668

46.6.3 SPlstatus register (SPIX_SR) ......... ... ... .. ... ... ... .... 1670

46.6.4 SPldataregister (SPIX_ DR) ....... ... .. ... ... ... .. .. .... 1671

46.6.5 SPI CRC polynomial register (SPIx CRCPR) .................. 1671

46.6.6 SPI Rx CRC register (SPIXx_RXCRCR) ....................... 1672

46.6.7 SPI Tx CRC register (SPIX_TXCRCR) ....................... 1672

46.6.8 SPlregistermap ........ .. 1674

47 Serial audio interface (SAIl) . ......... .. i 1675
471 Introduction ... ... ... ... 1675
472 SAlmainfeatures . ... ... ... .. . . .. 1676
47.3 SAlfunctionaldescription . ...... ... ... .. ... ... ... 1677
47.3.1 SAlblockdiagram ........... ... . . ... 1677

47.3.2 SAlpinsandinternalsignals ............................... 1678

47.3.3 Main SAImodes .......... .. e 1678

47.3.4 SAlsynchronizationmode .............. ... ... ... ... .. ... 1679

47.3.5 Audiodatasize ........... ... 1680

47.3.6 Frame synchronization ............ ... .. ... . . . ... 1681

47.3.7 Slotconfiguration ........ ... ... ... . ... 1684

47.3.8 SAlclockgenerator ........... ... ... ... 1686

47.3.9 Internal FIFOs ... .. .. . e 1688
47310 PDMInterface ........ ... ..t 1690

47.3.11 AC97 linkcontroller . .. ... ... ... 1698
47312 SPDIFoutput . ... . 1700
47.3.13 Specificfeatures ......... ... . . . ... 1703
47.3.14 Errorflags ........ 1707
47.3.15 Disablingthe SAl . ....... ... . . . . 1710

m RMO0432 Rev 4 45/2069




Contents RM0432
47.3.16 SAIDMAinterface ........ ... ... . 1710

474  SAlInterrupts .. ... . 1711
47.5 SAlregisters . ... ... 1712
47.5.1 Global configuration register (SAI_GCR) . . . ................... 1712

47.5.2 Configuration register 1 (SAI_ACR1) . ... ... . .. 1712

47.5.3 Configuration register 1 (SAI_BCR1) . ......... ... ... ... ..... 1715

47.5.4 Configuration register 2 (SAI_ACR2) . ... ... .. ... .. ... . .... 1718

47.5.5 Configuration register 2 (SAI. BCR2) .. ....................... 1720

47.5.6  Frame configuration register (SAI_AFRCR) ................... 1722

47.5.7 Frame configuration register (SAI_BFRCR) ................... 1723

47.5.8 Slotregister (SAI_ASLOTR) ....... ... ... 1724

47.5.9 Slotregister (SAI_BSLOTR) ...........c . 1725
47.5.10 Interrupt mask register 2 (SAI_AIM) . ....... ... .. ... .. ... .... 1726

47.5.11 |Interrupt mask register 2 (SAIL.BIM) ......... ... ... . ......... 1728
47.5.12 Statusregister (SAI_ASR) . ... . . 1729
47.5.13 Statusregister (SAI_BSR) . ... ... . 1731
47.5.14 Clear flag register (SAI_ACLRFR) .. ...... ... .. ... ... ... .. .. 1733
47.5.15 Clear flag register (SAI_BCLRFR) .. .......... ... ... ... ..... 1734
47.5.16 Dataregister (SALLADR) ...... ... .. . i 1735
47.5.17 Dataregister (SAIL. BDR) ........... ... . . 1736
47.5.18 PDM control register (SAI_PDMCR) .......... ... ... ... ..... 1736
47.5.19 PDM delay register (SAI_PDMDLY) ........... ... ... ... 1737
47.5.20 SAlregistermap ...... ... 1740

48

46/2069

Secure digital input/output MultiMediaCard interface (SDMMC) .. 1742

48.1
48.2
48.3
48.4

SDMMC mainfeatures . ......... ... ... .. ... ... . . . . 1742
SDMMC bus topology ......... ... . . . 1742
SDMMC operationmodes .............. ... ... ... .. . . . ... 1744
SDMMC functional description .. ............... ... ... ... .... 1745
48.4.1 SDMMC diagram .. ...t 1745
48.4.2 SDMMC pins andinternalsignals . .......................... 1745
48.4.3 Generaldescription ............ . . ... ... 1746
48.4.4 SDMMC adapter ............ i e 1748
4845 SDMMCAHBslaveinterface ............ ... ... . ... ....... 1769
4846 SDMMC AHB masterinterface ............. .. ... ... .... 1770
48.4.7 AHB and SDMMC _CKclockrelation ......................... 1772

RMO0432 Rev 4 ‘Yl




RM0432 Contents

48.5 Card functionaldescription .. ........ ... .. ... ... ... . ... ... .. 1772
4851 SDI/OMOde . ... .. 1772
4852 CMD12sendtiming ........ ..o 1780
4853 Sleep (CMD5) .. .. i 1784
48.5.4 Interrupt mode (Wait-IRQ) . ...... ... .. ... . . . 1785
48.5.5 Bootoperation ......... . ... 1786
48.5.6 ResponseR1bhandling .......... ... ... ... . .. . ... 1789
48.5.7 Resetandcardcycle power ......... ... .. ... 1790
48.6 Hardwareflowcontrol .. ... ... ... . ... . . .. . . 1791
48.7 Ultra-high-speed phase | (UHS-I) voltage switch .. ............... 1792
48.8 SDMMC registers . ... ... e 1795
48.8.1 SDMMC power control register (SDMMC_POWER) ............. 1795
48.8.2 SDMMC clock control register (SDMMC_CLKCR) .............. 1796
48.8.3 SDMMC argument register (SDMMC_ARGR) ... ............... 1798
48.8.4 SDMMC command register (SDMMC_CMDR) ................. 1798
48.8.5 SDMMC command response register (SDMMC_RESPCMDR) . ... 1800
48.8.6 SDMMC response x register (SDMMC_RESPxR) .............. 1801
48.8.7 SDMMC data timer register (SDMMC_DTIMER) ............... 1801
48.8.8 SDMMC data length register (SDMMC_DLENR) ............... 1802
48.8.9 SDMMC data control register (SDMMC_DCTRL) ............... 1803
48.8.10 SDMMC data counter register (SDMMC_DCNTR) .............. 1804
48.8.11 SDMMC status register (SDMMC_STAR) ..................... 1805
48.8.12 SDMMC interrupt clear register (SDMMC _ICR) ................ 1807
48.8.13 SDMMC mask register (SDMMC_MASKR) .................... 1810
48.8.14 SDMMC acknowledgment timer register (SDMMC_ACKTIMER) ... 1812
48.8.15 SDMMC data FIFO register SDMMC_FIFOR) ................. 1813
48.8.16 SDMMC DMA control register (SDMMC_IDMACTRLR) .......... 1813
48.8.17 SDMMC IDMA buffer size register (SDMMC_IDMABSIZER) ... ... 1814
48.8.18 SDMMC IDMA buffer 0 base address register
(SDMMC_IDMABASEOR) . ...ttt 1815
48.8.19 SDMMC IDMA buffer 1 base address register
(SDMMC_IDMABASE1TR) . ..ot 1815
48.8.20 SDMMCregistermap ........ ...ttt .. 1816
49 Controller area network (bXxCAN) . . ... ... 1819
49.1 Introduction ... ... ... ... 1819
49.2 bxCANmainfeatures ........... ... . . . ... 1819
m RMO0432 Rev 4 47/2069




Contents RM0432
49.3 bxCANgeneraldescription . ....... ... ... ... ... 1820
49.3.1 CAN2O0Bactivecore ......... ... i, 1820

49.3.2 Control, status and configuration registers .. .................. 1820

49.3.3 Txmailboxes .. ... ... .. . . 1820

49.3.4 Acceptancefilters ......... .. .. ... 1821

49.4 DbxCANoperatingmodes . .......... . ... 1822
49.4.1 Initializationmode . ...... ... .. 1822

49.4.2 Normalmode .. ... ... .. 1822

49.4.3 Sleep mode (Iow-power) . ........... i 1823

495 Testmode .. ... 1824
49.5.1 Silentmode . ... .. 1824

4952 Loopbackmode .......... .. ... 1824

49.5.3 Loop back combined with silentmode ........................ 1825

49.6 Behaviorindebugmode ............ ... . ... ... 1825
49.7 bxCAN functional description .. ...... ... ... ... ... ... ... .... 1825
49.71 Transmissionhandling . ........... .. ... . . . 1825

49.7.2 Time triggered communicationmode . . ....................... 1827

49.7.3 Receptionhandling .......... ... .. ... . . i 1827

49.7.4 Identifierfiltering ........ .. ... . . ... 1829

49.7.5 Messagestorage . ... ... ... . 1833

49.7.6 Errormanagement .. ... ... 1835

49.7.7 Bittiming ...... ... 1835

49.8 DbxCANINterrupts . ...... .. 1838
49.9 CANregisters . .. ... 1839
49.9.1 Register access protection ........... ... ... ... .. 1839

49.9.2 CANcontroland statusregisters . ............ .. ... ... . .... 1839

49.9.3 CAN mailboxregisters . ........ .. ... 1849

49.94 CANfilterregisters . ......... . 1856

49.95 DbxCANregistermap .......... .. 1860

50 USB on-the-go full-speed (OTG_FS) ............... ... 1864
50.1 Introduction . ....... ... .. . . ... 1864
50.2 OTGmainfeatures ... ... ... .. ... i 1865
50.2.1 Generalfeatures ....... ... . . .. ... 1865

50.2.2 Host-mode features . ......... ... . .. ... 1866

50.2.3 Peripheral-modefeatures .......... .. ... ... .. . ... ... . ... 1866

48/2069 RMO0432 Rev 4 m




RM0432 Contents
50.3 OTGimplementation ............... ... .. ... ... ... ......... 1867
50.4 OTG functional description . . ... ... . .. 1868

50.4.1 OTGblockdiagram . ......... ... . ... 1868

50.4.2 USBOTGpinandinternalsignals ........................... 1868

50.4.3 OTG COMe ..ottt e e 1869

50.4.4 Full-speed OTG PHY .. ... ... . . it 1869

50.5 OTGdualroledevice (DRD) .............. .. ... ... .......... 1870
50.5.1 IDlinedetection . ....... ... ... 1870

50.5.2 HNPdualroledevice ......... ... ... .. . i 1871

50.5.3 SRPdualroledevice ......... ... . . . . 1871

50.6 USB peripheral . ...... ... . . . .. 1871
50.6.1 SRP-capable peripheral . ...... ... ... .. . . 1872

50.6.2 Peripheralstates ....... ... .. ... .. 1872

50.6.3 Peripheralendpoints . ...... ... ... . .. ... 1873

50.7 USBhost . ... ... 1875
50.7.1 SRP-capablehost ........ ... ... .. .. ... 1876

50.7.2 USBhoststates ......... ... . . 1876

50.7.3 Hostchannels ......... ... . . .. . . . . . 1878

50.7.4 Hostscheduler ... ... ... ... .. .. . . . . . . 1879

50.8 SOF trigger . . ... 1880
50.8.1 HOStSOFS . ... ... 1880

50.8.2 Peripheral SOFs .. ... . .. 1880

50.9 OTGlow-powermodes ................. ... 1881
50.10 Dynamic update of the OTG_HFIRregister . .................... 1882
50.11 USBdataFIFOs .. ....... . e 1882
50.11.1 Peripheral FIFO architecture ............................... 1883
50.11.2 Host FIFO architecture . .......... ... .. . .. 1884

50.11.3 FIFORAMallocation . ......... ... it 1885

50.12 OTG_FSsystemperformance ............................... 1887
50.13 OTG FSinterrupts . ........ .. ... ... . . . . . 1887
50.14 OTG_FS control and statusregisters . . ........................ 1889
50.14.1 CSRMEMOry map . ... ...ttt e 1889

50.15 OTG FSregisters ............. ... . . .. . . . .. . . . . 1893
50.15.1 OTG control and status register (OTG_GOTGCTL) ............. 1894
50.15.2 OTG interrupt register (OTG_GOTGINT) ..................... 1897
50.15.3 OTG AHB configuration register (OTG_GAHBCFG) ............. 1898

m RM0432 Rev 4 49/2069




Contents RMO0432
50.15.4 OTG USB configuration register (OTG_GUSBCFG) ............. 1899
50.15.5 OTG reset register (OTG_GRSTCTL) .......... ... i ... 1901
50.15.6 OTG core interrupt register (OTG_GINTSTS) .................. 1904
50.15.7 OTG interrupt mask register (OTG_GINTMSK) . ................ 1908
50.15.8 OTG receive status debug read/OTG status read and

pop registers (OTG_GRXSTSR/OTG_GRXSTSP) .............. 1911
50.15.9 OTG receive FIFO size register (OTG_GRXFSIZ) .............. 1913
50.15.10 OTG host non-periodic transmit FIFO size register

(OTG_HNPTXFSIZ)/Endpoint 0 Transmit FIFO size

(OTG_DIEPTXFO) ..ottt e e e 1913
50.15.11 OTG non-periodic transmit FIFO/queue status register

(OTG_HNPTXSTS) ..ttt e 1914
50.15.12 OTG general core configuration register (OTG_GCCFG) ......... 1915
50.15.13 OTG core ID register (OTG_CID) ........... ... 1917
50.15.14 OTG core LPM configuration register (OTG_GLPMCFG) ......... 1917
50.15.15 OTG power down register (OTG_GPWRDN) .................. 1921
50.15.16 OTG ADP timer, control and status register

(OTG_GADPCTL) .ttt it e e e e e 1921
50.15.17 OTG host periodic transmit FIFO size register

(OTG_HPTXFSIZ) .. . e 1923
50.15.18 OTG device IN endpoint transmit FIFO size register

(OTG_DIEPTXFx) (x = 1..5, where x is the

FIFOnumber) . ... ... .. e 1924
50.15.19 Host-mode registers . .......... ... . . i 1924
50.15.20 OTG host configuration register (OTG_HCFG) ................. 1924
50.15.21 OTG host frame interval register (OTG_HFIR) ................. 1925
50.15.22 OTG host frame number/frame time remaining register

(OTG_HFNUM) . .. e 1926
50.15.23 OTG_Host periodic transmit FIFO/queue status register

(OTG _HPTXSTS) .ottt e 1927
50.15.24 OTG host all channels interrupt register (OTG_HAINT) .......... 1928
50.15.25 OTG host all channels interrupt mask register

(OTG_HAINTMSK) ... e 1928
50.15.26 OTG host port control and status register (OTG_HPRT) .......... 1929
50.15.27 OTG host channel x characteristics register (OTG_HCCHARX)

(x =0..11, where x = Channelnumber) ....................... 1931
50.15.28 OTG host channel x interrupt register (OTG_HCINTX)

(x=0..11, where x = Channelnumber) ....................... 1932
50.15.29 OTG host channel x interrupt mask register (OTG_HCINTMSKX)

(x =0..11, where x = Channelnumber) ....................... 1933

50/2069

RMO0432 Rev 4 ‘Yl




RMO0432 Contents

50.15.30 OTG host channel x transfer size register (OTG_HCTSIZx)

(x =0..11, where x = Channelnumber) ....................... 1934
50.15.31 Device-mode registers . . . ... ... ... .. 1935
50.15.32 OTG device configuration register (OTG_DCFG) ............... 1935
50.15.33 OTG device control register (OTG_DCTL) .................... 1936
50.15.34 OTG device status register (OTG_DSTS) ..................... 1939
50.15.35 OTG device IN endpoint common interrupt mask register

(OTG_DIEPMSK) .. e 1940
50.15.36 OTG device OUT endpoint common interrupt mask register

(OTG_DOEPMSK) . . ..o e 1941
50.15.37 OTG device all endpoints interrupt register (OTG_DAINT) ........ 1942
50.15.38 OTG all endpoints interrupt mask register

(OTG_DAINTMSK) ... 1943
50.15.39 OTG device Vgyg discharge time register

(OTG_DVBUSDIS) ...t e 1943
50.15.40 OTG device Vgyg pulsing time register

(OTG_DVBUSPULSE) . ... ... i 1944
50.15.41 OTG device IN endpoint FIFO empty interrupt mask register

(OTG_DIEPEMPMSK) . . ..ot e 1944
50.15.42 OTG device control IN endpoint 0 control register

(OTG_DIEPCTLO) ..ottt e e e e 1945
50.15.43 OTG device IN endpoint x control register (OTG_DIEPCTLXx)

(x=1..5, where x = endpointnumber) ....................... 1946
50.15.44 OTG device IN endpoint x interrupt register (OTG_DIEPINTX)

(x =0..5, where x = Endpointnumber) ....................... 1949
50.15.45 OTG device IN endpoint 0 transfer size register

(OTG_DIEPTSIZO) ..ottt 1950
50.15.46 OTG device IN endpoint transmit FIFO status register

(OTG_DTXFSTSx) (x = 0..5, where

x=endpointnumber) .. ... .. 1951
50.15.47 OTG device IN endpoint x transfer size register (OTG_DIEPTSIZx)

(x =1..5, where x = endpointnumber) . ........... ... ... ..., 1952
50.15.48 OTG device control OUT endpoint O control register

(OTG_DOEPCTLO) . ..ottt e e e e 1953
50.15.49 OTG device OUT endpoint x interrupt register (OTG_DOEPINTX)

(x =0..5, where x = Endpointnumber) ....................... 1954
50.15.50 OTG device OUT endpoint 0 transfer size register

(OTG_DOEPTSIZO) . . . oot e 1956
50.15.51 OTG device OUT endpoint x control register (OTG_DOEPCTLX)

(x=1..5, where x =endpointnumber) . ....................... 1957
50.15.52 OTG device OUT endpoint x transfer size register

(OTG_DOEPTSIZX) (x = 1..5,

where x = Endpointnumber) ........ ... ... ... ... ... ... 1959

1S7 RM0432 Rev 4 51/2069




Contents

RM0432

51

52/2069

50.15.53 OTG power and clock gating control register (OTG_PCGCCTL) ... 1960

50.15.54 OTG_FSregistermap ........ ... .. 1961
50.16 OTG_FS programmingmodel ............................... 1969
50.16.1 Coreinitialization ........... ... .. . . . . . . 1969
50.16.2 Hostinitialization ......... ... ... . . .. . . . 1969
50.16.3 Device initialization .......... ... ... ... .. .. . 1970
50.16.4 Host programmingmodel .......... ... .. ... .. ... . ... 1971
50.16.5 Device programmingmodel . .......... .. ... .. .. . ... 1992
50.16.6 Worstcase responsetime .......... .. .. .. . .. ... ... ... ... 2011
50.16.7 OTG programmingmodel .......... ... ... ... .. ... ..., 2013
Debug support (DBG) ....... ..ottt 2019
511 OVeIVIEW ..o 2019
51.2 Reference Arm® documentation ............... ... . ... .. ... 2020
51.3 SWJ debug port (serial wire and JTAG) ........................ 2020
51.3.1  Mechanism to select the JTAG-DP orthe SW-DP ............... 2021
51.4 Pinoutand debugportpins ............ ... ... .. ... .. . . ... 2021
5141 SWJdebugportpins .......... . 2022
51.4.2 Flexible SWJ-DP pinassignment . .. ........... ... .. ........ 2022
51.4.3 Internal pull-up and pull-down on JTAG pins ................... 2023
51.4.4  Using serial wire and releasing the unused debug pins as GPIOs .. 2024
51.5 STM32L4Rxxx and STM32L4Sxxx JTAG TAP connection ......... 2024
51.6 ID codes and locking mechanism . ............. ... ............ 2025
51.6.1 MCUdevicelDcode ......... ... . .. 2026
51.6.2 Boundaryscan TAP . ... . 2026
51.6.3 Cortex®-M4TAP ... ... .. .. . 2026
51.6.4 Cortex®-M4 JEDEC-106 ID COAE . . ... oovveeeeeeean... 2026
51.7 JTAGdebugport ...... ... .. . 2027
51.8 SWdebugoport ........ . .. 2028
51.8.1  SW protocol introduction ............ ... ... .. ... . ... .. ..., 2028
51.8.2 SWoprotocolsequence . ... ... ... .. ... i 2028
51.8.3 SW-DP state machine (reset, idle states, IDcode) .............. 2029
51.84 DPandAPread/writeaccesses ...............c.oiiiiinan.. 2030
51.85 SW-DPregisters ........... . i 2030
51.8.6 SW-APregisters .. ... 2032

RMO0432 Rev 4 ‘Yl




RMO0432 Contents
51.9 AHB-AP (AHB access port) - valid for both JTAG-DP
and SW-DP . ... . 2032
51.10 Coredebug . ...... ... . e 2033
51.11 Capability of the debugger host to connect under system reset ... .. 2033
51.12 FPB (Flash patch breakpoint) . . .............................. 2034
51.13 DWT (data watchpointtrigger) ......... ... ... . . ... 2034
51.14 ITM (instrumentation trace macrocell) ......................... 2035
51.14.1 General description . ...... ... .. ... ... 2035
51.14.2 Time stamp packets, synchronization and overflow packets ... .... 2035
51.15 ETM (Embedded trace macrocell) ............................ 2037
51.15.1 Generaldescription ........... ... ... . . . . 2037
51.15.2 Signal protocol, packettypes ... ....... ... . . . .. 2037
51.15.3 MainETMregisters ........... . . . i, 2037
51.15.4 Configurationexample ... ... ... .. ... . . .. . 2038
51.16 MCU debug component (DBGMCU) ............ ... . .......... 2038
51.16.1 Debug support for low-powermodes . ........................ 2038
51.16.2 Debug support for timers, RTC, watchdog, bxCAN and I°C . ... ... 2039
51.16.3 Debug MCU configuration register (DBGMCU_CR) ............. 2039
51.16.4 Debug MCU APB1 freeze register1(DBGMCU_APB1FZR1) ...... 2040
51.16.5 Debug MCU APB1 freeze register 2 (DBGMCU_APB1FZR2) ..... 2042
51.16.6 Debug MCU APB2 freeze register (DBGMCU_APB2FZR) ........ 2042
51.17 TPIU (trace portinterface unit) . .......... ... .. ... .. ... ... ... 2044
51.17.1 Introduction .. ........ .. .. 2044
51.17.2 TRACE pinassignment ....... ... ... .. .. ... . i ... 2044
51.17.3 TPUlformatter . ... ... .. .. 2046
51.17.4 TPUI frame synchronization packets . ........................ 2047
51.17.5 Transmission of the synchronization frame packet .............. 2047
51.17.6 Synchronous mode . ............. i, 2047
51.17.7 Asynchronousmode ............ ... . . . . i, 2048
51.17.8 TRACECLKIN connection inside the
STM32L4Rxxx and STM32L4ASXXX . ... v vt i iee 2048
51.17.9 TPIUregisters ... ... 2049
51.17.10 Example of configuration .. .......... ... ... .. ... . . . . ... 2050
5118 DBGregistermap........ ... ... .. ... 2051
52 Device electronic signature ................. ... .. ... ... ..., 2052
m RM0432 Rev 4 53/2069




Contents RMO0432
52.1 Unique device ID register (96 bits) .. .......................... 2052
52.2 Flashsizedataregister ......... ... ... . . . . ... .. 2053
52.3 Package dataregister .......... ... ... 2054

53 Revision history ........... ... . i 2055

54/2069 RM0432 Rev 4 Kys




RM0432

List of tables

List of tables

Table 1.

Table 2.
Table 3.
Table 4.
Table 5.
Table 6.
Table 7.
Table 8.
Table 9.

Table 10.
Table 11.
Table 12.
Table 13.
Table 14.
Table 15.
Table 16.
Table 17.
Table 18.
Table 19.
Table 20.
Table 21.
Table 22.
Table 23.
Table 24.
Table 25.
Table 26.
Table 27.
Table 28.
Table 29.
Table 30.
Table 31.
Table 32.
Table 33.
Table 34.
Table 35.
Table 36.
Table 37.
Table 38.
Table 39.
Table 40.
Table 41.
Table 42.
Table 43.
Table 44.
Table 45.
Table 46.
Table 47.

S74

STM32L4Rxxx and STM32L4Sxxx memory map and peripheral register boundary

AAArESSES . . .o 83
SRAM2 organization. . . . ... ... 90
BOoOt MOdES. . . . . 93
Memory mapping versus boot mode/physicalremap............................. 94
Flash module - 2 Mbytes dual-bank organization (64 bits read width) . . .............. 99
Flash module - 2 Mbytes single-bank organization (128 bits read width). . ............ 99
Flash module - 1 Mbyte dual-bank organization (64 bits read width) . . .............. 100
Flash module - 1 Mbyte single-bank organization (128 bits read width). . ............ 101
Number of wait states according to CPU clock (HCLK) frequency. . ................ 103
Option byte format . . ... 114
Option byte organization. . . ... ... .. . . . 114
Flash memory read protectionstatus . . . ......... ... .. ... ... .. ... ... ... . . ... 124
Access status versus protection level and executionmodes .. .................... 126
PCROP protection . ... ... e 128
WRP protection. . ... .. e 130
Flash interruptrequest . . ... ... . 130
Flash interface - register map andresetvalues . .. ............. ... ... .......... 148
Segment accesses according to the Firewall state. . ............................ 153
Segment granularity and arearanges . .......... ... e 154
Firewall registermapandresetvalues. ... ... .. ... ... ... .. . . . . . . ... 162
Range 1 boost mode configuration. . . ... ... ... .. .. . ... .. 171
PVM features . ... ... 174
Low-power mode SUMMAIY . . ...ttt ettt e et et 178
Functionalities depending on the workingmode. .. .............. ... ... ... ...... 179
LOW-POWET TUN . o o e et e et e e e e e e e e e e 183
SlEEP. o 184
LOW-POWET SIEEP. . . .ttt e 186
StOp O MOdE . ... 188
StOP 1 MO . . .. 189
StOP 2 MO . . .. e 191
Standby mode. . . ... 193
Shutdown Mode . . . ... 195
PWR registermapandresetvalues. . ........ .. ... ... . . . . . . . . 214
CloCK SOUrCE freQUENCY . . . .ottt e e e e e e 228
RCCregistermapandresetvalues . . ........ ... ... . . . . .. 291
Effect of low-power modeson CRS .. ... ... ... ... .. . . . . . . 300
Interrupt control bits . . ... ... . e 300
CRSregistermapandresetvalues . .......... ... ... . . . . . 306
Port bit configurationtable .. ......... ... ... .. . . . . 309
GPIO registermap andresetvalues ........ ... ... ... ... . . . .. 323
BOOSTEN and ANASWVDD set/reset. . .. ... .. i i 328
SYSCFGregistermapandresetvalues. .. ......... ... .. . ... 338
STM32L4Rxxx and STM32L4Sxxx peripherals interconnect matrix ................ 340
DMA1 and DMAZ implementation ............ .. ... . . . . . . . 349
DMA internal input/output signals. . . ... ... 351
Programmable data width and endian behavior (when PINC=MINC =1) ........... 356
DMA Interrupt requests. . . ... ... e 358

RMO0432 Rev 4 55/2069




List of tables RM0432

Table 48.
Table 49.
Table 50.
Table 51.
Table 52.
Table 53.
Table 54.
Table 55.
Table 56.
Table 57.
Table 58.
Table 59.
Table 60.
Table 61.
Table 62.
Table 63.
Table 64.
Table 65.
Table 66.
Table 67.
Table 68.
Table 69.
Table 70.
Table 71.
Table 72.
Table 73.
Table 74.
Table 75.
Table 76.
Table 77.
Table 78.
Table 79.
Table 80.
Table 81.
Table 82.
Table 83.
Table 84.
Table 85.
Table 86.
Table 87.
Table 88.
Table 89.
Table 90.
Table 91.
Table 92.
Table 93.
Table 94.
Table 95.
Table 96.
Table 97.
Table 98.
Table 99.

56/2069

DMA registermap andresetvalues . .. ... .. . 366
DMAMUX instantiation . . . ... ... 370
DMAMUX: assignment of multiplexer inputstoresources ... ..................... 370
DMAMUX: assignment of trigger inputstoresources. . ............ .. ... .. ... . ... 371
DMAMUX: assignment of synchronization inputs toresources . ................... 372
DMAMUX SIgNals . . . ..o 374
DMAMUX interrupts . ... ..o e 378
DMAMUX register map andresetvalues .. .. ......... .. ... . . 383
Supported colormode ininput . .. ... ... .. 388
Data order in memoOry . . . ..ot 389
Alpha mode configuration. . . ... ... . 390
Supported CLUT colormode . . ... .. 391
CLUT data orderin system memory. . . ... 391
Supported colormode inoutput . . . ... ... 392
Data order in memoOry . . . ..ot t 392
Standard data orderin memory . . ... ... 393
Output FIFO byte reordering steps. . . .. ... e 394
DMAZ2D interrupt requests . . ... ... e 400
DMAZ2D registermap andresetvalues. . ......... ... . 419
Graphic MMU interrupt requests. . ... .. ... 428
Graphic MMU registermap andresetvalues . .. ...... ... ... ... .. ... .. ... 435
STM32L4Rxxx and STM32L4Sxxx vectortable . . ......... .. ... ... .. ... .. .... 437
EXTllines connections . . . . .. ... 444
Extended interrupt/event controller register map and resetvalues. . . .. ............. 453
CRC internal input/output signals . . . . ... ... ... . 455
CRCregistermapandresetvalues .. ... ... .. .. . . 459
NOR/PSRAM bank selection . ... ... .. . e 464
NOR/PSRAM External memory address .. ... 464
NAND memory mapping and timing registers. . .. ... .. ... . .. i 465
NAND bank selection . . .. ... ... . 465
Programmable NOR/PSRAM access parameters . ........... ... . ... ..., 467
Non-multiplexed /O NOR Flashmemory . . .. ... . e 467
16-bit multiplexed /O NOR Flashmemory. . . ... ... i 468
Non-multiplexed I/Os PSRAM/SRAM . . . . . ... 468
16-Bit multiplexed /O PSRAM . . . ... 468
NOR Flash/PSRAM: example of supported memories and transactions . . ........... 469
FSMC_BCRx bitfields . . ... ... e 472
FSMC_BTRx bitfields ... ...... . e 473
FSMC_BCRx bitfields . . ... ... e 475
FSMC_BTRx bitfields . ... ... . e 475
FSMC_BWTRx bitfields. . .. ... e 476
FSMC_BCRx bitfields . . ... .. e 478
FSMC_BTRx bitfields . ......... .. e 478
FSMC_BWTRx bitfields. . .. ... e 479
FSMC_BCRx bitfields . . . ... e 480
FSMC_BTRx bitfields . ......... . e 481
FSMC_BWTRx bitfields. . .. ... e 481
FSMC_BCRx bitfields . . ... .. e 483
FSMC_BTRx bitfields . ... ... e 484
FSMC_BWTRx bitfields. . .. ... e 484
FSMC_BCRx bitfields . . ... ... e 486
FSMC_BTRx bitfields ... ....... . e 487

RMO0432 Rev 4 ‘Yl




RMO0432 List of tables
Table 100. FSMC_BCRx bitfields ... ... .. 492
Table 101. FSMC_BTRx bitfields .. ... e 493
Table 102. FSMC_BCRx bitfields ... ... .. e 494
Table 103. FSMC_BTRx bitfields ... ... e 495
Table 104. Programmable NAND Flash access parameters . ......... .. ... .. ... ... ... ... 503
Table 105. 8-bit NAND Flash . . .. ... e 504
Table 106. 16-bit NAND Flash . ... .. e e 505
Table 107. Supported memories and transactions. . . ............ .. ... ... . .. ... 506
Table 108. ECCresultrelevant bits . .. ... ... .. 515
Table 109. FSMC register map. . . .. ..ot 516
Table 110. Command/address phase description .. .......... . ... ... . . . . . . . . ... 528
Table 111. OCTOSPIl interrupt requests. . . .. .. ... e 544
Table 112. OCTOSPIregister map. . . .. ..o e e 565
Table 113. OCTOSPI IO Manager register map andresetvalues . .......................... 572
Table 114. ADC internal input/output signals . . . . . ... ... .. . . . 578
Table 115. ADC input/output pins. . . .. .. e 578
Table 116. Configuring the trigger polarity for regular external triggers . . ... .................. 595
Table 117. Configuring the trigger polarity for injected external triggers .. .................... 595
Table 118. ADCH1 - External triggers for regularchannels .. ....... ... .. ... .. ... .. ... .... 596
Table 119. ADCH1 - External trigger for injected channels. . ... ......... . ... ... ... ... .. ... 596
Table 120. TSAR timings depending onresolution . ........ ... ... .. . . . .. 608
Table 121. Offset computation versus dataresolution . .. ............. ... ... ... .......... 611
Table 122. Analog watchdog channel selection . . ........ ... .. . . . . . 622
Table 123. Analog watchdog 1 comparison . . ........ ... e 623
Table 124. Analog watchdog 2 and 3 comparison . . ... 623
Table 125. Maximum output results versus N and M (gray cells indicate truncation). .. .......... 627
Table 126. ADC interrupts . . ... ... 635
Table 127. ADC registermap andresetvalues . ...... ... .. ... . i 664
Table 128. ADC register map and reset values (master and slave ADC

common registers) offset = 0x300 .. ... .. 667
Table 129. DAC implementation. . . . ... ... .. e 669
Table 130. DAC input/output pins. . . .. .. e 671
Table 131. DAC trigger selection . . .. ... . 674
Table 132. Sample and refresh timings . . . ... ... 678
Table 133. Channel output modes summary . ... .. e 680
Table 134. Effect of low-power modes on DAC . . . ... .. ... 687
Table 135. DAC Interrupts . . ... .. 687
Table 136. DAC registermap andresetvalues . ...... ... .. ... . . . .. 702
Table 137. DCMI external signals. . . ... ... 706
Table 138. Positioning of captured data bytes in 32-bit words (8-bitwidth) . . .................. 707
Table 139. Positioning of captured data bytes in 32-bit words (10-bit width) .. ................. 707
Table 140. Positioning of captured data bytes in 32-bit words (12-bitwidth) . .. ................ 707
Table 141. Positioning of captured data bytes in 32-bit words (14-bitwidth) . .. ................ 708
Table 142. Data storage in monochrome progressive videoformat. . ........................ 713
Table 143. Data storage in RGB progressive videoformat . ............ .. ... ... .. ... . ... 714
Table 144. Data storage in YCbCr progressive videoformat. . . ......... . ... .. ... ... .... 714
Table 145. Data storage in YCbCr progressive video format - Y extractionmode. . ............. 715
Table 146. DCMIinterrupts. . . .. ... e 715
Table 147. DCMIl registermap andresetvalues ....... ... .. ... . . . .. 728
Table 148. VREF buffermodes . . ... . 729
Table 149. VREFBUF registermap andresetvalues. .. .......... .. ... . . . ... 731
Table 150. COMP1 input plus assignment . . . .. ... ... . e 733
IS73 RM0432 Rev 4 57/2069




List of tables RM0432

Table 151.
Table 152.
Table 153.
Table 154.
Table 155.
Table 156.
Table 157.
Table 158.
Table 159.
Table 160.
Table 161.
Table 162.
Table 163.
Table 164.
Table 165.
Table 166.

Table 167.

Table 168.
Table 169.
Table 170.
Table 171.
Table 172.
Table 173.
Table 174.
Table 175.
Table 176.
Table 177.
Table 178.
Table 179.
Table 180.
Table 181.
Table 182.
Table 183.
Table 184.
Table 185.
Table 186.
Table 187.
Table 188.
Table 189.
Table 190.
Table 191.
Table 192.
Table 193.
Table 194.
Table 195.
Table 196.
Table 197.
Table 198.
Table 199.
Table 200.

58/2069

COMP1 input minus assignment . . ... . . e 733
COMP2 input plus assignment . . . ... ... ... 734
COMP2 input minus assignment . . ... . . e 734
Comparator behavior in the low powermodes . . .. ... ... ... ... .. ... ... ... 737
Interrupt control bits . . . ... ... 738
COMP registermap and resetvalues. . . ... . 743
Operational amplifier possible connections . .......... ... ... ... .. ... ... ... ..... 745
Operating modes and calibration . . ... ... . .. . 750
Effect of low-power modes on the OPAMP . . . . ... .. ... . . . .. ... 751
OPAMP register map andresetvalues . ....... ... .. ... . . . . .. 756
DFSDM1 implementation . . .. ... ... ... . e 759
DESDM external pins . . .. ... 761
DFSDM internal signals . .. ... . 761
DFSDM triggers connection . . ... 761
DFSDM break connection. . . . ... ... .. 762
Filter maximum output resolution (peak data values from filter output)

forsome FOSRvalues . . . ... .. e 776
Integrator maximum output resolution (peak data values from integrator

output) for some IOSR values and FOSR = 256 and Sinc3 filter type (largest data) . . . . 777

DFSDM interrupt requests . .. ... . e 785
DFSDM register map andresetvalues. .. ... .. .. . . . . i 806
LTDC pins and signal interface. . . .. ... ... . 817
Clock domain foreach register. . .. ... .. 818
Pixel data mapping versus colorformat . . .. ... ... ... ... L. 823
LTDC interrupt requests . . . .. ... 827
LTDC registermap andresetvalues . ....... ... .. ... i 848
Location of color components inthe LTDC interface .. .. ........................ 856
Multiplicity of the payload size in pixels for each datatype .................... ... 857
Contention detection timeout counters configuration . ... ......... ... ... ... .. ... 869
List of events of different categories of the PRESP_TOcounter ................... 870
PRESP_TO counter configuration ... ......... . . . . 873
Frame requirement configuration registers. . .. ........ ... ... . . i, 885
RGB components . . . ... .. 887
Slew-rate and delay tuning . . . .. ... e 889
Custom lane configuration . . ... .. 890
Custom timing parameters . . .. ... ... 890
DSl wrapper interrupt requests. . . .. .. ... 894
Error causes and reCOVENY . . . ... .ttt 895
DSIHOST registermap andresetvalues ... .......... .. .. . . i 967
Acquisition sequeNnce SUMMArY . . . ... ...ttt e 975
Spread spectrum deviation versus AHB clock frequency. ... ....... ... .. ... ...... 977
I/O state depending on its mode and IODEF bitvalue . .. ........................ 978
Effect of low-power modes on TSC . .. ... .. ... 980
Interrupt control bits . . . ... .. 980
TSCregistermap andresetvalues . ...... ... . ... i 989
RNG internal input/output signals. . . ... ... ... . 992
RNG interrupt requests. . . .. ... 999
RNG registermapandresetmap. . .. ... ... 1004
AES internal input/output signals. . .. .. ... ... 1006
CTR mode initialization vector definition. . . . .. ... ... ... .. .. ... ... . L. 1025
GCM last block definition . . ... .. ... . 1027
GCM mode VI bitfield initialization. . . ... ... ... .. 1028
RM0432 Rev 4 Kys




RMO0432 List of tables
Table 201. Initialization of AES_IVRx registersinCCMmode . . ............. . ... ......... 1036
Table 202. Key endianness in AES_KEYRX registers (128- or 256-bit key length) . ... ......... 1041
Table 203. DMA channel configuration for memory-to-AES datatransfer . . .................. 1042
Table 204. DMA channel configuration for AES-to-memory datatransfer .. .................. 1043
Table 205. AES interruptrequests . .. .. ... . e 1045
Table 206. Processing latency (in clock cycle) for ECB,CBCand CTR. . .................... 1045
Table 207. Processing latency for GCM and CCM (inclockcycle) ........... .. ... .. ... .... 1045
Table 208. AESregistermap andresetvalues ........ ... ... . . . .. ... ... 1057
Table 209. HASH internal input/output signals. . . ...... ... ... .. ... .. . . . .. 1060
Table 210. Hash processor outputs . . . ... ... e 1064
Table 211. HASH interrupt requests. . . . ... ... .. e 1070
Table 212. Processing time (inclockcycle) . ... ... 1070
Table 213. HASH registermap andresetvalues .. ...... ... ... . ... . . . . i 1082
Table 214. Behavior of timer outputs versus BRK/BRK2 inputs. . . .......... ... ............ 1124
Table 215. Break protection disarming conditions . .. ......... .. ... . . 1126
Table 216. Counting direction versus encodersignals. . . .......... ... . 1132
Table 217. TIMx internal trigger connection . . . . ... .. . . 1149
Table 218. Output control bits for complementary OCx and OCxN channels with break feature. .. 1163
Table 219. TIM1 registermap andresetvalues. .. ...... ... .. .. . . .. 1183
Table 220. TIM8 registermap andresetvalues. .. ....... ... .. . . 1186
Table 221. Counting direction versus encodersignals. . . ......... . ... . 1223
Table 222. TIMx internal trigger connection . . . . ... . 1239
Table 223. Output control bit for standard OCxchannels. . . ............. ... ... .......... 1250
Table 224. TIM2/TIM3/TIM4/TIM5 register map and resetvalues . . . ......... ... .. ... ..... 1257
Table 225. Break protection disarming conditions . .. ......... .. ... . 1288
Table 226. TIMx Internal trigger connection . . .. ... .. 1303
Table 227. Output control bits for complementary OCx and OCxN channels with break feature

(TIMIS) . o e e 1313
Table 228. TIM15 registermap andresetvalues. . ..... ... .. ... .. ... . . ... 1322
Table 229. Output control bits for complementary OCx and OCxN channels with break feature

(TIMAB/T) oo e e e e e e e e e 1334
Table 230. TIM16/TIM17 register map andresetvalues ... ... ... .. ... .. . ... . .. .. 1345
Table 231. TIM6/TIM7 register map andresetvalues . ........ ... . ... .. . ... . ... 1359
Table 232. STM32L4Rxxx and STM32L4Sxxx LPTIM features . . . . ......... .. ... .. ... ..... 1360
Table 233. LPTIM1 external trigger connection . . ... .. .. .. . i 1361
Table 234. LPTIM2 external trigger connection . . ... ... ... i 1362
Table 235. Prescaler division ratios . .. ... 1363
Table 236. Encoder counting SCENArios . . .. ... ...ttt e 1370
Table 237. Effect of low-power modes onthe LPTIM. .. ... ... . ... .. ... . . ... ... ..... 1371
Table 238. Interrupt events. . . . ... .. 1372
Table 239. LPTIMregistermap andresetvalues. ... ....... ... ... ... . . . . ... 1382
Table 240. IWDG registermap andresetvalues . . ... ... .. .. .. . . . . i 1393
Table 241. WWDG register map andresetvalues. .. ........... .. ... . . i, 1400
Table 242. RTC pin PC13 configuration. . .. ... ... .. e 1404
Table 243. RTC_OUT Mapping . . .« e e e e e 1405
Table 244. RTC functions over modes . . . ... ..ot e e e 1406
Table 245. Effect of low-power modes on RTC .. ... ... .. . . . . . . i 1418
Table 246. Interrupt control bits . .. .. ... ... e 1419
Table 247. RTCregistermapandresetvalues . ....... ... .. ... . . . . .. 1444
Table 248. [2C implementation. . . . ... ... e 1447
Table 249. Comparison of analog vs. digital filters. . . . . ........ ... . . . . . 1451
Table 250. 12C-SMBUS specification data setup and holdtimes . . .. ....... ... ............ 1454
IS73 RM0432 Rev 4 59/2069




List of tables RMO0432
Table 251. 12C configuration. . . . ... ... 1458
Table 252. 12C-SMBUS specification clock timings ... ........ .. .. 1469
Table 253. Examples of timing settings for I2CCLK=8MHz .......... ... ... ... ... ..... 1479
Table 254. Examples of timings settings for l2CCLK=16 MHz .. ........ ... .. ... .. ... . ... 1479
Table 255. Examples of timings settings for l2CCLK =48 MHz .. ........ ... .. ... .. ... . ... 1480
Table 256. SMBus timeout specifications. . . ... ... ... .. . . .. 1482
Table 257.  SMBUS with PEC configuration . ... ... ... . . 1484
Table 258. Examples of TIMEOUTA settings for various I2CCLK frequencies

(maX tT|MEOUT =25 mS) ................................................. 1485
Table 259. Examples of TIMEOUTB settings for various I2CCLK frequencies ................ 1485
Table 260. Examples of TIMEOUTA settings for various I2CCLK frequencies

(Max tipLe =00 US) . .o oo 1485
Table 261. Effect of low-power modesonthe [2C ... .. ... ... ... . .. ... ... . . . ... ... 1496
Table 262. [2C Interrupt requests. . .. ... ... e 1496
Table 263. [2C registermap andresetvalues . ..... ... ... . ... . . . . . i 1513
Table 264. USART/LPUART features . ...... ... . ... . e 1517
Table 265. Noise detection fromsampleddata ....... ... . ... . . ... ... ... . .. ... . ..., 1531
Table 266. Tolerance of the USART receiver when BRR [3:01=0000. . ..................... 1535
Table 267. Tolerance of the USART receiver when BRR[3:0] is different from 0000............ 1535
Table 268. USART frame formats ... ... . . . . e 1540
Table 269. USART interruptrequests. . .. ... ... . . 1563
Table 270. USART registermap andresetvalues. ...... ... ... . . ... .. . . .. ... 1592
Table 271. Error calculation for programmed baud rates at Ipuart_ker_ck_pres= 32,768 KHz . . . . 1607
Table 272. Error calculation for programmed baud rates at f{CK=100MHz . . .. .. ............ 1607
Table 273. Tolerance of the LPUART receiver. . .. . ... . . .. e 1608
Table 275. LPUART interruptrequests. . ... ... ... e 1620
Table 276. LPUART registermap andresetvalues. ... ...... ... .. . ... . . 1639
Table 277. SPlinterruptrequests. . .. ... ... . e 1665
Table 278. SPlregistermap andresetvalues . ......... ... . .. . i 1674
Table 279. SAlinternal input/output signals. . .. .. ... .. .. . . . . 1678
Table 280. SAlinput/output pins. . . .. ... . e 1678
Table 281. External synchronization selection ... ........ ... ... . . . . . . . i 1680
Table 282. Clock generator programming examples .. ... i 1688
Table 283. TDM settings. . . . . ..o 1695
Table 284. Allowed TDM frame configuration. . . ....... ... . . . . 1697
Table 285. SOPD pattern . .. ... ... 1701
Table 286. Parity bit calculation . .. ... .. . 1701
Table 287. Audio sampling frequency versus symbolrates . . . ......... ... ... ... .. ... .... 1702
Table 288. SAlinterrupt SOUrCeS . . .. ... ... e 1711
Table 289. SAlregistermapandresetvalues . ......... ... . .. . i 1740
Table 290. SDMMC operation modes SD & SDIO . . ... ... .. 1744
Table 291. SDMMC operation modes esMMC . . . .. ... ... . . . . e 1745
Table 292. SDMMC internal input/outputsignals . . . ... ... ... .. ... . 1746
Table 293, SDMMC PINS. . ..ottt 1746
Table 294. SDMMC Command and data phase selection . . .. ......... ... ... ... .......... 1747
Table 295. Command token format . ... ... .. . . . .. 1753
Table 296. Short response with CRC tokenformat ... ......... ... ... ... . . . ... ... ..... 1754
Table 297. Short response without CRC tokenformat. ... ........ .. ... ... ... .. .. ....... 1754
Table 298. Long response with CRC tokenformat. .. ...... ... .. ... .. ... ... ... .. ... ... 1754
Table 299. Specific Commands overview. . . . ... ... .. e 1755
Table 300. Command path statusflags .. ....... ... . . 1756
Table 301. Command path errorhandling . ....... ... . . . 1756
60/2069 RM0432 Rev 4 Kys




RMO0432 List of tables
Table 302. Datatokenformat. . ... ... .. . . 1764
Table 303. Data path status flagsand clearbits. . ......... ... .. .. . . . . . 1764
Table 304. Datapatherrorhandling. .. ... ... e 1766
Table 305. Data FIFO aCCess. . ... oot e e 1767
Table 306. Transmit FIFO statusflags . . . ... 1768
Table 307. Receive FIFO statusflags . .......... . 1769
Table 308. AHB and SDMMC_CK clock frequency relation. . . .......... ... ... .. ... ..... 1772
Table 309. SDIO special operationcontrol. . . ... ... ... .. . . 1772
Table 310. 4-bit mode Start, interrupt, and CRC-status Signaling detection ... ............... 1776
Table 311, CMD12 USE CaSES . . ..ot ittt e e 1781
Table 312. Response type and SDMMC_RESPxRregisters . . .. ... ... ... .. .. ... ..... 1801
Table 313. SDMMC register Mmap . . . ..o o e 1816
Table 314. Transmit mailbox mapping . . . .. ... ... e 1834
Table 315. Receive mailbox mapping. . . . ... ... e 1834
Table 316. bxCAN registermap andresetvalues ........... ... . ... . . .. . ... 1860
Table 317. OTG_FS speeds supported . . ... ... .. e 1864
Table 318. OTG implementation. . . .. ... .. ... e 1867
Table 319. OTG_FSinput/output pins . . ... ... .. e 1868
Table 320. OTG_FS input/output signals . . . .. ... ... .. 1869
Table 321. Compatibility of STM32 low power modes withthe OTG . ....................... 1881
Table 322. Core global control and status registers (CSRs). . . ......... .. .. . ... 1889
Table 323. Host-mode control and status registers (CSRs) . . . ......... .. .. . L. 1890
Table 324. Device-mode control and status registers . ........ .. ... ... ... . . .. 1891
Table 325. Data FIFO (DFIFO) accessregistermap .. ... 1893
Table 326. Power and clock gating control and status registers .. ........... ... .. ... ..... 1893
Table 327. TRDT values (FS). . .. ... e 1901
Table 328. Minimum duration for soft disconnect. . .. ...... ... .. ... .. ... 1938
Table 329. OTG_FSregistermapandresetvalues. .. ...... ... .. ... ... ... . .. .. ....... 1961
Table 330. SWJ debug port pins . . ... . e 2022
Table 331. Flexible SWJ-DP pin assignment . ... ... .. e 2022
Table 332. JTAG debug portdataregisters . ........... . . . i 2027
Table 333. 32-bit debug port registers addressed through the shifted value A[3:2]............. 2028
Table 334. Packetrequest (8-bits) . . .. ... . o 2029
Table 335. ACKresponse (3 bits). . . ... 2029
Table 336. DATAtransfer (33 bits). . .. .. ... 2029
Table 337. SW-DP registers. . .. ... 2030
Table 338. Cortex®-M4 AHB-AP =701 (=7 2032
Table 339. Coredebugregisters .. ... .. 2033
Table 340. Main ITM registers . . ... ... e e 2035
Table 341. Main ETM registers. . ... ... e 2037
Table 342. Asynchronous TRACE pinassignment. . . .......... .. . .. 2044
Table 343. Synchronous TRACE pin assignment . ............ . . .. . . . ... 2045
Table 344. Flexible TRACE pin assignment. . .. ... .. e 2045
Table 345. Important TPIU registers. . .. ... .. 2049
Table 346. DBGregistermap andresetvalues . ............ . ... .. . . . . . . ... 2051
Table 347. Document revision history . ........ ... 2055
IS73 RM0432 Rev 4 61/2069




List of figures RMO0432

List of figures

Figure 1.
Figure 2.
Figure 3.
Figure 4.
Figure 5.
Figure 6.
Figure 7.
Figure 8.
Figure 9.

Figure 10.
Figure 11.
Figure 12.
Figure 13.
Figure 14.
Figure 15.
Figure 16.
Figure 17.
Figure 18.
Figure 19.
Figure 20.
Figure 21.
Figure 22.
Figure 23.
Figure 24.
Figure 25.
Figure 26.
Figure 27.
Figure 28.
Figure 29.
Figure 30.
Figure 31.
Figure 32.
Figure 33.
Figure 34.
Figure 35.
Figure 36.
Figure 37.
Figure 38.
Figure 39.
Figure 40.
Figure 41.
Figure 42.
Figure 43.
Figure 44.
Figure 45.
Figure 46.
Figure 47.
Figure 48.

62/2069

System architecture . . ... . . . 78
MEMOrY MaP . . . o 82
Sequential 16-bit instructions execution (64-bit read data width) . .. ................ 105
Changing the Read protection (RDP) level. .. ....... ... ... ... .. . . .. . .. 126
STM32L4Rxxx and STM32L4Sxxx firewall connection schematics . . ............... 151
Firewall functional states .. ......... ... . 155
STM32L4S5xx/R5xx and STM32L4S7xx/L4R7xx power supply overview. ........... 164
STM32L4S9xx/LAR9xx power supply OVEIVIEW . . .. ...t 165
Internal main regulator overview. . . ... ... 169
Brown-out reset waveform . . ... ... 173
PVD thresholds. . . . . ... 174
Low-power modes possible transitions. . .. ... . . 177
Simplified diagram of theresetcircuit. . . ............. . ... . . 217
Clock tree . . . 221
DSl CloCK tree . . . e 222
HSE/LSE Clock SOUrCES. . . .. .o 223
Frequency measurement with TIM15 incapturemode. .. ........... ... ... ........ 231
Frequency measurement with TIM16 incapturemode. . ............ ... .......... 232
Frequency measurement with TIM17 incapturemode. .. ........... ... .......... 232
CRS block diagram. . . ... e 297
CRS counter behavior . .. ... . e 298
Basic structure ofan /O port bit .. ........ ... ... .. . .. 308
Basic structure of a 5-Volt tolerant /O portbit .. ............. ... ... .. .......... 308
Input floating/pull up/pull down configurations ................................ 313
Output configuration . ... ... . . 314
Alternate function configuration . ....... ... ... .. . . .. 314
High impedance-analog configuration . .............. .. ... ... ... . . . . ... .. 315
DMA block diagram .. ... ... 350
DMAMUX block diagram . . ... ... . . 373
Synchronization mode of the DMAMUX request line multiplexer channel .. .......... 376
Event generation of the DMA request line multiplexer channel .. .................. 376
DMA2D block diagram . . ... .. 387
Intel 8080 16-bit mode (RGB565). . . . ... ... 393
Intel 8080 18/24-bit mode (RGB888) ... ... ... .. . 394
Chrom-GRC™ block diagram. . ... ... i e e e e e 422
Virtual buffer . ... 423
Virtual buffer and physical buffermemorymap ........... ... ... ... ... . ... .... 424
MMU block diagram . . ... ... . . . 425
Block validation/comparator implementation ................... ... ... .. ....... 426
Configurable interrupt/event block diagram . ............. ... ... ... .. .. ..... 442
External interrupt/event GPIO mapping . ........... .. 444
CRC calculation unit block diagram . . . ........ ... .. . . . . . 455
FSMC block diagram . . ... ... . e 461
FSMC memory banks. . ... ... . e 464
Mode1 read access waveforms . . ... ... . e 471
Mode1 write access waveforms . . .. ... .. . 472
ModeA read access waveforms . . . ... .. e 474
ModeA write access waveforms . . . .. ... .. 474

RMO0432 Rev 4 ‘Yl




RMO0432 List of figures
Figure 49. Mode2 and mode B read accesswaveforms . ........... ... .. ... .. 476
Figure 50. Mode2 write access waveforms . . ... .. . e 477
Figure 51. ModeB write access waveforms . . . .. .. ... . . 477
Figure 52. ModeC read access waveforms . . ... .. ... e 479
Figure 53. ModeC write access waveforms. .. ... ... ... .. ... . ... 480
Figure 54. ModeD read access waveforms . ... ... ... . ... .. . ... ... 482
Figure 55. ModeD write access waveforms. . ... .. . 483
Figure 56. Muxed read access waveforms . ......... . .. .. 485
Figure 57. Muxed write access waveforms .. ... ... 486
Figure 58. Asynchronous wait during a read access waveforms. .. ............ ... .. ....... 488
Figure 59. Asynchronous wait during a write access waveforms. . . ............ ... .. ... ... 489
Figure 60. Wait configuration waveforms. . .. ... .. . . . 491
Figure 61. Synchronous multiplexed read mode waveforms - NOR, PSRAM (CRAM). .......... 492
Figure 62. Synchronous multiplexed write mode waveforms - PSRAM (CRAM). . .............. 494
Figure 63. NAND Flash controller waveforms for common memory access . .................. 507
Figure 64. Accesstonon ‘CE don'tcare’ NAND-Flash . ......... ... ... .. ... . .. ... .. ... ... 508
Figure 65. OCTOSPI block diagram for octal communication. . . .......... ... ... .. ....... 519
Figure 66. OCTOSPI block diagraminquadmode . .. ... ... ... ... ... . ... ... ... ... ...... 519
Figure 67. OCTOSPI block diagram when dual-Flashisenabled . .. ........................ 520
Figure 68. SDR read command inoctalmodeexample . ......... .. ... ... ... . .. . ... 521
Figure 69. DTR read in octal mode with DQS (Macronix mode) example. . . .................. 524
Figure 70. SDR write command in Octo-SPI mode example. . .......... .. ... .. ... .. ... ... 525
Figure 71. DTR write in octal mode (macronix mode) example. . ............. .. ... ... ..... 526
Figure 72. Example of HyperBus™ read operation. ... ... ... ... ... ... ... .. .. ... ...... 528
Figure 73. HyperBus™ read operation with initial latency . . . ... ... ... ... . L. 529
Figure 74. HyperBus™ write operation with initial latency. . .. . ........ ... ... ... . o L 529
Figure 75. HyperBus™ read operation with additional latency .. .......... ... ... . ... . ... 530
Figure 76. HyperBus™ write operation with additional latency ... ............ ... .. ... ..... 530
Figure 77. HyperBus™ write operation withnolatency. .......... ... ... ... . ... ... ... ... 531
Figure 78. HyperBus™ read operation page crossing with latency . . . ......... ... ... ... .... 531
Figure 79. nCS when CKMODE=0 (T = CLK period). . . . ... e 542
Figure 80. nCS when CKMODE=1 in SDR mode (T =CLKperiod) .......... .. ... .. ... ..... 542
Figure 81. nCS when CKMODE=1 in DDTR mode (T = CLKperiod) ........... ... .. ... ..... 543
Figure 82. nCS when CKMODE=1 with an abort (T =CLK period)............. ... .. ... .... 543
Figure 83. OctoSPI 10 Manager block diagram. . . ........ .. ... . . . 568
Figure 84. ADC block diagram .. ... .. 577
Figure 85. ADC clock scheme . . . ... .. 580
Figure 86. ADCT connectivity . .. ... . 581
Figure 87. ADC calibration. . .. ... . e 584
Figure 88. Updating the ADC calibration factor ... ... .. ... .. .. . . . 585
Figure 89. Mixing single-ended and differential channels ... ........... .. ... ... .. ... . ... 585
Figure 90. Enabling/ Disablingthe ADC . . . ... ... 587
Figure 91. Bulb mode timing diagram . .. ... ... . . e 589
Figure 92. Analog to digital conversiontime . ...... ... .. . . . . . 592
Figure 93. Stopping ongoing regular CONVErSiONS . . .. . ... ottt e 593
Figure 94. Stopping ongoing regular and injected conversions. . ............. .. ... .. .. ..... 594
Figure 95. Injected conversion latency . .......... .. i 598
Figure 96. Example of JSQR queue of context (sequencechange) . ........................ 601
Figure 97. Example of JSQR queue of context (triggerchange) . ............. .. ... .. ... .... 601
Figure 98. Example of JSQR queue of context with overflow before conversion ... ......... ... 602
Figure 99. Example of JSQR queue of context with overflow during conversion ............... 602
Figure 100. Example of JSQR queue of context with empty queue (case JQM=0)............... 603
IS73 RM0432 Rev 4 63/2069




List of figures RMO0432

Figure 101.
Figure 102.

Figure 103.

Figure 104.

Figure 105.
Figure 106.
Figure 107.
Figure 108.
Figure 109.
Figure 110.
Figure 111.
Figure 112.
Figure 113.
Figure 114.
Figure 115.
Figure 116.
Figure 117.
Figure 118.

Figure 119.

Figure 120.
Figure 121.
Figure 122.
Figure 123.
Figure 124.
Figure 125.
Figure 126.
Figure 127.
Figure 128.
Figure 129.
Figure 130.
Figure 131.
Figure 132.
Figure 133.
Figure 134.
Figure 135.
Figure 136.
Figure 137.
Figure 138.
Figure 139.
Figure 140.
Figure 141.
Figure 142.
Figure 143.
Figure 144.
Figure 145.
Figure 146.

64/2069

Example of JSQR queue of context with empty queue (case JQM=1)............... 604
Flushing JSQR queue of context by setting JADSTP=1 (JQM=0).
Case when JADSTP occurs during an ongoing Conversion. . ..................... 604

Flushing JSQR queue of context by setting JADSTP=1 (JQM=0).
Case when JADSTP occurs during an ongoing conversion and a new

TgQEr OCCUIS. . . . oo e 605
Flushing JSQR queue of context by setting JADSTP=1 (JQM=0).

Case when JADSTP occurs outside an ongoing conversion . .. ................... 605
Flushing JSQR queue of context by setting JADSTP=1 (JQM=1) ... ............... 606
Flushing JSQR queue of context by setting ADDIS=1 (JQM=0). . .................. 606
Flushing JSQR queue of context by setting ADDIS=1 (JQM=1). . .. .. .............. 607
Single conversions of a sequence, software trigger. .. .......... . ... .. L. 609
Continuous conversion of a sequence, software trigger. . ... .......... .. ... . ..... 609
Single conversions of a sequence, hardware trigger . . .......... . ... .. .. . ... 610
Continuous conversions of a sequence, hardware trigger . . . . .................... 610
Right alignment (offset disabled, unsigned value) .. .......... ... .. ... .. ... .... 612
Right alignment (offset enabled, signed value). .. ...... .. ... ... ... ... ... ... . ... 613
Left alignment (offset disabled, unsigned value) ......... ... ... ... ... .. ..... 613
Left alignment (offset enabled, signed value). . ........ .. ... ... . .. . . . ... 614
Example of overrun (OVR) . .. ... 615
AUTODLY=1, regular conversion in continuous mode, software trigger ............. 618
AUTODLY=1, regular HW conversions interrupted by injected conversions

(DISCEN=0; JDISCEN=0) . . ... e e e 619
AUTODLY=1, regular HW conversions interrupted by injected conversions . ............
(DISCEN=1, DISCEN=1) . .. .. e e 620
AUTODLY=1, regular continuous conversions interrupted by injected conversions . ... 621
AUTODLY=1 in auto- injected mode (JAUTO=1). . ...... .. .. . .. 621
Analog watchdog guarded area .. ............ . e 622
ADCy_AWDx_OUT signal generation (on all regular channels). . .................. 624
ADCy_AWDx_OUT signal generation (AWDx flag not cleared by software) . ......... 625
ADCy_AWDx_OUT signal generation (on a single regular channel) . . .............. 625
ADCy_AWDx_OUT signal generation (on all injected channels) . .................. 625
20-bit to 16-bit result truncation ... ... .. ... . . 626
Numerical example with 5-bit shiftand rounding .. ....... ... ... .. ... ... . ... 626
Triggered regular oversampling mode (TROVS bit=1)............ ... ... ... .... 628
Regular oversampling modes (4xratio) . ... 629
Regular and injected oversampling modes used simultaneously. ... ............... 630
Triggered regular oversampling with injection .. ....... ... ... ... .. ... .. ... . ... 630
Oversampling in auto-injected mode . ... ... .. .. 631
Temperature sensor channel block diagram . ........ ... .. ... .. ... . . . .. . ... 632
VBAT channel block diagram .. ... ... . . 633
VREFINT channel block diagram . . .. ... ... e 633
Dual-channel DAC block diagram . .. ... . . e 670
Data registers in single DAC channelmode. . ......... .. ... .. .. . . .. 672
Data registers in dual DAC channelmode . .. ........ ... ... . . i, 672
Timing diagram for conversion with trigger disabled TEN=0 .. ................... 673
DAC LFSR register calculation algorithm . . . .. ... .. .. . 676
DAC conversion (SW trigger enabled) with LFSR wave generation ................ 676
DAC triangle wave generation . . ... 677
DAC conversion (SW trigger enabled) with triangle wave generation . .............. 677
DAC Sample and Hold mode phase diagram. .. .. ... .. ... . .. . .. ... .. 679
DCMI block diagram . . ... ... 705

RMO0432 Rev 4 ‘Yl




RMO0432 List of figures
Figure 147. Top-level block diagram . ... ... ... .. ... . . . 705
Figure 148. DCMI signal waveforms . . ... ... . 706
Figure 149. Timing diagram . . ... ... o e e e 708
Figure 150. Frame capture waveforms in snapshotmode. .. ....... .. ... ... ... ... .. .. ..... 710
Figure 151. Frame capture waveforms in continuousgrabmode . .. ............ ... .. ....... 711
Figure 152. Coordinates and size of the window after cropping .. ......... ... .. ... . ... . ... 711
Figure 153. Data capture waveforms. . . ... .. 712
Figure 154. Pixelraster scanorder . . ... ... . . . . 713
Figure 155. Comparators block diagram. . . . ... .. .. 733
Figure 156. WINndow mMoOde . . . . .. . 735
Figure 157. Comparator hysteresis . . . ... .. e 736
Figure 158. Comparator outputblanking . . . .. ... ... . 736
Figure 159. Standalone mode: external gain settingmode . .. ........ ... ... ... ... ... . ... ... 746
Figure 160. Follower configuration. . . ....... . .. 747
Figure 161. PGA mode, internal gain setting (x2/x4/x8/x16), inverting input notused ............ 748
Figure 162. PGA mode, internal gain setting (x2/x4/x8/x16), inverting input used for

fiteriNg . . 749
Figure 163. Single DFSDM block diagram. . . . ... e 760
Figure 164. Input channel pins redirection. ... ... ... .. . . .. .. . . . . . . .. 764
Figure 165. Channel transceiver timing diagrams . . . ... . ... . . i e 766
Figure 166. Clock absence timing diagram for SP1 .. .. ... ... . . . . . i 767
Figure 167. Clock absence timing diagram for Manchestercoding. .. .......... ... ... ... .... 768
Figure 168. First conversion for Manchester coding (Manchester synchronization) .............. 770
Figure 169. DFSDM_CHyDATINR registers operation modes and assignment . . . .............. 774
Figure 170. Example: Sinc3filterresponse . . . ... ... ... 776
Figure 171. LTDC block diagram . . ... . e 817
Figure 172. LCD-TFT synchronous timings. . . ... . ...t 820
Figure 173. Layer window programmable parameters . ............. .. ... 823
Figure 174. Blending two layers with background . . . ........ .. .. . . . . . . 825
Figure 175. Interrupt events. . .. .. . 827
Figure 176. DSI Host block diagram . .. ... . . 853
Figure 177. DSl Hostarchitecture . .. ... ... 854
Figure 178. Flow to update the LTDC interface configuration using shadow registers . . .......... 859
Figure 179. Immediate update procedure . .. ... ... ... . 860
Figure 180. Configuration update during the trasmissionofaframe............ ... ... ... .... 860
Figure 181. Adapted command mode usage flow . . ...... ... ... .. . . .. . . . i 862
Figure 182. 24 bpp APB pixel to byte organization . . ........ .. ... ... . . . 867
Figure 183. 18 bpp APB pixel to byte organization . . ........ ... ... ... . . .. . 867
Figure 184. 16 bpp APB pixel to byte organization . ... ... ... ... ... ... . . . ... .. .. . ... 868
Figure 185. 12 bpp APB pixel to byte organization . ... ... . ... ... ... ... . ... ... .. . ... 868
Figure 186. 8 bpp APB pixel to byte organization . ... ... ... ... ... ... .. . . ... . ... 868
Figure 187. Timing of PRESP_TO afterabusturn-around . ............. .. ... .. ... .. ... .... 871
Figure 188. Timing of PRESP_TO after a Read Request (HSorLP) . .......... ... .. ... ..... 872
Figure 189. Timing of PRESP_TO after a Write Request (HSorLP) . .......... ... ... ... .... 873
Figure 190. Effectof Prepmode at 1. . ... ... . . . 874
Figure 191. Command transmission periods withintheimagearea .......................... 875
Figure 192. Transmission of commands on the lastlineofaframe............ ... ... ... ..... 876
Figure 193. LPSIZE for Non-Burst withsyncpulses ... ... ... ... ... . ... ... ... ... ...... 877
Figure 194. LPSIZE for Burst or Non-Burst withsyncevents . ........... .. ... ... .. ... .... 878
Figure 195. VLPSIZE for Non-Burst with syncpulses .. ......... ... ... ... . ... ... ... ...... 879
Figure 196. VLPSIZE for Non-Burst withsyncevents. . . ..... ... ... ... ... ... ... ... ....... 879
Figure 197. VLPSIZE for Burstmode . .. ... ... . . . 879
IS73 RM0432 Rev 4 65/2069




List of figures RMO0432

Figure 198.
Figure 199.
Figure 200.
Figure 201.
Figure 202.
Figure 203.
Figure 204.
Figure 205.
Figure 206.
Figure 207.
Figure 208.
Figure 209.
Figure 210.
Figure 211.
Figure 212.
Figure 213.
Figure 214.
Figure 215.
Figure 216.
Figure 217.
Figure 218.
Figure 219.
Figure 220.
Figure 221.
Figure 222.
Figure 223.
Figure 224.
Figure 225.
Figure 226.
Figure 227.
Figure 228.
Figure 229.
Figure 230.
Figure 231.
Figure 232.
Figure 233.
Figure 234.
Figure 235.
Figure 236.
Figure 237.
Figure 238.
Figure 239.
Figure 240.
Figure 241.
Figure 242.
Figure 243.
Figure 244.
Figure 245.
Figure 246.
Figure 247.
Figure 248.
Figure 249.

66/2069

Location of LPSIZE and VLPSIZE intheimagearea............. ... ... .. ..... 881
Clock lane and datalanes in HS. . ... ... ... . . 883
Clock laneinHS anddatalanesinLP ... ... ... . . . . i, 883
Clocklane and datalanesin LP .. ... ... ... . e 883
Command transmission by the genericinterface . . .......... ... .. ... .. ... .. ... 884
Vertical colorbarmode. . . . ... .. 886
Horizontal colorbarmode. . .. ... ... . . 886
RGB888 BER testing pattern . ... ... ... 887
Vertical pattern (103X15) . .. ..o e 888
Horizontal pattern (103x15) . ... . .. 888
PLL block diagram . . ... ..o 892
Error SOUMCES . . ... 895
Video packet transmission configuration flow diagram. .. ......... .. ... ... ... .. .. 906
Programming sequence to send atestpattern. . ....... .. ... ... L. 908
Frame configurationregisters. . . . ... . 909
TSC block diagram . . . ... .. 973
Surface charge transfer analog I/O group structure . . .. .......... ... .. ... .. .... 974
Sampling capacitor voltage variation .. .......... . ... 975
Charge transfer acquisition sequence . ......... ... .. . . . . . i 976
Spread spectrum variation principle . . . ... .. ... 977
RNG block diagram . .. ... .. e 992
Entropy source model. . ... ... 993
RNG initialization overview . . . .. ... ... . 996
AES block diagram . . . .. ... 1006
ECB encryption and decryption principle . .. ......... . . . ... 1008
CBC encryption and decryption principle . . . . ... ... . .. 1009
CTR encryption and decryption principle . .. ....... ... .. . . . ... . . .. . . ... 1010
GCM encryption and authentication principle . . . ........ ... ... . L. 1011
GMAC authentication principle . . . ... .. .. 1011
CCM encryption and authentication principle . . . . ... ... ... ... L. 1012
STMS32 cryptolib AES flowchartexamples .. .. ... .. ... ... .. . . . . . . ... ... .. 1013
STM32 cryptolib AES flowchart examples (continued). . ........................ 1014
Encryption key derivation for ECB/CBC decryption (Mode 2). ... ................. 1017
Example of suspend mode management. ... ......... ... ... ... ... 1018
ECB encryption. . . ... 1019
ECB decryption. . .. .. 1019
CBC enCryption. . . .. e 1020
CBC deCryption. . . ..o e 1020
ECB/CBC encryption (Mode 1). . . . ... 1021
ECB/CBC decryption (Mode 3). . . . ... e 1022
Message constructionin CTR mode. . . ... ... . 1024
CTR encryplion. . ... 1024
CTR decryplion. . ... 1025
Message construction in GCM . . . ... .. .. e 1026
GCM authenticated encryption . . . ... ... 1028
Message constructionin GMAC mode . . ... ... ... . . .. . 1032
GMAC authentication mode . . . ... .. . 1032
Message constructionin CCMmode . .. ... ... . . . 1033
CCM mode authenticated encryption . .. ... ... .. ... . . 1035
128-bit block construction with respecttodataswap . .......................... 1040
DMA transfer of a 128-bit data block during inputphase . ....................... 1042
DMA transfer of a 128-bit data block during outputphase .. ..................... 1043

RMO0432 Rev 4 ‘Yl




RMO0432 List of figures
Figure 250. AES interrupt signal generation .. ....... ... ... . 1044
Figure 251. HASH block diagram .. . ... .. ... . 1060
Figure 252. Message data swappingfeature. .. ... ... ... . . . 1062
Figure 253. HASH save/restore mechanism . ....... ... ... ... ... ... ... ... .. . .. . ... 1067
Figure 254. HASH interrupt mapping diagram. . . . ... ... .. .. . . . . ... 1069
Figure 255. Advanced-control timer block diagram .. .. ... .. .. . . . . 1084
Figure 256. Counter timing diagram with prescaler division change from1to2................ 1086
Figure 257. Counter timing diagram with prescaler division change from1to4................ 1086
Figure 258. Counter timing diagram, internal clock divided by 1. ...... ... ... .. ... .. ... ... 1088
Figure 259. Counter timing diagram, internal clock divided by 2. . .......... ... ... .. ... ... 1088
Figure 260. Counter timing diagram, internal clock divided by 4 .. ........ .. ... .. ... .. ... ... 1089
Figure 261. Counter timing diagram, internal clock divided by N. . .. ...... .. ... ... .. ... ... 1089
Figure 262. Counter timing diagram, update event when ARPE=0 (TIMx_ARR not preloaded). ... 1090
Figure 263. Counter timing diagram, update event when ARPE=1 (TIMx_ARR preloaded). . ... .. 1090
Figure 264. Counter timing diagram, internal clock divided by 1.......... .. ... ... .. ... ... 1092
Figure 265. Counter timing diagram, internal clock divided by 2. . .......... ... .. ... .. ... ... 1092
Figure 266. Counter timing diagram, internal clock divided by 4 .. ...... ... ... .. ... .. ... ... 1093
Figure 267. Counter timing diagram, internal clock divided by N. . ........ .. ... ... .. ... ... 1093
Figure 268. Counter timing diagram, update event when repetition counteris notused. ......... 1094
Figure 269. Counter timing diagram, internal clock divided by 1, TIMx_ARR =0x6 ............. 1095
Figure 270. Counter timing diagram, internal clock divided by 2. . .......... ... .. ... .. ... ... 1096
Figure 271. Counter timing diagram, internal clock divided by 4, TIMx_ARR=0x36 ............. 1096
Figure 272. Counter timing diagram, internal clock divided by N. . .. ...... .. ... ... .. ... ... 1097
Figure 273. Counter timing diagram, update event with ARPE=1 (counter underflow) . .......... 1097
Figure 274. Counter timing diagram, Update event with ARPE=1 (counter overflow)............ 1098
Figure 275. Update rate examples depending on mode and TIMx_RCR register settings . ... .. .. 1099
Figure 276. External triggerinput block . ... ... .. 1100
Figure 277. TIM1 ETRinput circuitry . . . .. ... e 1100
Figure 278. TIM8 ETR input Circuitry . . . .. ... e 1100
Figure 279. Control circuit in normal mode, internal clock divided by 1. ...................... 1101
Figure 280. TI2 external clock connection example. ... ... ... ... . . ... 1102
Figure 281. Control circuit in external clock mode 1 ........ ... ... . . . . . i 1103
Figure 282. External triggerinput block . . .. ... .. 1103
Figure 283. Control circuit in external clock mode 2 ... ... ... ... . . .. . . 1104
Figure 284. Capture/compare channel (example: channel 1 inputstage).................. ... 1105
Figure 285. Capture/compare channel 1 maincircuit .. ... ... .. ... ... ... ... ... .. ..... 1106
Figure 286. Output stage of capture/compare channel (channel 1, idemch.2and3) ........... 1106
Figure 287. Output stage of capture/compare channel (channel 4). .. ....................... 1107
Figure 288. Output stage of capture/compare channel (channel 5,idemch.6) ................ 1107
Figure 289. PWM input mode timing . .. ... ... 1109
Figure 290. Output compare mode, toggle on OC1. ... ... ... . . i 1111
Figure 291. Edge-aligned PWM waveforms (ARR=8) ... ... ... .. ... . i 1112
Figure 292. Center-aligned PWM waveforms (ARR=8). .. ... . ... . . . .. 1113
Figure 293. Generation of 2 phase-shifted PWM signals with 50% duty cycle .. ............... 1115
Figure 294. Combined PWM modeonchannel1and3 ........... .. ... .. ... . ... .. . ... .. 1116
Figure 295. 3-phase combined PWM signals with multiple trigger pulses per period . ........... 1117
Figure 296. Complementary output with dead-time insertion .. ............ ... ... ....... 1118
Figure 297. Dead-time waveforms with delay greater than the negativepulse. ... ............. 1118
Figure 298. Dead-time waveforms with delay greater than the positive pulse. .. ............... 1119
Figure 299. Break and Break2 circuitry overview . ......... .. . 1121
Figure 300. Various output behavior in response to a break event on BRK (OSSI=1) . ......... 1123
Figure 301. PWM output state following BRK and BRK2 pins assertion (OSSI=1).............. 1124
IS73 RM0432 Rev 4 67/2069




List of figures RMO0432

Figure 302.
Figure 303.
Figure 304.
Figure 305.
Figure 306.
Figure 307.
Figure 308.
Figure 309.
Figure 310.
Figure 311.
Figure 312.
Figure 313.
Figure 314.
Figure 315.
Figure 316.
Figure 317.
Figure 318.
Figure 319.
Figure 320.
Figure 321.
Figure 322.
Figure 323.
Figure 324.
Figure 325.
Figure 326.
Figure 327.
Figure 328.
Figure 329.

Figure 330.
Figure 331.
Figure 332.
Figure 333.
Figure 334.
Figure 335.
Figure 336.
Figure 337.
Figure 338.
Figure 339.
Figure 340.
Figure 341.
Figure 342.
Figure 343.
Figure 344.
Figure 345.
Figure 346.
Figure 347.
Figure 348.
Figure 349.
Figure 350.
Figure 351.
Figure 352.

68/2069

PWM output state following BRK assertion (OSSI=0) .......... ... ... .. ... ... 1125
Output redirection (BRK2 request notrepresented) . . . .......... ... ... .. ..... 1126
Clearing TIMx OCXREF . . . . .. e 1127
6-step generation, COM example (OSSR=1). .. .. ... ... i 1128
Example ofone pulse mode. . ... ... ... 1129
Retriggerable one pulse mode . . . ... ... 1131
Example of counter operation in encoder interfacemode. . . ... ... ... ... ... ... 1132
Example of encoder interface mode with TI1TFP1 polarity inverted. . ... ............ 1133
Measuring time interval between edgeson 3signals. .. ........... .. ... .. ...... 1134
Example of Hall sensorinterface .. ... ... .. ... .. . . . . ... . ... 1136
Control circuitinresetmode. . . ... .. . 1137
Control circuitin Gated mode . . . ... ... e 1138
Control circuitintrigger mode. . . .. ... . 1139
Control circuit in external clock mode 2 + triggermode . ........................ 1140
General-purpose timer block diagram .. ... ... ... 1190
Counter timing diagram with prescaler division change from1to2................ 1192
Counter timing diagram with prescaler division change from1to4................ 1192
Counter timing diagram, internal clock divided by 1.. ... ... ... .. ... ... . .... 1193
Counter timing diagram, internal clock dividedby 2. ......... ... ... .. ... .... 1194
Counter timing diagram, internal clock divided by 4 .. ... ... .. ... .. ... ... . .... 1194
Counter timing diagram, internal clock divided by N. .. ........... ... .. ... .... 1195
Counter timing diagram, Update event when ARPE=0 (TIMx_ARR not preloaded). . . . 1195
Counter timing diagram, Update event when ARPE=1 (TIMx_ARR preloaded). . ... .. 1196
Counter timing diagram, internal clock divided by 1.. ... ... ... .. ... ... . .... 1197
Counter timing diagram, internal clock dividedby 2. ......... ... ... .. ... .... 1197
Counter timing diagram, internal clock divided by 4 ... ....... ... .. ... ... ..... 1198
Counter timing diagram, internal clock divided by N. . ........... .. ... ... . .... 1198
Counter timing diagram, Update event when repetition counter

IS MOt USEd . . .o 1199
Counter timing diagram, internal clock divided by 1, TIMx_ARR=0x6 . ............. 1200
Counter timing diagram, internal clock dividedby 2. ......... ... ... .. ... .... 1201
Counter timing diagram, internal clock divided by 4, TIMx_ARR=0x36 ............. 1201
Counter timing diagram, internal clock divided by N. ... .......... ... .. ... .... 1202
Counter timing diagram, Update event with ARPE=1 (counter underflow)........... 1202
Counter timing diagram, Update event with ARPE=1 (counter overflow)............ 1203
Control circuit in normal mode, internal clock divided by 1. ...................... 1204
TI2 external clock connection example. . . ... ... . ... 1204
Control circuitin external clock mode 1 . ... ... .. ... . . . 1205
External triggerinput block . . . ... ... 1206
Control circuitin external clock mode 2 . ... ... .. . . . 1207
Capture/Compare channel (example: channel 1 inputstage) .................... 1208
Capture/Compare channel 1 maincircuit . . . .. ... ... ... . . ... .. ... ... ..... 1208
Output stage of Capture/Compare channel (channel 1)......................... 1209
PWMinputmode timing . . ... ... . . 1211
Output compare mode, toggle on OC1. . . . .. ... e 1213
Edge-aligned PWM waveforms (ARR=8) .. . .. ... .. 1214
Center-aligned PWM waveforms (ARR=8). .. ... ... ... ... . . . .. 1215
Generation of 2 phase-shifted PWM signals with 50% dutycycle . ................ 1216
Combined PWM modeonchannelsTand3 ............. .. ... .. ... ... ... ... 1218
Clearing TIMx OCXREF . . .. .. e 1219
Example of one-pulse mode. . ... ... . ... 1220
Retriggerable one pulse mode . . . ... ... 1222

RM0432 Rev 4 Kys




RMO0432 List of figures
Figure 353. Example of counter operation in encoder interfacemode .................... ... 1223
Figure 354. Example of encoder interface mode with TI1TFP1 polarity inverted ... ............. 1224
Figure 355. Control circuitinresetmode. . ... ... . . 1225
Figure 356. Control circuitingated mode . . ... ... ... 1226
Figure 357. Control circuit in triggermode. . .. ... ... .. 1227
Figure 358. Control circuit in external clock mode 2 + triggermode . .. ...................... 1228
Figure 359. Master/Slave timer example . . ... ... . 1228
Figure 360. Gating TIM2 with OCTREF of TIM3 . . .. .. .. . e 1229
Figure 361. Gating TIM2 with Enable of TIM3 . . . . .. . ... . e 1230
Figure 362. Triggering TIM2 withupdate of TIM3 . .. ... ... . . .. . 1231
Figure 363. Triggering TIM2 with Enable of TIM3 . . . .. ... ... . 1231
Figure 364. Triggering TIM3 and TIM2 with TIM3 T input. . .. ... .. ... ... . . .. 1232
Figure 365. TIM15 block diagram . . ... . . e 1262
Figure 366. TIM16/TIM17 block diagram . . . ... ... e 1263
Figure 367. Counter timing diagram with prescaler division change from1to2................ 1265
Figure 368. Counter timing diagram with prescaler division change from1to4................ 1265
Figure 369. Counter timing diagram, internal clock divided by 1....... ... ... .. ... .. ... ... 1267
Figure 370. Counter timing diagram, internal clock divided by 2. . .......... ... .. ... .. ... ... 1267
Figure 371. Counter timing diagram, internal clock divided by 4 .. ........ .. ... ... .. ... ... 1268
Figure 372. Counter timing diagram, internal clock divided by N. . ........ .. ... .. ... .. ... ... 1268
Figure 373. Counter timing diagram, update event when ARPE=0 (TIMx_ARR not

preloaded). . . ... . 1269
Figure 374. Counter timing diagram, update event when ARPE=1 (TIMx_ARR

preloaded). . . ... . 1269
Figure 375. Update rate examples depending on mode and TIMx_RCR register settings . ... .... 1271
Figure 376. Control circuit in normal mode, internal clock divided by 1....................... 1272
Figure 377. TI2 external clock connection example. . .. ... ... . . ... 1272
Figure 378. Control circuit in external clock mode 1 ........ ... ... . . . . . . i 1273
Figure 379. Capture/compare channel (example: channel 1 inputstage)..................... 1274
Figure 380. Capture/compare channel 1 maincircuit .. ........ .. ... ... ... ... ... .. ..... 1274
Figure 381. Output stage of capture/compare channel (channel 1). .. .......... ... .. ... .... 1275
Figure 382. Output stage of capture/compare channel (channel 2 for TIM15) ................. 1275
Figure 383. PWM inputmode timing . .. ... . 1277
Figure 384. Output compare mode, toggle on OC1. ... ... ... . . i 1279
Figure 385. Edge-aligned PWM waveforms (ARR=8) .. ... ... .. ... . . . 1280
Figure 386. Combined PWM modeonchannel1and2 ......... ... .. ... .. ... .. ... .. ... .. 1281
Figure 387. Complementary output with dead-time insertion. . ... ........ .. ... .. ... .. ... ... 1282
Figure 388. Dead-time waveforms with delay greater than the negative pulse. ... ............. 1283
Figure 389. Dead-time waveforms with delay greater than the positive pulse. .. ............... 1283
Figure 390. Break circuitry OVerview . . .. ... ... e 1285
Figure 391. Output behaviorinresponsetoabreak ... ... ... ... .. ... .. . . . ... . ... .. ... .... 1287
Figure 392. Outputredirection . . .. ... .. .. e 1289
Figure 393. Example ofone pulse mode. . .. ... ... . .. . . 1290
Figure 394. Retriggerableonepulsemode ... ... ... ... .. i 1292
Figure 395. Measuring time interval between edgeson2signals. ............. .. ... .. ...... 1293
Figure 396. Control circuitinresetmode. . .. ... .. .. e 1294
Figure 397. Control circuitingated mode . . ... ... 1295
Figure 398. Control circuit in triggermode. . . . ... ... .. 1296
Figure 399. Basic timer block diagram. . .. ... . . . . 1347
Figure 400. Counter timing diagram with prescaler division change from1to2................ 1349
Figure 401. Counter timing diagram with prescaler division change from1to4................ 1349
Figure 402. Counter timing diagram, internal clock divided by 1. ......... .. ... ... .. ... ... 1350
IS73 RM0432 Rev 4 69/2069




List of figures RMO0432

Figure 403.
Figure 404.
Figure 405.
Figure 406.

Figure 407.

Figure 408.
Figure 409.
Figure 410.
Figure 411.
Figure 412.

Figure 413.
Figure 414.
Figure 415.
Figure 416.
Figure 417.
Figure 418.
Figure 419.
Figure 420.
Figure 421.
Figure 422.
Figure 423.
Figure 424.
Figure 425.
Figure 426.
Figure 427.
Figure 428.
Figure 429.
Figure 430.
Figure 431.
Figure 432.
Figure 433.
Figure 434.
Figure 435.
Figure 436.
Figure 437.
Figure 438.
Figure 439.
Figure 440.
Figure 441.
Figure 442.
Figure 443.
Figure 444.
Figure 445.
Figure 446.
Figure 447.
Figure 448.
Figure 449.
Figure 450.
Figure 451.

70/2069

Counter timing diagram, internal clock dividedby 2. ......... ... ... .. ... .... 1351
Counter timing diagram, internal clock divided by 4 . . . ......... . ... ... ... .... 1351
Counter timing diagram, internal clock divided by N. ... ........ .. ... ... . .... 1352
Counter timing diagram, update event when ARPE = 0 (TIMx_ARR not
preloaded). . . ... . 1352
Counter timing diagram, update event when ARPE=1 (TIMx_ARR
preloaded). . . ... . 1353
Control circuit in normal mode, internal clock divided by 1. ...................... 1354
Low-power timer block diagram . . . .. .. ... . 1361
Glitch filter timing diagram . . . ... .. 1363
LPTIM output waveform, single counting mode configuration .. .................. 1365
LPTIM output waveform, Single counting mode configuration
and Set-once mode activated (WAVE bitisset). . ........ .. ... .. oL 1365
LPTIM output waveform, Continuous counting mode configuration. .. ............. 1366
Waveform generation . . . . ... ... 1367
Encoder mode counting sequence . . . . ... ... .. 1371
IRTIM internal hardware connections with TIM16 and TIM17 . ................. 1384
Independent watchdog block diagram .. ....... ... ... . 1385
Watchdog block diagram . . ... . . 1395
Window watchdog timing diagram . ... ... ... 1396
RTC block diagram . . . .. ... e 1403
[2C block diagram . ... ... e 1448
[2C bus protocol . . .. .. e 1450
Setup and hold timings . . . . . ... 1452
12C initialization flowchart ... ... .. .. . 1455
Datareception . ... ... ... . 1456
Data transmission . . . . .. .. e 1457
Slave initialization flowchart . . .. ... ... . . . 1460
Transfer sequence flowchart for 12C slave transmitter, NOSTRETCH=0............ 1462
Transfer sequence flowchart for 12C slave transmitter, NOSTRETCH=1............ 1463
Transfer bus diagrams for 12C slave transmitter. . . ........... ... ... .. ... .... 1464
Transfer sequence flowchart for slave receiver with NOSTRETCH=0 ............. 1465
Transfer sequence flowchart for slave receiver with NOSTRETCH=1 ............. 1466
Transfer bus diagrams for 12C slave receiver. ... ... ... . . .. i . 1466
Master clock generation . . . ... ... 1468
Master initialization flowchart . .. ... ... ... . . 1470
10-bit address read access with HEAD1OR=0 . . . . . ... ... ... ... ... .. . ... 1470
10-bit address read access with HEAD1OR=1 . . . . . ... ... ... . ... . . . .. 1471
Transfer sequence flowchart for I2C master transmitter for N<255 bytes .. ......... 1472
Transfer sequence flowchart for I2C master transmitter for N>255 bytes .. ...... ... 1473
Transfer bus diagrams for I12C master transmitter . . ............. ... ... ... . ... 1474
Transfer sequence flowchart for 12C master receiver for N<255 bytes. . .......... .. 1476
Transfer sequence flowchart for I2C master receiver for N >255 bytes . . . . ......... 1477
Transfer bus diagrams for 12C masterreceiver . ......... ... .. ... ... ... .. .. . ... 1478
Timeout intervals for tLOWZSEXT’ tLOWZMEXT ................................... 1482
Transfer sequence flowchart for SMBus slave transmitter N bytes + PEC. . .. .. .. ... 1486
Transfer bus diagrams for SMBus slave transmitter (SBC=1) . ................... 1487
Transfer sequence flowchart for SMBus slave receiver NBytes + PEC ............ 1488
Bus transfer diagrams for SMBus slave receiver (SBC=1). .. .................... 1489
Bus transfer diagrams for SMBus master transmitter. . . ............. ... ... . ... 1490
Bus transfer diagrams for SMBus masterreceiver. ... ........ ... ... ... ... ... 1492
12C interrupt mapping diagram . . ... ... 1497
RM0432 Rev 4 Kys




RMO0432 List of figures
Figure 452. USART block diagram . . ... ... e e 1518
Figure 453. Word length programming . . ... . e 1521
Figure 454. Configurable stop bits. . . ... ... . 1523
Figure 455. TC/TXE behavior when transmitting. . .. ........ ... ... ... . ... ... ... ... ..... 1525
Figure 456. Start bit detection when oversamplingby 16 0or8. ... ... ... .. ... ... .. ... ... 1526
Figure 457. usart_ker_ck clock divider block diagram. . . .. ... .. ... ... . ... ... 1529
Figure 458. Data sampling when oversamplingby 16. .. ........ ... ... . . . . 1531
Figure 459. Data sampling when oversamplingby 8. ... ... ... .. ... . . . . . . 1531
Figure 460. Mute mode using Idle linedetection. . ... ... ... ... . ... . . . i 1538
Figure 461. Mute mode using address mark detection .. ........... .. ... .. ... . .. .. . . ... .. 1539
Figure 462. Break detection in LIN mode (11-bit break length - LBDL bitisset). .. ............. 1542
Figure 463. Break detection in LIN mode vs. Framing error detection. . ................ ... ... 1543
Figure 464. USART example of synchronous master transmission. ... ...................... 1544
Figure 465. USART data clock timing diagram in synchronous master mode

(Mbits =00). . . . .o 1544
Figure 466. USART data clock timing diagram in synchronous master mode

(MBIt = 071) ..o e 1545
Figure 467. USART data clock timing diagram in synchronous slave mode

(Mbits =00). . . . .o 1546
Figure 468. ISO 7816-3 asynchronous protocol .. ...... ... ... .. ... ... ... ... . ... ... ..... 1548
Figure 469. Parity error detection usingthe 1.5stop bits .. ......... .. ... ... . ... .. ... .. 1550
Figure 470. IrDA SIR ENDEC block diagram. . .. ... ... . . e 1554
Figure 471. IrDA data modulation (3/16) - Normalmode. . .. ... ... ... . . . .. 1554
Figure 472. Transmission using DMA . . . ... 1556
Figure 473. Reception using DMA . . . . . 1557
Figure 474. Hardware flow control between 2 USARTS ... ... .. i 1557
Figure 475. RS232 RTSflowcontrol . . ... ... ... .. .. 1558
Figure 476. RS232 CTS flow control . . .. . ... e 1559
Figure 477. Wakeup event verified (wakeup event = address match, FIFO disabled) ........... 1562
Figure 478. Wakeup event not verified (wakeup event = address match,

FIFOdisabled) . . ... ... . 1562
Figure 479. LPUART block diagram . . ... ... e e 1596
Figure 480. LPUART word length programming . . ........ ... e 1598
Figure 481. Configurable stop bits. . ... ... . e 1600
Figure 482. TC/TXE behavior when transmitting. . .. ... .. . 1602
Figure 483. Ipuart_ker_ck clock divider block diagram .. ... ... .. ... ... . . .. .. ... ... . .. ... 1605
Figure 484. Mute mode using Idle linedetection. .. ... ... .. ... .. . ... . . . 1609
Figure 485. Mute mode using address mark detection .. ........... .. ... .. ... . ... ... 1610
Figure 486. Transmission using DMA . . .. .. 1613
Figure 487. Reception using DMA . . . . .. 1614
Figure 488. Hardware flow control between 2 LPUARTS . ....... .. . . .. 1614
Figure 489. RS232 RTS flow control . . .. ... . e 1615
Figure 490. RS232 CTS flow control . . .. ... . e 1616
Figure 491. Wakeup event verified (wakeup event = address match,

FIFOdisabled) . . ... ... . 1619
Figure 492. Wakeup event not verified (wakeup event = address match,

FIFOdisabled) . . ... ... . 1619
Figure 493. SPI block diagram. . . .. ... . e 1641
Figure 494. Full-duplex single master/ single slave application. .. .......... ... ... ....... 1642
Figure 495. Half-duplex single master/ single slave application ............ ... ... ....... 1643
Figure 496. Simplex single master/single slave application (master in transmit-only/

slave in receive-only mode) . . ... ... 1644
IS73 RM0432 Rev 4 71/2069




List of figures RMO0432

Figure 497.
Figure 498.
Figure 499.
Figure 500.
Figure 501.
Figure 502.
Figure 503.
Figure 504.
Figure 505.
Figure 506.
Figure 507.
Figure 508.
Figure 509.
Figure 510.
Figure 511.
Figure 512.
Figure 513.
Figure 514.
Figure 515.
Figure 516.
Figure 517.
Figure 518.
Figure 519.
Figure 520.
Figure 521.
Figure 522.
Figure 523.

Figure 524.
Figure 525.
Figure 526.
Figure 527.
Figure 528.
Figure 529.
Figure 530.
Figure 531.
Figure 532.
Figure 533.
Figure 534.
Figure 535.
Figure 536.
Figure 537.
Figure 538.
Figure 539.
Figure 540.
Figure 541.
Figure 542.
Figure 543.
Figure 544.
Figure 545.
Figure 546.
Figure 547.

72/2069

Master and three independentslaves. . . ... .. ... .. ... .. ... L. 1645
Multi-master application . . . ... ... ... . 1646
Hardware/software slave select management . ........ .. ... ... .. ... .. ... ... 1647
Data clock timing diagram . .. ... ... 1648
Data alignment when data length is not equal to 8-bitor 16-bit . . ................. 1649
Packing data in FIFO for transmission and reception . .. ....................... 1653
Master full-duplex communication . ....... ... ... .. . . . ... 1656
Slave full-duplex communication .. ........ ... .. . ... ... 1657
Master full-duplex communication withCRC ... ...... ... ... .. ... ........... 1658
Master full-duplex communication in packedmode .. ........... ... ... ......... 1659
NSSP pulse generation in Motorola SPI mastermode. . .. ...................... 1662
TImode transfer . . . ... . 1663
SAl functional block diagram . . .. ... ... 1677
Audio frame . ... e 1681
FS role is start of frame + channel side identification (FSDEF =TRIS=1).......... 1683
FSroleis startof frame (FSDEF =0). .. ... e 1684
Slot size configuration with FBOFF = 0in SAI_XSLOTR . ...... .. ... . ... . ..... 1685
First bit offset . . ... . 1685
Audio block clock generatoroverview . ........... .. ... 1686
PDM typical connection and timing. . . ... ... . 1690
Detailed PDM interface block diagram . . . ......... .. .. . . 1691
Start-up seqUENCE . . . ... ... e 1692
SAI_ADR format in TDM, 32-bit slotwidth . . ........ ... ... . ... ... ... .. ... ... 1693
SAI_ADR format in TDM, 16-bit slotwidth . . . ....... ... ... .. ... ... ... .. ... ... 1694
SAI_ADR format in TDM, 8-bit slotwidth . . . ........ .. ... ... .. .. ... .. .. . ... 1695
ACO7 audio frame . . .. ... e 1698
Example of typical AC’97 configuration on devices featuring at least

2 embedded SAls (three external AC’'97 decoders) . .. ....... ..., 1699
SPDIF format . . ... e 1700
SAI_XDRregister ordering . . ... ..ot e 1701
Data companding hardware in an audio block inthe SAl. .. ..................... 1704
Tristate strategy on SD output line on aninactiveslot . . ........................ 1706
Tristate on output data line in a protocol like 125 ... .. ... ... ... ... ... .. .... 1707
Overrun detection error. . . . ... ... e 1708
FIFO underrun event . . ... .. . 1708
SDMMC “no response” and “no data” operations. . . .......... .. ... .. ... ... 1743
SDMMC (multiple) block read operation. . . ......... ... . . . 1743
SDMMC (multiple) block write operation. . . ........ .. ... 1743
SDMMC (sequential) stream read operation . ........... ... ... .. ... . . . ... 1744
SDMMC (sequential) stream write operation .. ........... .. ... .. ... .. ... . ... 1744
SDMMC block diagram. . . .. ... 1745
SDMMC Command and data phase relation . ........... ... ... ... ... ... ..... 1747
Control unit . . . ..o 1749
Command/Response path . . ... ... ... . e 1750
Command path state machine (CPSM) . ... .. ... . . 1751
Datapath ... ... . 1757
DDR mode data packetclocking . ........ ... . 1758
DDR mode CRC status / boot acknowledgment clocking. . . ..................... 1758
Data path state machine (DPSM). . .. ... ... . . 1759
CLKMUX UNit .« o e 1769
Asynchronous interrupt generation. . . . ... .. . 1773
Synchronous interrupt period dataread . ... ...... ... .. L 1774

RMO0432 Rev 4 ‘Yl




RM0432

List of figures

Figure 548.
Figure 549.
Figure 550.
Figure 551.
Figure 552.
Figure 553.
Figure 554.
Figure 555.
Figure 556.
Figure 557.
Figure 558.
Figure 559.
Figure 560.
Figure 561.
Figure 562.
Figure 563.
Figure 564.
Figure 565.
Figure 566.
Figure 567.
Figure 568.
Figure 569.
Figure 570.
Figure 571.
Figure 572.
Figure 573.
Figure 574.
Figure 575.
Figure 576.
Figure 577.
Figure 578.
Figure 579.
Figure 580.
Figure 581.
Figure 582.
Figure 583.
Figure 584.
Figure 585.
Figure 586.
Figure 587.
Figure 588.
Figure 589.
Figure 590.
Figure 591.
Figure 592.
Figure 593.
Figure 594.
Figure 595.
Figure 596.
Figure 597.
Figure 598.
Figure 599.

S74

Synchronous interrupt period datawrite. . .. ... ... ... 1774
Asynchronous interrupt period dataread . .......... .. .. ... .. 1775
Asynchronous interrupt period datawrite . .. ......... .. ... L. 1776
Clock stop with SDMMC_CK for DS, HS, SDR12, SDR25. . . ... . ... .. ......... 1779
Clock stop with SDMMC_CK for DDR50, SDR50. . .. ... ... 1779
ReadWait with SDMMC_CK <50 MHz. .. ... ... .. . . . . .. 1780
ReadWait with SDMMC_CK>50MHz. .. ... ... .. .. . .. .. 1780
CMD12 stream timing . . . . ... 1783
CMD5 Sleep Awake procedure . . ... .. 1785
Normal boot mode operation . ... ... ... . .. ... .. 1787
Alternative boot mode operation. . . ... ... ... 1788
Command response R1b busy signaling .. ......... .. ... . . . . i 1789
SDMMC state control . . .. ... ... e 1790
Card cycle power / powerup diagram . .. ....... .. ... 1791
CMD11 signal voltage switchsequence. . . . ........ .. ... . . . . . . . . .. 1792
Voltage switch transceiver typical application. . . ... ... ... ... ... .. ... ... 1794
CAN network topology . . .. ..o 1820
Dual-CAN block diagram . . . .. ... e 1821
bXCAN operating modes. . . . . ... 1823
bxCAN insilentmode . . ... ... . . . 1824
bxCAN inloopbackmode ...... ... .. . .. . . . . . . . . 1824
bxCAN in combined mode . ... ... ... . . . . . . 1825
Transmit mailbox states . .. ... ... 1827
Receive FIFO states. . . ... ... 1828
Filter bank scale configuration - register organization . ......................... 1831
Example of filter numbering .. ... ... 1832
Filtering mechanism -example. . . ... ... .. 1833
CAN error state diagram. . . . ... .. e 1834
Bit timing. . . .. 1836
CAN frames . ... e 1837
Event flags and interrupt generation. . ... ... ... L 1838
CAN mailbox registers . ... ... ... 1850
OTG full-speed block diagram . . . ... ... 1868
OTG_FS A-B device connection. . . ... .. . . . i, 1870
USB_FS peripheral-only connection. . . ... . . ... . . ... . 1872
USB_FS host-only connection . . ... . . 1876
SOF connectivity (SOF trigger output to TIM and ITR1 connection) ............... 1880
Updating OTG_HFIR dynamically (RLDCTRL=0) ....... ... ... ... .. ... ...... 1882
Device-mode FIFO address mapping and AHB FIFO access mapping............. 1883
Host-mode FIFO address mapping and AHB FIFO access mapping. . ............. 1884
Interrupt hierarchy. . . ... . 1888
Transmit FIFO write task . . ... ... .. ... 1972
Receive FIFOreadtask .. ... .. 1973
Normal bulk/control OUT/SETUP . . . ... ... . . i 1974
Bulk/control IN transactions . .. .......... . . . .. 1978
Normal interrupt OUT . . . .. .. 1981
Normal interrupt IN . . . . ... 1986
Isochronous OUT transactions . . . . .. ... .. ... . . 1988
Isochronous IN transactions . . . . . ... ... . . . . . 1991
Receive FIFO packetread . ... ... . . . . . . e 1995
Processinga SETUP packet .. ... ... .. i 1997
Bulk OUT transaction . . . . ... . ... 2004

RMO0432 Rev 4 73/2069




List of figures RMO0432

Figure 600. TRDT max timing Case . . . . . ...ttt e e 2012
Figure 601. A-device SRP . .. ... . e 2013
Figure 602. B-device SRP . .. ... . e 2014
Figure 603. A-device HNP . .. ... e 2015
Figure 604. B-device HNP . . . ... e 2017
Figure 605. Block diagram of STM32 MCU and Cortex®-M4-level debug support . . ............ 2019
Figure 606. SWJ debug port . ... ... . 2021
Figure 607. JTAG TAP CONNECtioNS . . . .. ..o e e 2025
Figure 608. TPIU block diagram . .. ... ... e 2044

3

74/2069 RM0432 Rev 4




RM0432

Documentation conventions

1 Documentation conventions

1.1 General information
The STM32L4Rxxx and STM32L4Sxxx devices have an Arm®@) Cortex®-M4 core

arm

1.2 List of abbreviations for registers

The following abbreviations®) are used in register descriptions:

read/write (rw)
read-only (r)
write-only (w)

read/clear writeO (rc_wO0)

read/clear write1 (rc_w1)

read/clear write (rc_w)

read/clear by read (rc_r)

read/set by read (rs_r)

read/set (rs)

read/write once (rwo)

toggle (t)

Software can read and write to this bit.
Software can only read this bit.
Software can only write to this bit. Reading this bit returns the reset value.

Software can read as well as clear this bit by writing 0. Writing 1 has no
effect on the bit value.

Software can read as well as clear this bit by writing 1. Writing 0 has no
effect on the bit value.

Software can read as well as clear this bit by writing to the register. The
value written to this bit is not important.

Software can read this bit. Reading this bit automatically clears it to 0.
Writing this bit has no effect on the bit value.

Software can read this bit. Reading this bit automatically sets it to 1.
Writing this bit has no effect on the bit value.

Software can read as well as set this bit. Writing 0 has no effect on the bit
value.

Software can only write once to this bit and can also read it at any time.
Only a reset can return the bit to its reset value.

The software can toggle this bit by writing 1. Writing 0 has no effect.

read-only write trigger (rt_w1) Software can read this bit. Writing 1 triggers an event but has no effect on

Reserved (Res.)

the bit value.

Reserved bit, must be kept at reset value.

a. Armis a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.

b. This is an exhaustive list of all abbreviations applicable to STM microcontrollers, some of them may not be
used in the current document.
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1.3

1.4
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Glossary

This section gives a brief definition of acronyms and abbreviations used in this document:

Word: data of 32-bit length.
Half-word: data of 16-bit length.
Byte: data of 8-bit length.

IAP (in-application programming): IAP is the ability to re-program the Flash memory
of a microcontroller while the user program is running.

ICP (in-circuit programming): ICP is the ability to program the Flash memory of a
microcontroller using the JTAG protocol, the SWD protocol or the bootloader while the
device is mounted on the user application board.

Option bytes: product configuration bits stored in the Flash memory.
OBL: option byte loader.

AHB: advanced high-performance bus.

APB: advanced peripheral bus.

Availability of peripherals

For availability of peripherals and their number across all sales types, refer to the particular
device datasheet.
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2 System and memory overview
2.1 System architecture

3

The main system consists of 32-bit multilayer AHB bus matrix that interconnects:
e Up to nine masters:

Cortex®-M4 with FPU core I-bus

Cortex®-M4 with FPU core D-bus

Cortex®-M4 with FPU core S-bus

DMA1

DMA2

DMA2D (Chrom-Art Accelerator™) memory bus
LCD-TFT Controller DMA-bus

SDMMC1 bus

GFXMMU (Chrom-GRC™) bus

e Up to eleven slaves:

Internal Flash memory on the ICode bus
Internal Flash memory on DCode bus
Internal SRAM1 (192 KB)

Internal SRAM2 (64 KB)

Internal SRAM3 (384 KB)

GFXMMU (Chrom-GRC™)

AHB1 peripherals including AHB to APB bridges and APB peripherals (connected
to APB1 and APB2)

AHB2 peripherals

Flexible Memory Controller (FMC)
OCTOSPI1

OCTOSPI2

The bus matrix provides access from a master to a slave, enabling concurrent access and
efficient operation even when several high-speed peripherals work simultaneously. This
architecture is shown in Figure 1:
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Figure 1. System architecture

®
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211 I-bus

This bus connects the instruction bus of the Cortex®-M4 core to the BusMatrix. This bus is
used by the core to fetch instructions. The target of this bus is a memory containing code
(either internal Flash memory, internal SRAM or external memories through the FMC or
OCTOSPIs).

2.1.2 D-bus

This bus connects the data bus of the Cortex®-M4 core to the BusMatrix. This bus is used

by the core for literal load and debug access. The target of this bus is a memory containing
code (either internal Flash memory, internal SRAM or external memories through the FMC
or OCTOSPIs).

21.3 S-bus

This bus connects the system bus of the Cortex®-M4 core to the BusMatrix. This bus is
used by the core to access data located in a peripheral or SRAM area. The targets of this
bus are the internal SRAM, the AHB1 peripherals including the APB1 and APB2
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2.1.5

2.1.6

2.1.7

21.8

21.9

3

peripherals, the AHB2 peripherals and the external memories through the OCTOSPI or the
FMC.

The SRAM2 is also accessible on this bus to allow continuous mapping with SRAM1 and
SRAMS3.

DMA-bus

This bus connects the AHB master interface of the DMA to the BusMatrix.The targets of this
bus are the SRAM1,SRAM2 and SRAM3, the AHB1 peripherals including the APB1 and
APB2 peripherals, the AHB2 peripherals and the external memories through the OCTOSPI
or the FMC.

DMA2D-bus

This bus connects the AHB master interface of the DMA2D to the BusMatrix. The targets of
this bus are the SRAM1, SRAM2 and SRAM3 and external memories through the OCTOSPI
or the FMC.

LCD-TFT Controller DMA bus

This bus connects the LCD controller DMA master interface to the BusMatrix. The targets of
this bus are data memories: internal SRAMs (SRAM1, SRAM2, SRAM3), internal Flash
memory or external memories through FMC or OCTOSPI.

SDMMC Controller DMA bus

This bus connects the SDMMC1 DMA master interface to the BusMatrix. This bus is used
only by the SDMMC1 DMA to load/store data from/to memory. The targets of this bus are
data memories: internal SRAMs (SRAM1, SRAM2, SRAM3), internal Flash memory or
external memories through FMC or OCTOSPI.

GFXMMU-bus

This bus connects the GFXMMU (Chrom-GRC™) AHB master interface to the BusMatrix.
The targets of this bus are data memories: internal SRAMs (SRAM1, SRAM2, SRAM3),
internal Flash memory or external memories through FMC or OCTOSPI.

BusMatrix

The BusMatrix manages the access arbitration between masters. The arbitration uses a
Round Robin algorithm. The BusMatrix is composed of up to nine masters (CPU AHB,
system bus, DCode bus, ICode bus, DMA1, DMA2, DMA2D, SDMMC1, LCD-TFT and the
GFXMMU) and up to eleven slaves (FLASH, SRAM1, SRAM2, SRAM3, AHB1 (including
APB1 and APB2), AHB2, OCTOSTPI1, OCTOSPI2 and FMC).

AHB/APB bridges

The two AHB/APB bridges provide full synchronous connections between the AHB and the
two APB buses, allowing flexible selection of the peripheral frequency.

Refer to Section 2.2.2: Memory map and register boundary addresses on page 82 for the
address mapping of the peripherals connected to this bridge.
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After each device reset, all peripheral clocks are disabled (except for the SRAM1/2 and

Flash memory interface). Before using a peripheral you have to enable its clock in the
RCC_AHBXENR and the RCC_APBXENR registers.

When a 16- or 8-bit access is performed on an APB register, the access is transformed into
a 32-bit access: the bridge duplicates the 16- or 8-bit data to feed the 32-bit vector.
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2.2 Memory organization

2.21 Introduction

Program memory, data memory, registers and I/O ports are organized within the same linear
4-Gbyte address space.

The bytes are coded in memory in Little Endian format. The lowest numbered byte in a word
is considered the word'’s least significant byte and the highest numbered byte the most
significant.

The addressable memory space is divided into eight main blocks, of 512 Mbytes each.
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2.2.2 Memory map and register boundary addresses

Figure 2. Memory map

OxFFFF FFFF OxBFFF FFFF
™_ Reserved
Cortex™-M4 0xA000 1800
with FPU .
Internal OctoSPI registers
Peripherals 0xA000 1000 .
FMC registers
0xE000 0000 0xA000 0000
Ox5FFF FFFF
R g Reserved
SSeve 0x5006 0C00
AHB2
0x4800 0000
0xC000 0000 Reserved
0x4002 4400
FMC and AHB1
OctoSPI 0x4002 0000
registers Reserved
0x4001 6400
0xA000 0000 APB2
0x4001 0000
OctoSPI bank1 Reserved
0x4000 9800
0x9000 0000 APB1
FMC bank3 0x4000 0000
0x8000 0000 Ox1FFF FFFF .
Reserved Ox1FFF F810
Option Bytes
0x7000 0000 0x1FFF F800
Reserved
FMC bank1 0x1FFF F000
0x6000 0000 System memory
0x1FFF 8000
Reserved
O0x1FFF 7810
OctoSPI bank2 Options Bytes
0x1FFF 7800
Reserved
0x1FFF 7400
Peripheral
0x4000 0000 eripherals OTP area
GFXMMU 0x1FFF 7000
Virtual Buffer System memory
Reserved Reserved
0x200A 0000
SRAM3
0x2004 0000
SRAM2 0x1001 0000
0x2003 0000 SRAM2
SRAM1 0x1000 0000
0x2000 0000 FeservEd
0x0810 0000
Flash memory
CODE 0x0800 0000
Reserved
0x0010 0000
Flash, system memory
0x0000 0000 or SRAM, depending on
0x0000 0000 BOOT COnﬁgUratiOn

I:I Reserved

MSv44746V1
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All the memory map areas that are not allocated to on-chip memories and peripherals are
considered “Reserved”. For the detailed mapping of available memory and register areas,

refer to the following table.

The following table gives the boundary addresses of the peripherals available in the

devices.

Table 1. STM32L4Rxxx and STM32L4Sxxx memory map and peripheral register boundary

addresses
Bus Boundary address Size Peripheral Peripheral register ma
ry (bytes) p p () p
0xA000 1800 - OXDFFF FFFF 1 KB Reserved -
0xA000 1400 - 0XA000 17FF 1KB OCTOSPIZ Segtlon 19.6.23: OCTOSPI
registers register map
- 0xA000 1000 - 0XA000 13FF 1KB OCTOSPI1 Sec_t/on 19.6.23: OCTOSPI
registers register map
0xA000 0400 - 0xA000 OFFF 1 KB Reserved -
0xA000 0000 - 0xA000 O3FF 1 KB FSMC registers | Section 18.7: FSMC register map

3
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Table 1. STM32L4Rxxx and STM32L4Sxxx memory map and peripheral register boundary

addresses (continued)

Size . . .
Bus Boundary address (bytes) Peripheral Peripheral register map
0x5006 2000 - Ox5FFF FFFF ~260 MB Reserved -
0x5006 2400 - 0x5006 27FF 1KB SDMMC1 Section 48.8.20: SDMMC register
map
0x5006 2000 - 0x5006 23FF 1 KB Reserved -
0x5006 1C00 - 0x5006 1FFF 1 KB OCTOSPIM Section 20.4.?: OctoSPI 10
Manager register map
0x5006 0CO00 - 0x5006 1BFF 4 KB Reserved -
0x5006 0800 - 0x5006 OBFF 1KB RNG Section 31.8.4: RNG register
map
0x5006 0400 - 0x5006 O7FF 1 KB HASH Section 33.6.8: HASH register
map
0x5006 0000 - 0x5006 03FF 1KB AES Section 17.7.18: AES register
map
0x5005 0800 - 0x5005 FFFF 61 KB Reserved -
0x5005 0400 - 0x5005 O7FF 1 KB Reserved -
0x5005 0000 - 0x5005 03FF 1KB DCMI Section 23.7.12: DCMI register
map
0x5004 0400 - 0x5004 FFFF 62 KB Reserved -
0x5004 0000 - 0x5004 03FF 1KB ADC Section 21.7.3: ADC register map
on page 664
AHB2 -
0x5000 0000 - 0x5003 FFFF 16 KB OTG_FS Segt/on 50.15.54: OTG_FS
register map
0x4800 2400 - Ox4FFF FFFF ~127 MB Reserved -
0x4800 2000 - 0x4800 23FF 1KB GPIOI Section 8.4.12: GPIO register
map
0x4800 1C00 - 0x4800 1FFF 1KB GPIOH Section 8.4.12: GPIO register
map
0x4800 1800 - 0x4800 1BFF 1 KB GPIOG Section 8.4.12: GPIO register
map
0x4800 1400 - 0x4800 17FF 1KB GPIOF Section 8.4.12: GPIO register
map
0x4800 1000 - 0x4800 13FF 1KB GPIOE Section 8.4.12: GPIO register
map
0x4800 0CO00 - 0x4800 OFFF 1 KB GPIOD Section 8.4.12: GPIO register
map
0x4800 0800 - 0x4800 OBFF 1KB GPIOC Section 8.4.12: GPIO register
map
0x4800 0400 - 0x4800 O7FF 1KB GPIOB Section 8.4.12: GPIO register
map
0x4800 0000 - 0x4800 O3FF 1 KB GPIOA S‘;(;t/on 8.4.12: GPIO register
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Table 1. STM32L4Rxxx and STM32L4Sxxx memory map and peripheral register boundary

addresses (continued)

Size . . .
Bus Boundary address (bytes) Peripheral Peripheral register map
0x4002 FOOO - 0x47FF FFFF ~127 MB Reserved -
0x4002 C000 - 0x4002 EFFF 1KB GFXMMU Section 14.5.11: Graphic MMU
register map
0x4002 BCOO - 0x4002 BBFF 1 KB Reserved -
0x4002 BO0O - 0x4002 BBFF 3KB DMA2D Section 13.5.21: DMA2D register
map
0x4002 4400 - 0x4002 AFFF 26 KB Reserved -
0x4002 4000 - 0x4002 43FF 1KB TSC Section 30.6.11: TSC register
map
0x4002 3400 - 0x4002 3FFF 1 KB Reserved -
0x4002 3000 - 0x4002 33FF 1 KB CRC Section 17.4.6: CRC register map
AHB1 0x4002 2400 - 0x4002 2FFF 3 KB Reserved -
0x4002 2000 - 0x4002 23FF 1KB FLASH Section 3.7.13: FLASH register
registers map
0x4002 1400 - 0x4002 1FFF 3 KB Reserved -
0x4002 1000 - 0x4002 13FF 1 KB RCC Section 6.4.33: RCC register map
0x4002 0800 - 0x4002 OFFF 2 KB Reserved -
0x4002 0400 - 0x4002 O7FF 1KB DMA2 Section 11.6.7: DMA register map
and reset values
0x4002 0800 - 0x4002 OBFF 1 KB DMAMUX1 Segtlon 12.6.7: DMAMUX
register map
0x4002 0CO00 - 0x4002 OFFF 1 KB Reserved -
0x4002 0000 - 0x4002 03FF 1KB DMA1 Section 11.6.7: DMA register map

and reset values

3
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Table 1. STM32L4Rxxx and STM32L4Sxxx memory map and peripheral register boundary

addresses (continued)

Size . . .
Bus Boundary address (bytes) Peripheral Peripheral register map

0x4001 7400 - 0x4001 FFFF 33 KB Reserved -

0x4001 6C00 - 0x4001 73FF 1 KB DSIHOST Section 29.17: DSI Host register
map

0x4001 6800 - 0x4001 6BFF 1 KB LCD-TFT Section 28.7.26: LTDC register
map

0x4001 6000 - 0x4001 67FF 2 KB DESDMA1 Section 27.8.16: DFSDM register
map

0x4001 5C00 - 0x4001 5FFF 1 KB Reserved -

0x4001 5800 - 0x4001 5BFF 1KB SAI2 Section 47.5.20: SAl register map

0x4001 5400 - 0x4001 57FF 1KB SAI1 Section 47.5.20: SAl register map

0x4001 4C00 - 0x4001 53FF 2 KB Reserved -

0x4001 4800 - 0x4001 4BFF 1KB TIM17 Secfion 36.6.20: TIM16/TIM17
register map

0x4001 4400 - 0x4001 47FF 1 KB TIM16 Segt/on 36.6.20: TIM16/TIM17
register map

0x4001 4000 - 0x4001 43FF 1KB TIM15 Section 36.5.20: TIM15 register
map

0x4001 3C00 - 0x4001 3FFF 1KB Reserved -

APB2 ; ; ;

0x4001 3800 - 0x4001 3BFF 1KB USARTA Section 31.8.12: USART register
map

0x4001 3400 - 0x4001 37FF 1KB TIM8 Section 34.4.31: TIMS8 register
map

0x4001 3000 - 0x4001 33FF 1 KB SPI1 Section 46.6.8: SPI register map

0x4001 2C00 - 0x4001 2FFF 1KB TIM1 Section 34.4.30: TIM1 register
map

0x4001 2000 - 0x4001 2BFF 3 KB Reserved -

0x4001 1C00 - 0x4001 1FFF 1KB FIREWALL Section 4.4.8: Firewall register
map

0x4001 0800- 0x4001 1BFF 5 KB Reserved -

0x4001 0400 - 0x4001 O7FF 1KB EXTI Section 13.5.13: EXTI register
map

0x4001 0200 - 0x4001 O3FF 1KB COMP Section 25.6.3: COMP register
map

0x4001 0030 - 0x4001 O1FF 1 KB VREFBUF Sec_t/on 24.3.3: VREFBUF
register map

0x4001 0000 - 0x4001 002F 1KB SYSCFG ;teacglon 9.2.11: SYSCFG register
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Table 1. STM32L4Rxxx and STM32L4Sxxx memory map and peripheral register boundary

addresses (continued)

Size . . .
Bus Boundary address (bytes) Peripheral Peripheral register map
0x4000 9800 - 0x4000 FFFF 26 KB Reserved -
0x4000 9400 - 0x4000 97FF 1KB LPTIM2 ;‘;‘I’f’on 36.7.11: LPTIM register
0x4000 8C00 - 0x4000 93FF 3KB Reserved -
0x4000 8400 - 0x4000 87FF 1 KB 12C4 Section 43.7.12: I12C register map
0x4000 8000 - 0x4000 83FF 1KB LPUARTA Section 45.5.11: LPUART
register map

0x4000 7C00 - 0x4000 7FFF 1KB LPTIM1 ;‘;‘I’f’on 38.7.11: LPTIM register
0x4000 7800 - 0x4000 7BFF 1KB OPAMP ;Z‘;f"’” 20.5.4: OPAMP register
0x4000 7400 - 0x4000 77FF 1KB DACH fq:‘g"’” 22.7.21: DAC register

APB1 Section 5.4.20: PWR register
0x4000 7000 - 0x4000 73FF 1KB PWR 420 g

map and reset value table

0x4000 6800 - 0x4000 6FFF 2 KB Reserved -
0x4000 6400 - 0x4000 67FF 1KB CAN1 ;Z‘;f’on 49.9.5: bxCAN register
0x4000 6000 - 0x4000 63FF 1 KB CRS Section 7.6.5: CRS register map
0x4000 5C00- 0x4000 S5FFF 1KB 12C3 Section 43.7.12: 12C register map
0x4000 5800 - 0x4000 5BFF 1KB 12C2 Section 43.7.12: 12C register map
0x4000 5400 - 0x4000 57FF 1KB 12C1 Section 43.7.12: 12C register map
0x4000 5000 - 0x4000 53FF 1KB UART5 ;Z‘;f’on 31.8.12: USART register
0x4000 4C00 - 0x4000 4FFF 1KB UART4 i‘;‘;}t"’” 31.8.12: USART register

3
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Table 1. STM32L4Rxxx and STM32L4Sxxx memory map and peripheral register boundary
addresses (continued)

Size . . .

Bus Boundary address (bytes) Peripheral Peripheral register map
0x4000 4800 - 0x4000 4BFF 1KB USART3 ii;t"’” 31.8.12: USART register
0x4000 4400 - 0x4000 47FF 1KB USART2 ;Z‘;j’o” 31.8.12: USART register
0x4000 4000 - 0x4000 43FF 1 KB Reserved -
0x4000 3C00 - 0x4000 3FFF 1 KB SPI3 Section 46.6.8: SPI register map
0x4000 3800 - 0x4000 3BFF 1 KB SPI2 Section 46.6.8: SPI register map
0x4000 3400 - 0x4000 37FF 1 KB Reserved -
0x4000 3000 - 0x4000 33FF 1KB IWDG ;Z‘;j’o” 40.4.6: IWDG register
0x4000 2C00 - 0x4000 2FFF 1KB WWDG i’z(;f’o” 41.4.4: WWDG register

APB1 | 0X4000 2800 - 0x4000 2BFF 1KB RTC Sg;“"” 42.6.21: RTC register
0x4000 1800 - 0x4000 23FF 4 KB Reserved -
0x4000 1400 - 0x4000 17FF 1KB TIM7 Section 37.4.9: TIM6/TIM7
register map
0x4000 1000 - 0x4000 13FF 1KB TIM6 Section 37.4.9: TIM6/TIM?
register map
0x4000 0CO0- 0x4000 OFFF 1KB TIMS ;‘;‘Z"’” 35.4.23: TiMx register
0x4000 0800 - 0x4000 OBFF 1KB TIM4 ;Z‘Z’O” 35.4.23: TIMx register
0x4000 0400 - 0x4000 O7FF 1KB  [TIM3 ;‘;‘g’o” 35.4.23: TiMx register
0x4000 0000 - 0x4000 03FF 1KB TIM2 ;‘;‘Z"’” 35.4.23: TIMx register
2.3 Bit banding
The Cortex®-M4 memory map includes two bit-band regions. These regions map each word
in an alias region of memory to a bit in a bit-band region of memory. Writing to a word in the
alias region has the same effect as a read-modify-write operation on the targeted bit in the
bit-band region.
In the STM324Rxxx and STM32L4Sxxx devices both the peripheral registers and the SRAM
are mapped to a bit-band region, so that single bit-band write and read operations are
allowed. The operations are only available for Cortex®-M4 accesses, and not from other bus
masters (e.g. DMA).
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A mapping formula shows how to reference each word in the alias region to a corresponding
bit in the bit-band region. The mapping formula is:

bit_word_addr = bit_band_base + (byte_offset x 32) + (bit_number x 4)
where:

—  bit_word_addr is the address of the word in the alias memory region that maps to
the targeted bit

—  bit_band_base is the starting address of the alias region

—  byte offset is the number of the byte in the bit-band region that contains the
targeted bit

—  bit_number is the bit position (0-7) of the targeted bit

Example

The following example shows how to map bit 2 of the byte located at SRAM1 address
0x20000300 to the alias region:

0x22006008 = 0x22000000 + (0x300*32) + (2*4)

Writing to address 0x22006008 has the same effect as a read-modify-write operation on bit
2 of the byte at SRAM1 address 0x20000300.

Reading address 0x22006008 returns the value (0x01 or 0x00) of bit 2 of the byte at SRAM1
address 0x20000300 (0x01: bit set; 0x00: bit reset).

For more information on bit-banding, refer to the Cortex®-M4 programming manual (see
Related documents on page 1).

Embedded SRAM

The STM32L4Rxxx and STM32L4Sxxx devices feature up to 640 Kbytes SRAM:
e 192 Kbytes SRAM1

e 64 Kbytes SRAM2

e 384 Kbytes SRAM3

These SRAM can be accessed as bytes, half-words (16 bits) or full words (32 bits). These
memories can be addressed at maximum system clock frequency without wait state and
thus by both CPU and DMA.

The CPU can access the SRAM1 through the system bus or through the ICode/DCode
buses when boot from SRAM1 is selected or when physical remap is selected

(Section 9.2.1: SYSCFG memory remap register (SYSCFG_MEMRMP) in the SYSCFG
controller). To get the maximum performance on SRAM1 execution, physical remap should
be selected (boot or software selection).

Execution can be performed from CCM SRAM with maximum performance without any
remap thanks to access through ICode bus.

The SRAM2 is aliased at address 0x2004 0000, offering a continuous address space with
the SRAM1 and SRAM3.

SRAM2 parity check

The user can enable the SRAM2 parity check using the option bit SRAM2_PE in the user
option byte (refer to Section 3.4.1: Option bytes description).
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Note:

2.4.2

90/2069

The data bus width is 36 bits because 4 bits are available for parity check (1 bit per byte) in
order to increase memory robustness, as required for instance by Class B or SIL norms.

The parity bits are computed and stored when writing into the SRAM2. Then, they are
automatically checked when reading. If one bit fails, an NMI is generated. The same error
can also be linked to the BRK_IN Break input of TIM1/TIM8/TIM15/TIM16/TIM17, with the
SPL control bit in the SYSCFG configuration register 2 (SYSCFG_CFGR2). The SRAM2
Parity Error flag (SPF) is available in the SYSCFG configuration register 2

(SYSCFG_CFGR2).

When enabling the RAM parity check, it is advised to initialize by software the whole RAM
memory at the beginning of the code, to avoid getting parity errors when reading non-

initialized locations.

SRAM2 Write protection

The SRAM2 can be write protected with a page granularity of 1 Kbyte.

Table 2. SRAM2 organization

Page number Start address End address
Page 0 0x1000 0000 0x1000 O3FF
Page 1 0x1000 0400 0x1000 O7FF
Page 2 0x1000 0800 0x1000 OBFF
Page 3 0x1000 0C00 0x1000 OFFF
Page 4 0x1000 1000 0x1000 13FF
Page 5 0x1000 1400 0x1000 17FF
Page 6 0x1000 1800 0x1000 1BFF
Page 7 0x1000 1C00 0x1000 1FFF
Page 8 0x1000 2000 0x1000 23FF
Page 9 0x1000 2400 0x1000 27FF
Page 10 0x1000 2800 0x1000 2BFF
Page 11 0x1000 2C00 0x1000 2FFF

Page 12 0x1000 3000 0x1000 33FF
Page 13 0x1000 3400 0x1000 37FF
Page 14 0x1000 3800 0x1000 3BFF
Page 15 0x1000 3C00 0x1000 3FFF
Page 16 0x1000 4000 0x1000 43FF
Page 17 0x1000 4400 0x1000 47FF
Page 18 0x1000 4800 0x1000 4BFF
Page 19 0x1000 4C00 0x1000 4FFF
Page 20 0x1000 5000 0x1000 53FF
Page 21 0x1000 5400 0x1000 57FF
Page 22 0x1000 5800 0x1000 5BFF
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Table 2. SRAM2 organization (continued)

Page number Start address End address
Page 23 0x1000 5C00 0x1000 5FFF
Page 24 0x1000 6000 0x1000 63FF
Page 25 0x1000 6400 0x1000 67FF
Page 26 0x1000 6800 0x1000 6BFF
Page 27 0x1000 6C00 0x1000 6FFF
Page 28 0x1000 7000 0x1000 73FF
Page 29 0x1000 7400 0x1000 77FF
Page 30 0x1000 7800 0x1000 7BFF
Page 31 0x1000 7C00 0x1000 7FFF
Page 32 0x1000 8000 0x1000 83FF
Page 33 0x1000 8400 0x1000 87FF
Page 34 0x1000 8800 0x1000 8BFF
Page 35 0x1000 8C00 0x1000 8FFF
Page 36 0x1000 9000 0x1000 93FF
Page 37 0x1000 9400 0x1000 97FF
Page 38 0x1000 9800 0x1000 9BFF
Page 39 0x1000 9C00 0x1000 9FFF
Page 40 0x1000 A00O 0x1000 A3FF
Page 41 0x1000 A400 0x1000 A7FF
Page 42 0x1000 A800 0x1000 ABFF
Page 43 0x1000 AC00 0x1000 AFFF
Page 44 0x1000 B0OO 0x1000 B3FF
Page 45 0x1000 B400 0x1000 B7FF
Page 46 0x1000 B800 0x1000 BBFF
Page 47 0x1000 BCOO 0x1000 BFFF
Page 48 0x1000 C000 0x1000 C3FF
Page 49 0x1000 C400 0x1000 C7FF
Page 50 0x1000 C800 0x1000 CBFF
Page 51 0x1000 CCO00 0x1000 CFFF
Page 52 0x1000 D000 0x1000 D3FF
Page 53 0x1000 D400 0x1000 D7FF
Page 54 0x1000 D800 0x1000 DBFF
Page 55 0x1000 DCOO0 0x1000 DFFF
Page 56 0x1000 E00O 0x1000 E3FF
Page 57 0x1000 E400 0x1000 E7FF
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Table 2. SRAM2 organization (continued)

Page number Start address End address
Page 58 0x1000 E800 0x1000 EBFF
Page 59 0x1000 EC00 0x1000 EFFF
Page 60 0x1000 F000 0x1000 F3FF
Page 61 0x1000 F400 0x1000 F7FF
Page 62 0x1000 F800 0x1000 FBFF
Page 63 0x1000 FCO00 0x1000 FFFF

The write protection can be enabled in SYSCFG SRAM?2 write protection register
(SYSCFG_SWPR) in the SYSCFG block. This is a register with write ‘1’ once mechanism,
which means by writing ‘1’ on a bit it will setup the write protection for that page of SRAM
and it can be removed/cleared by a system reset only.

243 SRAM2 Read protection

The SRAMZ2 is protected with the Read protection (RDP). Refer to Section 3.5.1: Read
protection (RDP) for more details.

244 SRAM2 Erase

The SRAM2 can be erased with a system reset using the option bit SRAM2_RST in the user
option byte (refer to Section 3.4.1: Option bytes description).

The SRAM2 erase can also be requested by software by setting the bit SRAM2ER in the
SYSCFG SRAM?2 control and status register (SYSCFG_SCSR).

2.5 Flash memory overview

The Flash memory is composed of two distinct physical areas:

e  The main Flash memory block. It contains the application program and user data if
necessary.

e The information block. It is composed of three parts:

—  Option bytes for hardware and memory protection user configuration.

—  System memory that contains the ST proprietary code.

—  OTP (one-time programmable) area
The Flash interface implements instruction access and data access based on the AHB
protocol. It also implements the logic necessary to carry out the Flash memory operations

(program/erase) controlled through the Flash registers Refer to Section 3: Embedded Flash
memory (FLASH) for more details.

3

92/2069 RM0432 Rev 4




RM0432

2.6 Boot configuration
2.6.1 Boot configuration
Three different boot modes can be selected through the BOOTO pin or the nBOOTO bit into
the FLASH_OPTR register (if the nSWBOOTO bit is cleared into the FLASH_OPTR
register), and nBOOT1 bit in FLASH_OPTR register, as shown in the following table.
Table 3. Boot modes
nBOOT1 nBOOTO BOOTO nSWBOOTO Main Flash Boot Memory Space
FLASH_OPTR[23] | FLASH_OPTR[27] | pin PH3 | FLASH_OPTR][26] empty(1) Alias
X X 0 1 0 Main Flash memory is
selected as boot area
X X 0 1 1 System memory is
selected as boot area
X 1 X 0 X Main Flash memory is
selected as boot area
0 X 1 1 X Embedded SRAM1 is
selected as boot area
0 0 X 0 X Embedded SRAM1 is
selected as boot area
1 X 1 1 X System memory is
selected as boot area
1 0 X 0 X System memory is
selected as boot area

1. AFlash empty check mechanism is implemented to force the boot from system Flash if the first Flash memory location is
not programmed (OxFFFF FFFF) and if the boot selection was configured to boot from the main Flash.

3

The values on both BOOTO pin (coming from the pin or the option bit) and nBOOT1 bit are
latched upon reset release. It is up to the user to set nBOOT1 and BOOTO to select the
required boot mode.

The BOOTO pin or user option bit (depending on the nSWBOOTO bit value in the
FLASH_OPTR register), and nBOOT1 bit are also re-sampled when exiting from Standby
mode. Consequently, they must be kept in the required Boot mode configuration in Standby
mode. After this startup delay has elapsed, the CPU fetches the top-of-stack value from
address 0x0000 0000, then starts code execution from the boot memory at 0x0000 0004.

Depending on the selected boot mode, main Flash memory, system memory or SRAM1 is

accessible as follows:

e  Boot from main Flash memory: the main Flash memory is aliased in the boot memory
space (0x0000 0000), but still accessible from its original memory space
(0x0800 0000). In other words, the Flash memory contents can be accessed starting
from address 0x0000 0000 or 0x0800 0000.

e  Boot from system memory: the system memory is aliased in the boot memory space
(0x0000 0000), but still accessible from its original memory space (0x1FFF 0000).

e  Boot from the embedded SRAM1: the SRAM1 is aliased in the boot memory space
(0x0000 0000), but it is still accessible from its original memory space (0x2000 0000).
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Note:

PH3/BOOTO0 GPIO is configured in:

¢ Input mode during the complete reset phase if the option bit nSWBOOTO is set into the
FLASH_OPTR register and then switches automatically in analog mode after reset is
released (BOOTO pin).

e Input mode from the reset phase to the completion of the option byte loading if the bit
nSWBOOTO is cleared into the FLASH_OPTR register (BOOTO value coming from the
option bit). It switches then automatically to the analog mode even if the reset phase is
not complete.

When the device boots from SRAM, in the application initialization code, you have to
relocate the vector table in SRAM using the NVIC exception table and the offset register.
When booting from the main Flash memory, the application software can either boot from
bank 1 or from bank 2. By default, boot from bank 1 is selected.

To select boot from Flash memory bank 2, set the BFB2 bit in the user option bytes. When
this bit is set and the boot pins are in the boot from main Flash memory configuration, the
device boots from system memory, and the boot loader jumps to execute the user
application programmed in Flash memory bank 2. For further details, please refer to
AN2606.

Physical remap

Once the boot pins mode is selected, the application software can modify the memory
accessible in the code area (in this way the code can be executed through the ICode bus in
place of the System bus). This modification is performed by programming the SYSCFG

memory remap register (SYSCFG_MEMRMP) in the SYSCFG controller.
The following memories can thus be remapped:

e Main Flash memory

e System memory
e Embedded SRAM1 (192 KB)

e FSMC bank 1 (NOR/PSRAM 1 and 2)
e OctoSPI (OCTOSPI1 or OSCTOSPI2) memory

Table 4. Memory mapping versus boot mode/physical remap

Boot/remapin

Boot/remapin

Boot/remapin

Options bytes

Options bytes

Options bytes

Options bytes

Addresses main Flash embedded system Remap in Remap in
FSMC OCTOSPI
memory SRAM 1 memory
0x2000 0000 - 0x2002 FFFF | SRAM1 SRAM1 SRAM1 SRAM1 SRAM1
System System System System System
Ox1FFF 7000 - Ox1FFF FFFF | memory/OTP/ | memory/OTP/ | memory/OTP/ | memory/OTP/ | memory/OTP/

Options bytes

0x1000 8000 - OX1FFE FFFF | Reserved Reserved Reserved Reserved Reserved
0x1000 0000 - 0x1000 FFFF | SRAM2 SRAM2 SRAM2 SRAM2 SRAM2
0x0820 0000 - OXOFFF FFFF |Reserved Reserved Reserved Reserved Reserved

0x0800 0000 - 0x081F FFFF

Flash memory

Flash memory

Flash memory

Flash memory

Flash memory
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Table 4. Memory mapping versus boot mode/physical remap (continued)

Boot/remapin | Boot/remapin | Boot/remapin Remab in Remab in
Addresses main Flash embedded system P P
FSMC OCTOSPI
memory SRAM 1 memory
FSMC bank 1
NOR/ OCTOSPI
0x0400 0000 - 0x07FF FFFF |Reserved Reserved Reserved PSRAM 2 bank (128 MB)
(128 MB) Aliased
Aliased
FSMC bank 1
NOR/ OCTOSPI
0x0010 0000 - 0x03FF FFFF |Reserved Reserved Reserved PSRAM 1 bank (128 MB)
(128 MB) Aliased
Aliased
System FSMC bank 1
SRAM1 NOR/ OCTOSPI
0x0000 0000 - 0x001F FFFF
X o Flash (2MB) | 195 kg) memory PSRAM 1 bank (128 MB)
M@ Aliased ) (28 KB) :
Aliased ) (128 MB) Aliased)
Aliased :
Aliased)

1. When the FSMC is remapped at address 0x0000 0000, only the first two regions of bank 1 memory controller
(bank 1 NOR/PSRAM 1 and NOR/PSRAM 2) can be remapped. When the OCTOSPI is remapped at address
0x0000 0000, only 128 MB are remapped. In remap mode, the CPU can access the external memory via
ICode bus instead of system bus, which boosts up the performance.

2. Even when aliased in the boot memory space, the related memory is still accessible at its original memory

space.

Embedded boot loader

The embedded boot loader is located in the system memory, programmed by ST during
production. Refer to AN2606 STM32 microcontroller system memory boot mode.

3
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Embedded Flash memory (FLASH) RMO0432

3 Embedded Flash memory (FLASH)

3.1 Introduction

The Flash memory interface manages CPU AHB ICode and DCode accesses to the Flash
memory. It implements the erase and program Flash memory operations and the read and
write protection mechanisms.

The Flash memory interface accelerates code execution with a system of instruction
prefetch and cache lines.

3.2 FLASH main features

Up to 2 Mbytes of Flash memory with dual-bank architecture supporting read-while-
write capability (RWW).

Flash memory read operations with two data width modes supported:

—  Single-bank mode DBANK=0: read access of 128 bits

—  Dual-bank mode DBANK=1: read access of 64 bits

Page erase, bank erase and mass erase (both banks)

Flash memory interface features:

96/2069

Flash memory read operations
Flash memory program/erase operations
Read protection activated by option (RDP)

4 Write protection areas (2 per bank when DBANK=1 and 4 for full memory when
DBANK=0)

2 proprietary code read protection areas (1 per bank when DBANK=1, 2 for all memory
when DBANK=0)

Flash empty check

Prefetch on ICODE

Instruction Cache: 32 cache lines of 4 x 64 or 2 x 128 bits on ICode (1 Kbyte RAM)
Data Cache: 8 cache lines of 4 x 64 bits or 2 x 128 on DCode (256 bytes RAM)
Error Code Correction ECC: 8 bits per 64-bit double-word

— DBANK=1: 8 + 64 = 72 bits, 2 bits detection, 1 bit correction

— DBANK=0: (8+64) + (8+64) = 144 bits, 2 bits detection, 1 bit correction

Option byte loader

Low-power mode

3
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The Flash memory has the following main features:

Capacity up to 2 Mbytes, in Single-bank mode (read width of 128 bits) or in Dual-bank
mode (read width of 64-bits)

Supports dual boot mode thanks to the BFB2 option bit (only in Dual-bank mode)
Dual-bank mode when DBANK bit is set:

— 2 Mbytes organized in 2 banks for main memory

— Page size of 4 Kbytes

— 72 bits wide data read (64 bits plus 8 ECC bits)

— Bank and Mass erase

Single-bank mode when DBANK is reset:

— 2 Mbytes organized in one single-bank for main memory
— Page size of 8 Kbytes

— 144 bits wide data read (64 bits plus 2x8 ECC bits)

— Mass erase

The Flash memory is organized as follows:

A main memory block organized depending on the dual-bank configuration bit:

—  When dual-bank is enabled (DBANK bit set), the Flash is divided in 2 banks of
1 Mbyte, and each bank is organized as follows:
The main memory block containing 256 pages of 4 Kbytes
Each page is composed of 8 rows of 512 bytes

—  When dual-bank is disabled (DBANK bit reset), the main memory block is
organized as one single-bank of 2 Mbytes as follows:
The main memory block containing 256 pages of 8 Kbytes
Each page is composed of 8 rows of 1024 bytes

Dual-bank organization on 1 Mbyte devices

The dual-bank feature on 1 Mbyte devices is enabled by setting the DB1M option bit.
The dual-bank memory organization is different from the single-bank: the single-bank
memory contains 256 pages of 8 Kbytes whereas the dual-bank memory each bank
contains 128 pages of 4 Kbytes.
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For erase operation, the right page numbering and address must be considered the
according to the DB1M option bit.

—  When the DB1M bit is reset, the erase operation must be performed on the
Bank 1.

— When the DB1M bit is set, to perform an erase operation on Bank 2, the page
number must be programmed (page number from 0 to 127) on Bank 2 at address
0x0801 0000 (same as sequence for page erase in Bank 2 as on 2 Mbytes
devices).

e Refer to Table 7: Flash module - 1 Mbyte dual-bank organization (64 bits read width)
and Table 8: Flash module - 1 Mbyte single-bank organization (128 bits read width) for
details on 1 Mbyte single-bank and 1 Mbyte dual-bank organizations.

e An Information block containing:

—  System memory from which the device boots in System memory boot mode. The
area is reserved for use by STMicroelectronics and contains the bootloader that is
used to reprogram the Flash memory through one of the following interfaces:
USART1, USART2, USARTS3, USB (DFU), 12C1, 12C2, 12C3, SPI1, SPI2, SPI3. It
is programmed by STMicroelectronics when the device is manufactured, and
protected against spurious write/erase operations. For further details, please refer
to the AN2606 available from www.st.com.

— 1 Kbyte (128 double word) OTP (one-time programmable) bytes for user data. The
OTP area is available in Bank 1 only. The OTP data cannot be erased and can be
written only once. If only one bit is at 0, the entire double word cannot be written
anymore, even with the value 0x0000 0000 0000 0000.

—  Option bytes for user configuration.

The memory organization is based on a main area and an information block as shown in the
tables below.

3
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Table 5. Flash module - 2 Mbytes dual-bank organization (64 bits read width)

Flash area Flash memory address Size (bytes) Name
0x0800 0000 - 0x0800 OFFF 4K Page 0
0x0800 1000 - 0x0800 1FFF 4K Page 1
0x0800 2000 - 0x0800 2FFF 4K Page 2
0x0800 3000 - 0x0800 3FFF 4K Page 3
Bank 1 - - i
0x080F FOO0O0 - 0x080F FFFF 4K Page 255
Main memory
0x0810 0000 - 0x0810 OFFF 4K Page 0
0x0810 1000 - 0x0810 1FFF 4K Page 1
0x0810 2000 - 0x0810 2FFF 4K Page 2
0x0810 3000 - 0x0810 3FFF 4K Page 3
Bank 2 _ _ i
0x081F FOO0O0 - 0x081F FFFF 4K Page 255
Bank 1 O0x1FFF 0000 - 0x1FFF 6FFF 28 K
System memory
Bank 2 0x1FFF 8000 - 0x1FFF EFFF 28K
Lr;;‘;rlinat'on Bank 1 0x1FFF 7000 - 0x1FFF 73FF 1K OTP area
Bank 1 0x1FF0 0000 - Ox1FFO 000F 16
Option bytes
Bank 2 O0x1FFO0 1000 - Ox1FFO 100F 16

Table 6. Flash module - 2 Mbytes single-bank organization (128 bits read width)

Flash area Flash memory address Size (bytes) Name
0x0800 0000 - 0x0800 1FFF 8K Page 0
0x0800 2000 - 0x0800 3FFF 8K Page 1
0x0800 4000 - 0x0800 5FFF 8K Page 2

Main memory - - -
0x0801 C000 0x0801 DFFF 8K Page 244
0x081F E000 - 0x081F FFFF 8K Page 255
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Table 6. Flash module - 2 Mbytes single-bank organization (128 bits read width)

Flash area Flash memory address Size (bytes) Name
Bank 1 0x1FFF 0000 - Ox1FFF 6FFF 28 K
System memory
Bank 2 0x1FFF 8000 - Ox1FFF EFFF 28 K
L’;gi“at'o” Bank 1 0x1FFF 7000 - 0x1FFF 73FF 1K OTP area
Bank 1 0x1FFO 0000 - Ox1FFO O00F 16
Option bytes

Bank 2 0x1FFO 1000 - Ox1FFO 100F 16

Table 7. Flash module - 1 Mbyte dual-bank organization (64 bits read width)

Flash area Flash memory address Size (bytes) Name
0x0800 0000 - 0x0800 OFFF 4K Page 0
0x0800 1000 - 0x0800 1FFF 4K Page 1
0x0800 2000 - 0x0800 2FFF 4K Page 2
0x0800 3000 - 0x0800 3FFF 4K Page 3
Bank 1
512 Kbytes - - -
Main memory 0x0807 FOOO - 0x0807 FFFF 4K Page 127
1 Mbyte 0x0808 0000 - 0x0808 OFFF 4K Page 0
0x0808 1000 - 0x0808 1FFF 4K Page 1
0x0808 2000 - 0x0808 2FFF 4K Page 2
Bank 2(1) 0x0808 3000 - 0x0808 3FFF 4K Page 3
512 Kbytes - - -
0x080F FOO0O0 - 0x080F FFFF 4K Page 127
Bank 1 Ox1FFF 0000 - Ox1FFF 6FFF 28 K
System memory
Bank 2 Ox1FFF 8000 - Ox1FFF EFFF 28 K
Lr;gc’cr;"at'on Bank 1 0x1FFF 7000 - 0x1FFF 73FF 1K OTP area
Bank 1 0x1FFO 0000 - Ox1FFO O00F 16
Option bytes
Bank 2 0x1FF0 1000 - Ox1FFO 100F 16

1.

address for erase must be 0x0801 0000.
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Table 8. Flash module - 1 Mbyte single-bank organization (128 bits read width)

Flash area Flash memory address Size (bytes) Name
0x0800 0000 - 0x0800 1FFF 8K Page 0
0x0800 2000 - 0x0800 3FFF 8K Page 1
0x0800 4000 - 0x0800 5FFF 8K Page 2

Main memory - - -

0x080F E000 - 0x080F FFFF 8K Page 127

Bank 1 0x1FFF 0000 - Ox1FFF 6FFF 28 K
System memory

Bank 2 0x1FFF 8000 - Ox1FFF EFFF 28 K

L’L‘;%rl'(mam“ Bank 1 0x1FFF 7000 - Ox1FFF 73FF 1K OTP area
Bank 1 0x1FF0 0000 - 0x1FF0 000F 16

Option bytes

Bank 2 0x1FF0 1000 - Ox1FFO 100F 16

3.3.2 Error code correction (ECC)

Dual-bank mode (DBANK=1, 64-bits data width)

Data in Flash memory are 72-bits words: 8 bits are added per double word (64 bits). The
ECC mechanism supports:

e  One error detection and correction

e Two errors detection

When one error is detected and corrected, the flag ECCC (ECC correction) is set in Flash
ECC register (FLASH_ECCR). If ECCCIE is set, an interrupt is generated.

When two errors are detected, a flag ECCD (ECC detection) is setin FLASH_ECCR
register. In this case, a NMI is generated.

When an ECC error is detected, the address of the failing double word and its associated
bank are saved in ADDR_ECC[20:0] and BK_ECC in the FLASH_ECCR register.
ADDR_ECC[2:0] are always cleared.

When ECCC or ECCD is set, ADDR_ECC and BK_ECC are not updated if a new ECC error
occurs. FLASH_ECCR is updated only when ECC flags are cleared.

Note: For a virgin data: OxFF FFFF FFFF FFFF FFFF, one error is detected and corrected but two
errors detection is not supported.

When an ECC error is reported, a new read at the failing address may not generate an ECC
error if the data is still present in the current buffer, even if ECCC and ECCD are cleared.
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Single-bank mode (DBANK=0, 128-bits data width)

Data in Flash memory are 144-bits words: 8 bits are added per each double word. The ECC
mechanism supports:

. One error detection and correction
e  Two errors detection per 64 double words

The user must first check the SYSF_ECC bit, and if it is set, the user must refer to the
DBANK=1 programming model (because system Flash is always on 2 banks). If the bit is
not set, the user must refer to the following programing model:

Each double word (bits 63:0 and bits 127:64) has ECC.

When one error is detected in 64 LSB bits (bits 63:0) and corrected, a flag ECCC (ECC
correction) is set in the FLASH_ECCR register.

When one error is detected in 64 MSB bits (bits 127:64) and corrected, a flag ECCC2
(ECC2 correction) is set in the FLASH_ECCR register.

If the ECCCIE is set, an interrupt is generated. The user has to read ECCC and ECCC2 to
see which part of the 128-bits data has been corrected (either 63:0, 127:64 or both).

When two errors are detected in 64 LSB bits, a flag ECCD (ECC detection) is set in the
FLASH_ECCR register.

When two errors are detected in 64 MSB bits (bits 127:64), a flag ECCD2 (ECC2 detection)
is set in the FLASH_ECCR register.

In this case, a NMI is generated. The user has to read ECCD and ECCD2 to see which part
of the 128-bits data has error detection (either 63:0, 127:64 or both).

When an ECC error is detected, the address of the failing the 2 times double word is saved
into ADDR_ECCJ[20:0] in FLASH_ECCR. ADDR_ECC[20:0] contains an address of a 2
times double word.

The ADDR_ECC[3:0] are always cleared. BK_ECC is not used in this mode.

When ECCC/ECCC2 or ECCD/ECCD?2 is/are set, if a new ECC error occurs, the
ADDR_ECC is not updated. The FLASH_ECCR is updated only if the ECC flags
(ECCC/ECCC2/ECCD/ECCD2) are cleared.

For a virgin data: OxFF FFFF FFFF FFFF FFFF, one error is detected and corrected but two
errors detection is not supported.

When an ECC error is reported, a new read at the failing address may not generate an ECC
error if the data is still present in the current buffer, even if ECCC and ECCD are cleared.

Read access latency

To correctly read data from Flash memory, the number of wait states (LATENCY) must be
correctly programmed in the Flash access control register (FLASH_ACR) according to the
frequency of the CPU clock (HCLK) and the internal voltage range of the device VcoRg-
Refer to Section 5.1.7: Dynamic voltage scaling management. Table 9 shows the
correspondence between wait states and CPU clock frequency.
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Table 9. Number of wait states according to CPU clock (HCLK) frequency

Wait states (WS) HCLK (MHz)
(Latency) Vcore Range 1 Vcore Range 2
0 WS (1 CPU cycles) <20 <8
1 WS (2 CPU cycles) <40 <16
2 WS (3 CPU cycles) <60 <26
3 WS (4 CPU cycles) <80 -
4 WS (5 CPU cycles) <100 -
5 WS (6 CPU cycles) <120 -

After reset, the CPU clock frequency is 4 MHz and 0 wait state (WS) is configured in the
FLASH_ACR register.

When changing the CPU frequency, the following software sequences must be applied in
order to tune the number of wait states needed to access the Flash memory:

Increasing the CPU frequency:
1. Program the new number of wait states to the LATENCY bits in the Flash access
control register (FLASH_ACR).

2. Check that the new number of wait states is taken into account to access the Flash
memory by reading the FLASH_ACR register.

3. Modify the CPU clock source by writing the SW bits in the RCC_CFGR register.
4. If needed, modify the CPU clock prescaler by writing the HPRE bits in RCC_CFGR.

5. Check that the new CPU clock source or/and the new CPU clock prescaler value is/are
taken into account by reading the clock source status (SWS bits) or/and the AHB
prescaler value (HPRE bits), respectively, in the RCC_CFGR register.

Decreasing the CPU frequency:

. Modify the CPU clock source by writing the SW bits in the RCC_CFGR register.
2. If needed, modify the CPU clock prescaler by writing the HPRE bits in RCC_CFGR.
3. Check that the new CPU clock source or/and the new CPU clock prescaler value is/are

taken into account by reading the clock source status (SWS bits) or/and the AHB
prescaler value (HPRE bits), respectively, in the RCC_CFGR register.

4. Program the new number of wait states to the LATENCY bits in Flash access control
register (FLASH_ACR).

5. Check that the new number of wait states is used to access the Flash memory by
reading the FLASH_ACR register.

Adaptive real-time memory accelerator (ART Accelerator™)

The proprietary Adaptive real-time (ART) memory accelerator is optimized for STM32
industry-standard Arm® Cortex®-M4 with FPU processors. It balances the inherent
performance advantage of the Arm® Cortex®-M4 with FPU over Flash memory
technologies, which normally requires the processor to wait for the Flash memory at higher
operating frequencies.
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To release the processor full performance, the accelerator implements an instruction
prefetch queue and branch cache which increases program execution speed from the 64-
bit Flash memory. Based on CoreMark benchmark, the performance achieved thanks to the
ART accelerator is equivalent to 0 wait state program execution from Flash memory at a
CPU frequency up to 120 MHz.

Instruction prefetch

The Cortex®-M4 fetches the instruction over the ICode bus and the literal pool
(constant/data) over the DCode bus. The prefetch block aims at increasing the efficiency of
ICode bus accesses.

In case of Single-bank mode (DBANK option bit is reset), each Flash memory read
operation provides 128 bits from either four instructions of 32 bits or eight instructions of
16 bits depending on the launched program. This 128-bits current instruction line is saved in
a current buffer, and in case of sequential code, at least four CPU cycles are needed to
execute the previous read instruction line.

When in Dual-bank mode (DBANK option bit is set), each Flash memory read operation
provides 64 bits from either two instructions of 32 bits or four instructions of 16 bits
depending on the launched program. This 64-bits current instruction line is saved in a
current buffer, and in case of sequential code, at least two CPU cycles are needed to
execute the previous read instruction line.

Prefetch on the ICode bus can be used to read the next sequential instruction line from the
Flash memory while the current instruction line is being requested by the CPU.

Prefetch is enabled by setting the PRFTEN bit in the Flash access control register
(FLASH_ACR). This feature is useful if at least one wait state is needed to access the Flash
memory.

Figure 3 shows the execution of sequential 16-bit instructions with and without prefetch
when 3 WS are needed to access the Flash memory.
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Figure 3. Sequential 16-bit instructions execution (64-bit read data width)
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When the code is not sequential (branch), the instruction may not be present in the currently
used instruction line or in the prefetched instruction line. In this case (miss), the penalty in
terms of number of cycles is at least equal to the number of wait states.
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If a loop is present in the current buffer, no new Flash access is performed.

Instruction cache memory (I-Cache)

To limit the time lost due to jumps, it is possible to retain 32 lines of 4 x 64 bits in Dual-bank
mode or 32 lines of 2 x 128 bits in Single-bank mode in an instruction cache memory.This
feature can be enabled by setting the instruction cache enable (ICEN) bit in the Flash
access control register (FLASH_ACR). Each time a miss occurs (requested data not
present in the currently used instruction line, in the prefetched instruction line or in the
instruction cache memory), the line read is copied into the instruction cache memory. If
some data contained in the instruction cache memory are requested by the CPU, they are
provided without inserting any delay. Once all the instruction cache memory lines have been
filled, the LRU (least recently used) policy is used to determine the line to replace in the
instruction memory cache. This feature is particularly useful in case of code containing
loops.

The Instruction cache memory is enable after system reset.

Data cache memory (D-Cache)

Literal pools are fetched from Flash memory through the DCode bus during the execution
stage of the CPU pipeline. Each DCode bus read access fetches 64 or 128 bits which are
saved in a current buffer. The CPU pipeline is consequently stalled until the requested literal
pool is provided. To limit the time lost due to literal pools, accesses through the AHB
databus DCode have priority over accesses through the AHB instruction bus ICode.

If some literal pools are frequently used, the data cache memory can be enabled by setting
the data cache enable (DCEN) bit in the Flash access control register (FLASH_ACR). This
feature works like the instruction cache memory, but the retained data size is limited to 8
rows of 4x64 bits in Dual-bank mode and to 8 rows of 2x128 bits in Single-bank mode.

The Data cache memory is enable after system reset.

The D-Cache is active only when data is requested by the CPU (not by DMA1 and DMA2).
Data in option bytes block are not cacheable.

Flash program and erase operations

The STM32L4Rxxx and STM32L4Sxxx embedded Flash memory can be programmed
using in-circuit programming or in-application programming.

The in-circuit programming (ICP) method is used to update the entire contents of the
Flash memory, using the JTAG, SWD protocol or the bootloader to load the user application
into the microcontroller. ICP offers quick and efficient design iterations and eliminates
unnecessary package handling or socketing of devices.

In contrast to the ICP method, in-application programming (IAP) can use any
communication interface supported by the microcontroller (I/Os, USB, CAN, UART, 12C, SPI,
etc.) to download programming data into memory. IAP allows the user to re-program the
Flash memory while the application is running. Nevertheless, part of the application has to
have been previously programmed in the Flash memory using ICP.

The contents of the Flash memory are not guaranteed if a device reset occurs during a
Flash memory operation.

An on-going Flash memory operation will not block the CPU as long as the CPU does not
access the same Flash memory bank. Code or data fetches are possible on one bank while
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a write/erase operation is performed to the other bank (refer to Section 3.3.8: Read-while-
write (RWW) available only in Dual-bank mode (DBANK=1)). The Flash erase and
programming is only possible in the voltage scaling range 1. The VOS[1:0] bits in the
PWR_CR1 must be programmed to 01b.

On the contrary, during a program/erase operation to the Flash memory, any attempt to read
the same Flash memory bank will stall the bus. The read operation will proceed correctly
once the program/erase operation has completed.

Unlocking the Flash memory

After reset, write is not allowed in the Flash control register (FLASH_CR) to protect the
Flash memory against possible unwanted operations due, for example, to electric
disturbances. The following sequence is used to unlock this register:

1. Write KEY1 = 0x45670123 in the Flash key register (FLASH_KEYR)

2.  Write KEY2 = OxCDEF89AB in the FLASH_KEYR register.
Any wrong sequence will lock up the FLASH_CR register until the next system reset. In the

case of a wrong key sequence, a bus error is detected and a Hard Fault interrupt is
generated.

The FLASH_CR register can be locked again by software by setting the LOCK bit in the
FLASH_CR register.

The FLASH_CR register cannot be written when the BSY bit in the Flash status register
(FLASH_SR) is set. Any attempt to write to it with the BSY bit set will cause the AHB bus to
stall until the BSY bit is cleared.

Flash main memory erase sequences

The Flash memory erase operation can be performed at page level, bank level or on the
whole Flash memory (Mass Erase). Mass Erase does not affect the Information block
(system Flash, OTP and option bytes).

Page erase

To erase a page, follow the procedure below:

1. Check that no Flash memory operation is ongoing by checking the BSY bit in the Flash
status register (FLASH_SR).

2.  Check and clear all error programming flags due to a previous programming. If not,
PGSERR is set.

3. In Dual-bank mode (DBANK option bit is set), set the PER bit and select the page to
erase (PNB) with the associated bank (BKER) in the Flash control register
(FLASH_CR). In Single-bank mode (DBANK option bit is reset), set the PER bit and
select the page to erase (PNB). The BKER bit in the Flash control register
(FLASH_CR) must be kept cleared.

4. Setthe STRT bit in the FLASH_CR register.

5. Wait for the BSY bit to be cleared in the FLASH_SR register.

The internal oscillator HSI16 (16 MHz) is enabled automatically when STRT bit is set, and
disabled automatically when STRT bit is cleared, except if the HSI16 is previously enabled
with HSION in RCC_CR register.

If the page erase is part of write-protected area (by WRP or PCROP), WRPERR is set and
the page erase request is aborted.
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Bank 1, Bank 2 Mass erase (available only in Dual-bank mode when
DBANK=1)

To perform a bank Mass Erase, follow the procedure below:

1. Check that no Flash memory operation is ongoing by checking the BSY bit in the
FLASH_SR register.

2. Check and clear all error programming flags due to a previous programming. If not,
PGSERR is set.

3. Set the MER1 bit or MER2 (depending on the bank) in the Flash control register
(FLASH_CR). Both banks can be selected in the same operation, in that case it
corresponds to a mass erase.

4. Setthe STRT bit in the FLACH_CR register.
5. Wait for the BSY bit to be cleared in the Flash status register (FLASH_SR).

Mass erase

To perform a Mass erase, follow the procedure below:

1. Check that no Flash memory operation is ongoing by checking the BSY bit in the
FLASH_SR register.

2. Check and clear all error programming flags due to a previous programming. If not,
PGSERR is set.

3. Set the MER1 bit and MER2 in the Flash control register (FLASH_CR).

4. Setthe STRT bit in the FLACH_CR register.

5. Wait for the BSY bit to be cleared in the Flash status register (FLASH_SR).

The internal oscillator HSI16 (16 MHz) is enabled automatically when STRT bit is set, and

disabled automatically when STRT bit is cleared, except if the HSI16 is previously enabled
with HSION in RCC_CR register.

When DBANK=O, if only the MERA or the MERB bit is set, PGSERR is set and no erase
operation is performed.

If the bank to erase or if one of the banks to erase contains a write-protected area (by WRP
or PCROP), WRPERR is set and the mass erase request is aborted (for both banks if both
are selected).

Flash main memory programming sequences

The Flash memory is programmed 72 bits at a time (64 bits + 8 bits ECC).

Programming in a previously programmed address is not allowed except if the data to write
is full zero, and any attempt will set PROGERR flag in the Flash status register
(FLASH_SR).

It is only possible to program double word (2 x 32-bit data).

e Any attempt to write byte or half-word will set SIZERR flag in the FLASH_SR register.

e  Any attempt to write a double word which is not aligned with a double word address will
set PGAERR flag in the FLASH_SR register.

Standard programming

The Flash memory programming sequence in standard mode is as follows:

3
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1. Check that no Flash main memory operation is ongoing by checking the BSY bit in the
Flash status register (FLASH_SR).

2. Check and clear all error programming flags due to a previous programming. If not,
PGSERR is set.

3. Set the PG bit in the Flash control register (FLASH_CR).

4. Perform the data write operation at the desired memory address, inside main memory
block or OTP area. Only double word can be programmed.
—  Write a first word in an address aligned with double word
—  Write the second word

5.  Wait until the BSY bit is cleared in the FLASH_SR register.

6. Check that EOP flag is set in the FLASH_SR register (meaning that the programming
operation has succeed), and clear it by software.

7. Clear the PG bit in the FLASH_SR register if there no more programming request
anymore.

When the Flash interface has received a good sequence (a double word), programming is
automatically launched and BSY bit is set. The internal oscillator HSI16 (16 MHz) is enabled
automatically when PG bit is set, and disabled automatically when PG bit is cleared, except
if the HSI16 is previously enabled with HSION in RCC_CR register.

If the user needs to program only one word, double word must be completed with the erase
value OxFFFF FFFF to launch automatically the programming.

ECC is calculated from the double word to program.

Fast programming for a row (64 double words if DBANK=1) or for half row (64
double words if DBANK=0)

This mode allows to program a row (64 double words if DBANK=1) or half row (64 double
words if DBANK=0), and to reduce the page programming time by eliminating the need for
verifying the Flash locations before they are programmed and to avoid rising and falling time
of high voltage for each double word. During fast programming, the CPU clock frequency
(HCLK) must be at least 8 MHz.

Only the main memory can be programmed in fast programming mode.

The Flash main memory programming sequence in standard mode is as follows:

1. In Single-bank mode (DBANK=0), perform a mass erase. If not, PGSERR is set. The
Fast programing can be performed only if the code is executed from RAM or from
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bootloader. In Dual-bank mode (DBANK=1), perform a mass erase of the bank to
program. If not, PGSERR is set.

2. Check that no Flash main memory operation is ongoing by checking the BSY bit in the
Flash status register (FLASH_SR).

3. Check and clear all error programming flag due to a previous programming.
4. Setthe FSTPG bit in Flash control register (FLASH_CR).

5. Write the 64 double words to program a row or half row. Only double words can be
programmed:

—  Write a first word in an address aligned with double word
—  Write the second word.
6. Wait until the BSY bit is cleared in the FLASH_SR register.

7. Check that EOP flag is set in the FLASH_SR register (meaning that the programming
operation has succeed), and clear it by software.

8. Clear the FSTPG bit in the FLASH_SR register if there no more programming request
anymore.

If the Flash is attempted to be written in fast programming mode while a read operation is on
going in the same bank, the programming is aborted without any system notification (no
error flag is set).

When the Flash interface has received the first double word, programming is automatically
launched. The BSY bit is set when the high voltage is applied for the first double word, and it
is cleared when the last double word has been programmed or in case of error. The internal
oscillator HSI16 (16 MHz) is enabled automatically when FSTPG bit is set, and disabled
automatically when FSTPG bit is cleared, except if the HSI16 is previously enabled with
HSION in RCC_CR register.

The 64 double word must be written successively. The high voltage is kept on the Flash for
all the programming (around 2 x 25 us). Maximum time between two double words write
requests is the time programming. If a second double word arrives after this time
programming, fast programming is interrupted and MISSERR is set.

High voltage mustn’t exceed 8 ms for a full row between 2 erases. This is guaranteed by the
sequence of 64 double words successively written with a clock system greater or equal to
8MHz. An internal time-out counter counts 7ms when fast programming is set and stops the
programming when time-out is over. In this case the FASTERR bit is set.

If an error occurs, high voltage is stopped and next double word to programmed is not
programmed. Anyway, all previous double words have been properly programmed.

3
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Programming errors

Several kind of errors can be detected. In case of error, the Flash operation (programming
or erasing) is aborted.

PROGERR: Programming error

In standard programming: PROGERR is set if the word to write is not previously erased
(except if the value to program is full zero).

SIZERR: Size programming error

In standard programming or in fast programming: only double word can be
programmed and only 32-bit data can be written. SIZERR is set if a byte or an half-
word is written.

PGAERR: Alignment programming error
PGAERR is set if one of the following conditions occurs:

— In standard programming: the first word to be programmed is not aligned with a
double word address, or the second word doesn’t belong to the same double word
address.

— Infast programming: the data to program does not belong to the same row than
the previous programmed double words, or the address to program is not greater
than the previous one.

PGSERR: Programming sequence error
PGSERR is set if one of the following conditions occurs:

In the standard programming sequence or the fast programming sequence: a data
is written when PG and FSTPG are cleared.

— Inthe standard programming sequence or the fast programming sequence:
MER1, MER2, and PER are not cleared when PG or FSTPG is set.

— Inthe fast programming sequence: the Mass erase is not performed before setting
FSTPG bit.

— Inthe mass erase sequence: PG, FSTPG, and PER are not cleared when MER1
or MER2 is set.

— Inthe page erase sequence: PG, FSTPG, MER1 and MER?2 are not cleared when
PER is set.

— PGSERR is set also if PROGERR, SIZERR, PGAERR, WRPERR, MISSERR,
FASTERR or PGSERR is set due to a previous programming error.

—  When DBANK=0, in the case that only either MER1 or MER2 is set, PGSERR is
set (bank mass erase is not allowed).

WRPERR: Write protection error
WRPERR is set if one of the following conditions occurs:
—  Attempt to program or erase in a write protected area (WRP) or in a PCROP area.

— Attempt to perform a bank erase when one page or more is protected by WRP or
PCROP.

—  The debug features are connected or the boot is executed from SRAM or from
System Flash when the read protection (RDP) is set to Level 1.

— Attempt to modify the option bytes when the read protection (RDP) is set to
Level 2.

MISSERR: Fast programming data miss error
In fast programming: all the data must be written successively. MISSERR is set if the
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previous data programmation is finished and the next data to program is not written yet.
e FASTERR: Fast programming error
In fast programming: FASTERR is set if one of the following conditions occurs:
—  When FSTPG bit is set for more than 7ms which generates a time-out detection.
—  When the fast programming has been interrupted by a MISSERR, PGAERR,
WRPERR or SIZERR.
If an error occurs during a program or erase operation, one of the following error flags is set
in the FLASH_SR register:
PROGERR, SIZERR, PGAERR, PGSERR, MISSERR (Program error flags),
WRPERR (Protection error flag)
In this case, if the error interrupt enable bit ERRIE is set in the Flash status register

(FLASH_SR), an interrupt is generated and the operation error flag OPERR is set in the
FLASH_SR register.

If several successive errors are detected (for example, in case of DMA transfer to the Flash
memory), the error flags cannot be cleared until the end of the successive write requests.

Programming and caches

If a Flash memory write access concerns some data in the data cache, the Flash write
access modifies the data in the Flash memory and the data in the cache.

If an erase operation in Flash memory also concerns data in the data or instruction cache,
you have to make sure that these data are rewritten before they are accessed during code
execution. If this cannot be done safely, it is recommended to flush the caches by setting the
DCRST and ICRST bits in the Flash access control register (FLASH_ACR).

The I/D cache should be flushed only when it is disabled (I/DCEN = 0).

Read-while-write (RWW) available only in Dual-bank mode
(DBANK=1)
The Dual-bank mode is available only when the DBANK option bit is reset, allowing read-

while-write operations. This feature allows to perform a read operation from one bank while
erase or program operation is performed to the other bank.

Write-while-write operations are not allowed. As an example, It is not possible to perform an
erase operation on one bank while programming the other one.

Read from bank 1 while page erasing in bank 2 (or vice versa)
While executing a program code from bank 1, it is possible to perform a page erase
operation on bank 2 (and vice versa). Follow the procedure below:

1. Check that no Flash memory operation is ongoing by checking the BSY bit in the Flash
status register (FLASH_SR) (BSY is active when erase/program operation is on going
in bank 1 or bank 2).

2. Set PER bit, PSB to select the page and BKER to select the bank in the Flash control
register (FLASH_CR).

3. Setthe STRT bit in the FLASH_CR register.

4. Wait for the BSY bit to be cleared (or use the EOP interrupt).

3
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Read from bank 1 while mass erasing bank 2 (or vice versa)
While executing a program code from bank 1, it is possible to perform a mass erase
operation on bank 2 (and vice versa). Follow the procedure below:

1. Check that no Flash memory operation is ongoing by checking the BSY bit in the Flash
status register (FLASH_SR) (BSY is active when erase/program operation is on going
in bank 1 or bank 2).

2. Set MER1 or MERZ2 to in the Flash control register (FLASH_CR).
3. Setthe STRT bit in the FLASH_CR register.
4. Wait for the BSY bit to be cleared (or use the EOP interrupt).

Read from bank 1 while programming bank 2 (or vice versa)

While executing a program code from bank 1, it is possible to perform a program operation
on the bank 2. (and vice versa). Follow the procedure below:

1. Check that no Flash memory operation is ongoing by checking the BSY bit in the Flash
status register (FLASH_SR) (BSY is active when erase/program operation is on going
on bank 1 or bank 2).

2. Setthe PG bit in the Flash control register (FLASH_CR).

3. Perform the data write operations at the desired address memory inside the main
memory block or OTP area.

4. Wait for the BSY bit to be cleared (or use the EOP interrupt).
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3.4 FLASH option bytes
3.41 Option bytes description
The option bytes are configured by the end user depending on the application requirements.
As a configuration example, the watchdog may be selected in hardware or software mode
(refer to Section 3.4.2: Option bytes programming).
A double word is split up as follows in the option bytes:
Table 10. Option byte format
63-24 23-16 15 -8 7-0 31-24 23-16 15 -8 7-0
Complemented | Complemented | Complemented | Complemented | Option Option Option Option
option byte 3 | option byte 2 | option byte 1 option byte 0 byte 3 byte 2 byte 1 byte 0

The organization of these bytes inside the information block is as shown in Table 11.

The option bytes can be read from the memory locations listed in Table 11 or from the
Option byte registers:
e  Flash option register (FLASH_OPTR)
e  Flash PCROP1 Start address register (FLASH_PCROP1SR)
e  Flash PCROP1 End address register (FLASH_PCROP1ER)

e  Flash WRP1 area A address register (FLASH_WRP1AR)

e  flash WRP1 area B address register (FLASH_WRP1BR)

e  Flash PCROP2 Start address register (FLASH_PCROP2SR)
e  Flash PCROP2 End address register (FLASH_PCROPZ2ER)

e  Flash WRP2 area A address register (FLASH_WRP2AR)

e flash WRP2 area B address register (FLASH_WRPZ2BR).

Table 11. Option byte organization

BANK | Address [63:56] [55:48] [47:40] [39:32] [31:24] [23:16] [15:8] [7:0]
1FF00000 USER OPT RDP USER OPT RDP
Unused and Unused and
1FF00008 PCROP1_STRT[15:0 PCROP1_STRT[15
PCROP1_STRT[16] - [ ] PCROP1_STRT[16] - [19]
PCROP_RDP and PCROP_RDP and
Bank 1 1FF00010 Unused and PCROP1_END[15:0] Unused and PCROP1_END[15:0]
PCROP1_END[16] PCROP1_END[16]
FER— WRP1A E— WRP1A WRP1A_ WRP1A
1FF00018 | Unused _Ew Unused _ST—RT Unused END Unused _STRT
WRP2A WRP2A WRP2A _ WRP2A
1FF00020 | Unused _Ew Unused _ST—RT Unused END Unused _STRT
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Table 11. Option byte organization (continued)
BANK | Address [63:56] [55:48] [47:40] [39:32] [31:24] | [23:16] [15:8] [7:0]
1FF01000 Unused
Unused and Unused and
1FF01 PCROP2_STRT[1 PCROP2_STRT[1
01008 PCROP2_STRT[16] CROP2_S (9] PCROP2_STRTI[16] CROP2_S [19]
Unused and Unused and
1FF0101 PCROP2_ENDI[1 PCROP2_ENDI[1
Bank 2 01010 PCROP2_END[16] CROP2. (3] PCROP2_ENDI[16] CROP2_ [19]
WRP1A WRP1B WRP1A WRP1B
1FF01018 | Unused _EW Unused “STRT Unused END Unused _STRT
—— | WRP2A | ——— | WRP2B WRP2A WRP2B
1FF01020 | Unused _EW Unused _ST_RT Unused END Unused _STRT
User and read protection option bytes
Flash memory address: Ox1FFO0 0000
ST production value: OXFFEF FSAA
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
n nSW |SRAM2|SRAM2| n WWDG | IWGD_ | IWDG_ | IWDG
BOOTO|BOOTO| RST | PE |BoOT1 |PBANK| DBIM | BFB2 | ™" o\\" | STDRY | STOP | Sw
r r r r r r r r r r r r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
nRST_ | nRST_ | nRST ) .
SHOW | sTOBY | STOR BOR_LEV[2:0] RDP[7:0]
r r r r | r | r r | r | r | r | r r | r | r
Bits 31:28 Reserved, must be kept at reset value.
Bit 27 nBOOTO0: nBOOTO option bit
0: nBOOTO =0
1: n BOOTO =1
Bit 26 nSWBOOTO: Software BOOTO
0: BOOTO taken from the option bit nBOOTO0
1: BOOTO taken from PH3/BOOTO pin
Bit 25 SRAM2_RST: SRAM2 Erase when system reset
0: SRAM2 erased when a system reset occurs
1: SRAM2 is not erased when a system reset occurs
Bit 24 SRAM2_PE: SRAM2 parity check enable
0: SRAM2 parity check enable
1: SRAM2 parity check disable
Bit 23 nBOOT1: Boot configuration

3

Together with the BOOTO pin, this bit selects boot mode from the Flash main
memory, SRAM1 or the System memory. Refer to Section 2.6: Boot
configuration.
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Bit 22 DBANK:

0: Single-bank mode with 128 bits data read width
1: Dual-bank mode with 64 bits data
This bit can be written only when PCROP1/2 is disabled.

Bit 21 DB1M: Dual-bank on 1 Mbyte Flash memory devices

0: 1Mbyte single Flash contiguous address in bank1
1: 1Mbyte Dual-bank Flash with contiguous addresses

Bit 20 BFB2: Dual-bank boot

0: Dual-bank boot disable
1: Dual-bank boot enable

Bit 19 WWDG_SW: Window watchdog selection
0: Hardware window watchdog
1: Software window watchdog
Bit 18 IWDG_STDBY: Independent watchdog counter freeze in Standby mode
0: Independent watchdog counter is frozen in Standby mode
1: Independent watchdog counter is running in Standby mode
Bit 17 IWDG_STOP: Independent watchdog counter freeze in Stop mode
0: Independent watchdog counter is frozen in Stop mode
1: Independent watchdog counter is running in Stop mode
Bit 16 IDWG_SW: Independent watchdog selection
0: Hardware independent watchdog
1: Software independent watchdog
Bit 15 Reserved, must be kept at reset value.

Bit 14 nRST_SHDW:

0: Reset generated when entering the Shutdown mode
1: No reset generated when entering the Shutdown mode

Bit 13 nRST_STDBY

0: Reset generated when entering the Standby mode
1: No reset generate when entering the Standby mode

Bit 12 nRST_STOP

0: Reset generated when entering the Stop mode
1: No reset generated when entering the Stop mode

Bit 11 Reserved, must be kept at reset value.

Bits10:8 BOR_LEV: BOR reset Level

These bits contain the VDD supply level threshold that activates/releases the
reset.

000: BOR Level 0. Reset level threshold is around 1.7 V

001: BOR Level 1. Reset level threshold is around 2.0 V

010: BOR Level 2. Reset level threshold is around 2.2 V

011: BOR Level 3. Reset level threshold is around 2.5 V

100: BOR Level 4. Reset level threshold is around 2.8 V

Bits 7:0 RDP: Read protection level

OxAA: Level 0, read protection not active
0xCC: Level 2, chip read protection active
Others: Level 1, memories read protection active

3
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PCROP1 Start address option bytes
Flash memory address: 0x1FF0 0008
ST production value: OxFFFF FFFF

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PCROP
1_STRT

[16:0]
w
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
PCROP1_STRT[16:0]
Bits 31:17 Reserved, must be kept at reset value.
Bits 16:0 PCROP1_STRT[16:0]: PCROP area start offset
DBANK=1
PCROP1_STRT contains the first double-word of the PCROP area for bank1.
DBANK=0
PCROP1_STRT contains the first 2xdouble-word of the PCROP area for all
memory.
PCROP1 End address option bytes
Flash memory address: 0x1FF0 0010
ST production value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PCRO
PCROP
RDP P1_EN
- D
rw w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PCROP1_END[16:0]

3

Bit 31

PCROP_RDP: PCROP area preserved when RDP level decreased

This bit is set only. It is reset after a full mass erase due to a change of RDP

from Level 1 to Level 0.

0: PCROP area is not erased when the RDP level is decreased from Level 1 to

Level 0.

1: PCROP area is erased when the RDP level is decreased from Level 1 to

Level O (full mass erase).

Bits 30:17 Reserved, must be kept at reset value.

Bits 16:0 PCROP1_END: Bank 1 PCROP area end offset

DBANK=1

PCROP1_END contains the last double-word of the bank 1 PCROP area.

DBANK=0

PCROP1_END contains the last 2x double-word PCROP area for all memory.
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WRP Area A address option bytes

Flash memory address: Ox1FF0 0018
ST production value: 0x0000 00FF

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP1A_END[7:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP1A_STRT[7:0]
Bits 31:24 Reserved, must be kept at reset value.
Bits 23:16 WRP1A_ENDI[7:0]: WRP first area “A” end offset
DBANK=1
WRP1A_END contains the last page of WRP first area in bank1.
DBANK=0

WRP1A_END contains the last page of WRP first area for all memory.
Bits 15:8 Reserved, must be kept at reset value.

Bits 7:0 WRP1A_STRT[7:0]: WRP first area “A” start offset
DBANK=1
WRP1A_STRT contains the first page of WRP first area for bank1.
DBANK=0
WRP1A_STRT contains the first page of WRP first area for all memory.

WRP1 Area B address option bytes

Flash memory address: Ox1FF0 0020
ST production value: 0x0000 00FF

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP1B_END[7:0]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP1B_STRT[7:0]

Bits 31:24 Reserved, must be kept at reset value.

3

118/2069 RM0432 Rev 4




RMO0432 Embedded Flash memory (FLASH)

Bits 23:16 WRP1B_ENDI[7:0]: WRP second area “B” end offset
DBANK=1
WRP1B_END contains the last page of the WRP second area for bank1.
DBANK=0
WRP1B_END contains the last page of the WPR second area for all memory.

Bits 15:8 Reserved, must be kept at reset value.

Bits 7:0 WRP1B_STRT[7:0]: WRP second area “B” start offset
DBANK=1
WRP1B_STRT contains the last page of the WRP second area for bank1.
DBANK=0
WRP1B_STRT contains the last page of the WPR second area for all memory.
PCROP2 Start address option bytes
Flash memory address: Ox1FF0 1008

ST production value: OxFFFF FFFF

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PCROP2_STRT[16:0]

Bits 31:17 Reserved, must be kept at reset value.

Bits 16:0 PCROP2_STRT[16:0]: PCROP area start offset
DBANK=1
PCROP2_STRT contains the first double-word of the PCROP area for bank 2.
DBANK=0
PCROP2_STRT contains the first double-word PCROP area for all memory.

PCROP2 End address option bytes

Flash memory address: 0x1FF0 1010
ST production value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PCRO
P2_EN
D[16:0]
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

PCROP2_END[16:0]

3
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Bits 31:17 Reserved, must be kept at reset value.

Bits 16:0 PCROP2_END[16:0]: PCROP area end offset
DBANK=1
PCROP2_END contains the last double-word of the PCROP area for bank2.
DBANK=0
PCROP2_END contains the last 2xdouble-word of the PCROP area for all the
memory.

WRP2 Area A address option bytes

Flash memory address: Ox1FF0 1018
ST production value: 0x0000 00FF

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP2A_END[23:16]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

WRP2A_STRT[7:0]

Bits 31:24 Reserved, must be kept at reset value.

Bits 23:16 WRP2A_END: WRP first area “A” end offset
DBANK=1
WRP2A_END contains the last page of the WRP first area for bank2.
DBANK=0
WRP2A_END contains the last page of the WRP third area for all memory.

Bits 15:8 Reserved, must be kept at reset value.

Bits 7.0 WRP2A_STRT: WRP first area “A” start offset
DBANK=1
WRP2A_STRT contains the first page of the WRP first area for bank2.
DBANK=0
WRP2A_STRT contains the first page of the WRP third area for all memory.

WRP Area B address option bytes

Flash memory address: 0x1FF0 1020
ST production value: 0x0000 00FF

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP2B_END[23:16]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP2B_STRT[7:0]

3
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Bits 31:24 Reserved, must be kept at reset value.
Bits 23:16 WRP2B_END: WRP second area “B” end offset
DBANK=1
WRP2B_END contains the last page of the WRP second area for bank2.
DBANK=0
WRP2B_END contains the last page of the WRP fourth area for all memory.
Bits 15:8 Reserved, must be kept at reset value.
Bits 7:0 WRP2B_STRT: WRP second area “B” start offset
DBANK=1
WRP2B_STRT contains the first page of the WRP second area for bank2.
DBANK=0
WRP2B_STRT contains the first page of the WRP second area for all memory.
3.4.2 Option bytes programming
After reset, the options related bits in the Flash control register (FLASH_CR) are write-
protected. To run any operation on the option bytes page, the option lock bit OPTLOCK in
the Flash control register (FLASH_CR) must be cleared. The following sequence is used to
unlock this register:
1. Unlock the FLASH_CR with the LOCK clearing sequence (refer to Unlocking the Flash
memory).
2.  Write OPTKEY1 = 0x08192A3B in the Flash option key register (FLASH_OPTKEYR).
3.  Write OPTKEY2 = 0x4C5D6E7F in the FLASH_OPTKEYR register.
The user options can be protected against unwanted erase/program operations by setting
the OPTLOCK bit by software.
Note: If LOCK is set by software, OPTLOCK is automatically set too.

3

Modifying user options

The option bytes are programmed differently from a main memory user address. It is not
possible to modify independently user options of bank 1 or bank 2. The users Options of the
bank 1 are modified first.

To modify the user options value, follow the procedure below:

1. Check that no Flash memory operation is on going by checking the BSY bit in the Flash
status register (FLASH_SR).

2. Clear OPTLOCK option lock bit with the clearing sequence described above.

3. Write the desired options value in the options registers: Flash option register
(FLASH_OPTR), Flash PCROP1 Start address register (FLASH_PCROP1SR), Flash
PCROP1 End address register (FLASH_PCROP1ER), Flash WRP1 area A address
register (FLASH_WRP1AR), Flash WRP1 area B address register (FLASH_WRP1BR),
Flash PCROP?2 Start address register (FLASH_PCROP2SR), Flash PCROP2 End
address register (FLASH_PCROPZ2ER), Flash WRP2 area A address register
(FLASH_WRP2AR), Flash WRP2 area B address register (FLASH_WRP2BR).

4. Set the Options Start bit OPTSTRT in the Flash control register (FLASH_CR).
5. Wait for the BSY bit to be cleared.
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Note: Any maodification of the value of one option is automatically performed by erasing both user
option bytes pages first (bank 1 and bank 2) and then programming all the option bytes with
the values contained in the Flash option registers.

Option byte loading

After the BSY bit is cleared, all new options are updated into the Flash but they are not
applied to the system. They will have effect on the system when they are loaded. Option
bytes loading (OBL) is performed in two cases:

— when OBL_LAUNCH bit is set in the Flash control register (FLASH_CR).

—  after a power reset (BOR reset or exit from Standby/Shutdown modes).

Option byte loader performs a read of the options block and stores the data into internal
option registers. These internal registers configure the system and cannot be read with by
software. Setting OBL_LAUNCH generates a reset so the option byte loading is performed
under system reset.

Each option bit has also its complement in the same double word. During option loading, a
verification of the option bit and its complement allows to check the loading has correctly
taken place.

During option byte loading, the options are read by double word with ECC. If the word and
its complement are matching, the option word/byte is copied into the option register.

If the comparison between the word and its complement fails, a status bit OPTVERR is set.
Mismatch values are forced into the option registers:

—  For USR OPT option, the value of mismatch is all options at “1’, except for
BOR_LEV which is “000” (lowest threshold)

—  For WRP option, the value of mismatch is the default value “No protection”

—  For RDP option, the value of mismatch is the default value “Level 1”

—  For PCRORP, the value of mismatch is “all memory protected”
On system reset rising, internal option registers are copied into option registers which can
be read and written by software (FLASH_OPTR, FLASH_PCROP1/2SR,
FLASH_PCROP1/2ER, FLASH_WRP1/2AR, FLASH_WRP1/2BR). These registers are

also used to modify options. If these registers are not modified by user, they reflects the
options states of the system. See Section : Modifying user options for more details.

Activating Dual-bank mode (switching from DBANK=0 to DBANK=1)

When switching from one Flash mode to another (for example from single to dua- bank) it is
recommended to execute the code from the SRAM or use the bootloader. To avoid reading

3
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corrupted data from the Flash when the memory organization is changed, any access
(either CPU or DMAs) to Flash memory should be avoided before reprogramming.

e Disable Instruction/data caches and/or prefetch if they are enabled (reset PRFTEN and
ICEN/DCEN bits in the FLASH_ACR register).

e Flush instruction and data cache by setting the DCRST/ICRST bits in the FLASH_ACR
register.

e  Set the DBANK option bit and clear all the WRP write protection (follow user option
modification and option bytes loader procedure).

Once OBL is done with DBANK=0, perform a mass erase.

Start a new programing of code in 64 bits mode with DBANK=0 memory mapping.
Set the new WRP/PCROP with DBANK=0 scheme if needed.

Set PRFTEN and ICEN/DCEN if needed.

The new software is ready to be run using the bank configuration.

De-activating Dual-bank mode (switching from DBANK=1 to DBANK=0)

When switching from one Flash mode to another (for example from single to dual-bank) it is
recommended to execute the code from the SRAM or use the bootloader. To avoid reading
corrupted data from the Flash when the memory organization is changed, any access
(either CPU or DMAs) to Flash memory should be avoided before reprogramming.

e Disable Instruction/data caches and/or prefetch if they are enabled (reset PRFTEN and
ICEN/DCEN bits in the FLASH_ACR register).

e  Flush instruction and data cache by setting the DCRST/ICRST bits in the FLASH_ACR
register.

e Clear the DBANK option bit and all WRP write protection (follow user option
modification and option bytes loader procedure).

—  Once OBL is done with DBANK=0, perform a mass erase.

—  Start a new programing of code in 128 bits mode with DBANK=0 memory mapping

—  Set the new WRP/PCROP with DBANK=0 scheme if needed. Set PRFTEN and
ICEN/DCEN if needed.

The new software is ready to be run using the bank configuration.
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3.5

3.5.1

Note:
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FLASH memory protection

The Flash main memory can be protected against external accesses with the Read
protection (RDP). The pages of the Flash memory can also be protected against unwanted
write due to loss of program counter contexts. The write-protection (WRP) granularity is one
page (2 KByte). Apart of the Flash memory can also be protected against read and write
from third parties (PCROP). The PCROP granularity is double word (64-bit).

Read protection (RDP)

The read protection is activated by setting the RDP option byte and then, by applying a
system reset to reload the new RDP option byte. The read protection protects to the Flash
main memory, the option bytes, the backup registers (RTC_BKPxR in the RTC) and the
SRAM2.

If the read protection is set while the debugger is still connected through JTAG/SWD, apply
a POR (power-on reset) instead of a system reset.

There are three levels of read protection from no protection (level 0) to maximum protection
or no debug (level 2).

The Flash memory is protected when the RDP option byte and its complement contain the
pair of values shown in Table 12.

Table 12. Flash memory read protection status

RDP byte value RDP complement value Read protection level

OxAA 0x55 Level 0

Any value (not necessarily

Any value except OXAA or complementary) except 0x55 and Level 1 (default)
0xCC

0x33
0xCC 0x33 Level 2

The System memory area is read accessible whatever the protection level. It is never
accessible for program/erase operation.

Level 0: no protection

Read, program and erase operations into the Flash main memory area are possible. The
option bytes, the SRAM2 and the backup registers are also accessible by all operations.

3
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Caution:
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Level 1: Read protection

This is the default protection level when RDP option byte is erased. It is defined as well
when RDP value is at any value different from 0xAA and 0xCC, or even if the complement is
not correct.

e User mode: Code executing in user mode (Boot Flash) can access Flash main
memory, option bytes, SRAM2 and backup registers with all operations.

e Debug, boot RAM and bootloader modes: In debug mode or when code is running
from boot RAM or bootloader, the Flash main memory, the backup registers
(RTC_BKPxR in the RTC) and the SRAM2 are totally inaccessible. In these modes, a
read or write access to the Flash generates a bus error and a Hard Fault interrupt.

In case the Level 1 is configured and no PCROP area is defined, it is mandatory to set
PCROP_RDP bit to 1 (full mass erase when the RDP level is decreased from Level 1 to
Level 0). In case the Level 1 is configured and a PCROP area is defined, if user code needs
to be protected by RDP but not by PCROP, it must not be placed in a page containing a
PCROP area.

Level 2: No debug

In this level, the protection level 1 is guaranteed. In addition, the Cortex®-M4 debug port, the
boot from RAM (boot RAM mode) and the boot from System memory (bootloader mode) are
no more available. In user execution mode (boot FLASH mode), all operations are allowed
on the Flash Main memory. On the contrary, only read operations can be performed on the
option bytes.

Option bytes cannot be programmed nor erased. Thus, the level 2 cannot be removed at all:
it is an irreversible operation. When attempting to modify the options bytes, the protection
error flag WRPERR is set in the Flash_SR register and an interrupt can be generated.

The debug feature is also disabled under reset.

STMicroelectronics is not able to perform analysis on defective parts on which the level 2
protection has been set.

Changing the Read protection level

It is easy to move from level O to level 1 by changing the value of the RDP byte to any value
(except 0xCC). By programming the 0xCC value in the RDP byte, it is possible to go to level
2 either directly from level 0 or from level 1. Once in level 2, it is no more possible to modify
the Read protection level.

When the RDP is reprogrammed to the value 0xAA to move from Level 1 to Level 0, a mass
erase of the Flash main memory is performed if PCROP_RDP is set in the Flash PCROP1
End address register (FLASH_PCROP1ER). The backup registers (RTC_BKPxR in the
RTC) and the SRAM2 are also erased. The user options except PCROP protection are set
to their previous values copied from FLASH_OPTR, FLASH_WRPxyR (x=1,2 and y =A or
B). PCROP is disable. The OTP area is not affected by mass erase and remains
unchanged.

If the bit PCROP_RDP is cleared in the FLASH_PCROP1ER, the full mass erase is
replaced by a partial mass erase that is successive page erases in the bank where PCROP
is active, except for the pages protected by PCROP. This is done in order to keep the
PCROP code. If PCROP is active for both banks, both banks are erased by page erases.
Only when both banks are erased, options are re-programmed with their previous values.
This is also true for FLASH_PCROPxSR and FLASH_PCROPXER registers (x=1,2).
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Note: Full Mass Erase or Partial Mass Erase is performed only when Level 1 is active and Level 0
requested. When the protection level is increased (0->1, 1->2, 0->2) there is no mass erase.
To validate the protection level change, the option bytes must be reloaded through the
OBL_LAUNCH bit in Flash control register.
Figure 4. Changing the Read protection (RDP) level
Level 1
RDP # OxAA
RDP # 0xCC
default
Write options Including Write options including Write options including
RDP = 0xCC RDP # 0xCC and RDP # OxAA RDP = 0xAA
\ Y
Level 2 \ / Level 0
RDP = 0xCC "~ Write options including RDP = 0xAA
RDP = 0xCC
—— Options write (RDP level increase) includes:
- Options page erase
— - New options program
Options write (RDP level decrease) includes Options write (RDP level identical) includes
- Full Mass erase or Partial Mass erase to not - Options page erase
erase PCROP pages if PCROP_RDP is cleared - New options program
- Backup registers and CCM SRAM erase
- Options page erase
- New options program MS33468V1
Table 13. Access status versus protection level and execution modes
. Debug/ BootFromRam/
Area Protection User execution (BootFromFlash) BootFromLoader(!
level
Read Write Erase Read Write Erase
. 1 Yes Yes Yes No No No(®)
Flash main
memory 2 Yes Yes Yes N/A N/A N/A
1 Yes No No Yes No No
System
2
memory 2 Yes No No N/A N/A N/A
1 Yes Yes® Yes Yes Yes(®) Yes
Option bytes
2 Yes No No N/A N/A N/A
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Table 13. Access status versus protection level and execution modes (continued)

. Debug/ BootFromRam/
Area Protection User execution (BootFromFlash) BootFromLoader(!
level
Read Write Erase Read Write Erase
1 Yes Yes® N/A No No N/A
OTP
2 Yes Yes™®) N/A N/A N/A N/A
1 Yes Yes N/A No No No(®)
Backup
registers 2 Yes Yes N/A N/A N/A N/A
1 Yes Yes N/A No No No(®)
SRAM2
2 Yes Yes N/A N/A N/A N/A
1. When the protection level 2 is active, the Debug port, the boot from RAM and the boot from system memory are disabled.
2. The system memory is only read-accessible, whatever the protection level (0, 1 or 2) and execution mode.
3. The Flash main memory is erased when the RDP option byte is programmed with all level protections disabled (0xAA).
4. OTP can only be written once.
5. The backup registers are erased when RDP changes from level 1 to level 0.
6. The SRAM2 is erased when RDP changes from level 1 to level 0.
3.5.2 Proprietary code readout protection (PCROP)

3

Apart of the Flash memory can be protected against read and write from third parties. The
protected area is execute-only: it can only be reached by the STM32 CPU, as an instruction
code, while all other accesses (DMA, debug and CPU data read, write and erase) are
strictly prohibited. Depending of the DBANK mode, it allows either to specify one PCROP
zone per bank in Dual-bank mode or to specify two PCROP zones for all memory. An
additional option bit (PCROP_RDP) allows to select if the PCROP area is erased or not
when the RDP protection is changed from Level 1 to Level O (refer to Changing the Read
protection level).

Each PCROP area is defined by a start page offset and an end page offset related to the
physical Flash bank base address. These offsets are defined in the PCROP address
registers Flash PCROP1 Start address register (FLASH_PCROP1SR), Flash PCROP1 End
address register (FLASH_PCROP1ER), Flash PCROP2 Start address register
(FLASH_PCROP2SR), Flash PCROP2 End address register (FLASH_PCROPZ2ER).

In Single-bank mode (DBANK=0):

e The PCROPx (x = 1,2) area is defined from the address: base address +
[PCROPx_STRT x 16] (included) to the address: base address +
[(PCROPx_END+1) x 16] (excluded). The minimum PCROP area size is two 2 x
double-words (256 bits).

In Dual-bank mode (DBANK=1)

e The PCROPx (x = 1,2) area is defined from the address: bank “x” base address +
[PCROPx_STRT x 0x8] (included) to the address: bank “x” base address +
[(PCROPx_END+1) x 0x8] (excluded). The minimum PCROP area size is two double-
words (128 bits).
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Note:
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For example, to protect by PCROP from the address 0x0806 2F80 (included) to the address

0x0807 0004 (included):

e if bootin Flash is done in Bank 1, FLASH_PCROP1SR and FLASH_PCROP1ER
registers must be programmed with:

— PCROP1_STRT = 0xC5FO0.
— PCROP1_END = 0xE000.

e If the two banks are swapped, the protection must apply to bank 2, and
FLASH_PCROP2SR and FLASH_PCROPZ2ER register must be programmed with:

— PCROP2_STRT = 0xC5FO0.
— PCROP2_END = 0xE000.

Any read access performed through the D-bus to a PCROP protected area will trigger
RDERR flag error.

Any PCROP protected address is also write protected and any write access to one of these
addresses will trigger WRPERR.

Any PCRORP area is also erase protected. Consequently, any erase to a page in this zone is
impossible (including the page containing the start address and the end address of this
zone). Moreover, a software mass erase cannot be performed if one zone is PCROP
protected.

For previous example, due to erase by page, all pages from page 0x62 to 0x70 are
protected in case of page erase. (All addresses from 0x0806 2000 to 0x080 70FFF cannot
be erased).

Deactivation of PCROP can only occurs when the RDP is changing from level 1 to level 0. If
the user options modification tries to clear PCROP or to decrease the PCROP area, the
options programming is launched but PCROP area stays unchanged. On the contrary, it is
possible to increase the PCROP area.

When option bit PCROP_RDP is cleared, when the RDP is changing from level 1 to level O,
Full Mass Erase is replaced by Partial Mass Erase in order to keep the PCROP area (refer
to Changing the Read protection level). In this case, PCROP1/2_STRT and
PCROP1/2_END are also not erased.

It is recommended to align PCROP area with page granularity when using PCROP_RDP, or
to leave free the rest of the page where PCROP zone starts or ends.

Table 14. PCROP protection("

PCROPXx registers values

PCROP protection area
(x=1,2)

PCROPx_offset_strt >

PCROPx_offset_end No PCROP area.

The area between PCROPXx_offset_strt and
PCROPx_offset_end is

PCROPx_offset_strt < protected.
PCROPx_offset_end It is possible to write:
— PCROPx_offset_strt with a lower value

— PCROPx_offset_end with a higher value.
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1. When DBANK=1, the minimum PCROP area size is 2xdouble words: PCROPx_offset_strt and
PCROPx_offset_end.
When DBANK=0, the minimum PCROP area size is 2x(2xdouble words): PCROPx_offset_strt and
PCROPx_offset_end.
When DBANK=1, it is the user’s responsibility to make sure no overlapping occurs on the PCROP zones.

Write protection (WRP)

The user area in Flash memory can be protected against unwanted write operations.

Depending on the DBANK option bit configuration, it allows either to specify:

e In Single-bank mode (DBANK=0): four write-protected (WRP) areas can be defined in
each bank, with page size (8 KByte) granularity.

e In Dual-bank mode (DBANK=1): two write-protected (WRP) areas can be defined in
each bank, with page (4 KByte) granularity.

Each area is defined by a start page offset and an end page offset related to the physical
Flash bank base address. These offsets are defined in the WRP address registers: Flash
WRP1 area A address register (FLASH_WRP1AR), Flash WRP1 area B address register
(FLASH_WRP1BR), Flash WRP2 area A address register (FLASH_WRP2AR), Flash
WRP2 area B address register (FLASH_WRP2BR).

Dual-bank mode (DBANK=1)

The bank “x” WRP “y” area (x=1,2 and y=A,B) is defined from the address: Bank “x” Base
address + [WRPxy_STRT x 0x1000] (included) to the address: Bank “x” Base address +
[(WRPxy_END+1) x 0x1000] (excluded).

Single-bank mode (DBANK=0)

The WRPx “y” area (x=1,2 and y=A,B) is defined from the address: Base address +
[WRPy_STRT x 0x2000] (included) to the address: Base address + [(WRPy_END+1) x
0x2000] (excluded).

For example, to protect by WRP from the address 0x0806 2800 (included) to the address
0x0807 O7FF (included):

e Ifboot in Flash is done in Bank 1, FLASH_WRP1AR register must be programmed
with:

-  WRP1A_STRT = 0x62.
- WRP1A_END = 0x70.

WRP1B_STRT and WRP1B_END in FLASH_WRP1BR can be used instead (area “B”
in Bank 1).

e If the two banks are swapped, the protection must apply to bank 2, and
FLASH_WRP2AR register must be programmed with:

WRP2A_STRT = 0x62.
WRP2A_END = 0x70.
WRP2A_STRT = 0xC5.
- WRP2A_END = 0xEOQ.

WRP2B_STRT and WRP2B_END in FLASH_WRP2BR can be used instead (area “B
in Bank 2).
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When WRP is active, it cannot be erased or programmed. Consequently, a software mass
erase cannot be performed if one area is write-protected.

If an erase/program operation to a write-protected part of the Flash memory is attempted,
the write protection error flag (WRPERR) is set in the FLASH_SR register. This flag is also
set for any write access to:

—  OTP area part of the Flash memory that can never be written like the ICP

— PCROP area.

Note: When the memory read protection level is selected (RDP level = 1), it is not possible to
program or erase Flash memory if the CPU debug features are connected (JTAG or single
wire) or boot code is being executed from RAM or System Flash, even if WRP is not
activated.

Note: To validate the WRP options, the option bytes must be reloaded through the OBL_LAUNCH
bit in Flash control register.

Note: When DBANK=0, it is the user’s responsibility to make sure that no overlapping occurs on
the WRP zone.

Table 15. WRP protection
WRP registers values .
WRP protection area
(x=1/2 y= AIB)

WRPxy_STRT = Page WRPxy is protected.

WRPxy END

WRPxy_STRT > No WRP area.

WRPxy END

WRPxy_STRT < — The pages from WRPxy STRT to WRPxy END are

WRPxy_END protected.
3.6 FLASH interrupts

Table 16. Flash interrupt request
Event flag/int t
Interrupt event Event flag ven . ag/interrup Interrupt enéble control
clearing method bit

End of operation eop() Write EOP=1 EOPIE
Operation error OPERR® Write OPERR=1 ERRIE
Read error RDERR Write RDERR=1 RDERRIE
ECC correction ECCC Write ECCC=1 ECCCIE

1. EOP s setonly if EOPIE is set.
2. OPERR s set only if ERRIE is set.
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3.7 FLASH registers
3.71 Flash access control register (FLASH_ACR)
Address offset: 0x00
Reset value: 0x0000 0600
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
SLEEP | RUN_ PRFTE .
PD PD DCRST | ICRST | DCEN | ICEN N LATENCY [3:0
Bits 31:15 Reserved, must be kept at reset value.

3

Bit 14

Bit 13

Bit 12

Bit 11

Bit 10

SLEEP_PD: Flash Power-down mode during Sleep or Low-power sleep mode
This bit determines whether the Flash memory is in Power-down mode or idle
mode when the device is in Sleep or Low-power sleep mode.

0: Flash in idle mode during Sleep and Low-power sleep modes
1: Flash in Power-down mode during Sleep and Low-power sleep modes

Caution: The Flash must not be put in power-down while a program or an erase
operation is on-going.

RUN_PD: Flash Power-down mode during Run or Low-power run mode
This bit is write-protected with FLASH_PDKEYR.
This bit determines whether the Flash memory is in Power-down mode or idle
mode when the device is in Run or Low-power run mode. The Flash memory can
be put in Power-down mode only when the code is executed from RAM. The
Flash must not be accessed when RUN_PD is set.
0: Flash in idle mode
1: Flash in Power-down mode

Caution: The Flash must not be put in power-down while a program or an erase
operation is on-going.
DCRST: Data cache reset
0: Data cache is not reset

1: Data cache is reset
This bit can be written only when the data cache is disabled.

ICRST: Instruction cache reset
0: Instruction cache is not reset
1: Instruction cache is reset
This bit can be written only when the instruction cache is disabled.

DCEN: Data cache enable
0: Data cache is disabled
1: Data cache is enabled
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Bit 9 ICEN: Instruction cache enable
0: Instruction cache is disabled
1: Instruction cache is enabled

Bit 8 PRFTEN: Prefetch enable
0: Prefetch disabled
1: Prefetch enabled

Bits 7:4 Reserved, must be kept at reset value.

Bits 3:0 LATENCY][:0]: Latency
These bits represent the ratio of the SYSCLK (system clock) period to the Flash
access time.
0000: Zero wait state
0001: One wait state
0010: Two wait states
0011: Three wait states
0100: Four wait states
...1111: Fifteen wait states

3.7.2 Flash Power-down key register (FLASH_PDKEYR)
Address offset: 0x04
Reset value: 0x0000 0000
Access: no wait state, word access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PDKEYR[31:16]

w lw [ w lwl[wl[w[w[w]w]w[w][w][w][w]w]w
15 14 13 12 11 10 9 8 7 & 5 4 3 2 1 0
PDKEYR[15:0]

Bits 31:0 PDKEYR: Power-down in Run mode Flash key
The following values must be written consecutively to unlock the RUN_PD bit in
FLASH_ACR:
PDKEY1: 0x0415 2637
PDKEY2: OxFAFB FCFD

3
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3.7.3 Flash key register (FLASH_KEYR)
Address offset: 0x08
Reset value: 0x0000 0000
Access: no wait state, word access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
KEYR[31:16]

w [ w [ w [ w [ w ] [w] ] w ] w [ w]w ] [w]w]w]w]w]w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
KEYR[15:0]

w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w

Bits 31:0 KEYR: Flash key
The following values must be written consecutively to unlock the FLACH_CR
register allowing Flash programming/erasing operations:
KEY1: 0x4567 0123
KEY2: OxCDEF 89AB
3.74 Flash option key register (FLASH_OPTKEYR)

Address offset: 0x0C

Reset value: 0x0000 0000

Access: no wait state, word access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OPTKEYR[31:16]

w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OPTKEYR[15:0]

w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w

3

Bits 31:0 OPTKEYR: Option byte key
The following values must be written consecutively to unlock the FLACH_OPTR
register allowing option byte programming/erasing operations:
KEY1: 0x0819 2A3B
KEY2: 0x4C5D 6E7F
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3.7.5 Flash status register (FLASH_SR)
Address offset: 0x10
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PEMPT
v BSY
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OPTV | RD FAST | MISS | PGS | sSIZz | PGA | WRP | PROG OP | Lop
ERR | ERR ERR | ERR | ERR | ERR | ERR | ERR | ERR ERR
rc_wl | rc_wi1 rc_w1 rc wl | rc_wl | rcwl | rc_wl | rc_wl | rc_w1 rc_wl | rc_wi

134/2069

Bits 31:18 Reserved, must be kept at reset value.

Bit 177 PEMPTY: Program EMPTY

Set by hardware on power-on reset or after OBL_LAUNCH command execution
if the Flash is not programmed and the user intends to boot from the main Flash.
Cleared by hardware on power-on reset or after OBL_LAUNCH command
execution if the Flash is programmed and the user intends to boot from main
Flash. This bit can also be set and cleared by software.

1: The bit value is toggling

0: No effect

This bit can be set to clear the Program Empty bit if an OBL_LAUNCH is done by
software after Flash programming (boot in main Flash selected). It finally forces
the boot in the main Flash, without loosing the debugger connection.

Bit 16 BSY: Busy

This indicates that a Flash operation is in progress. This is set on the beginning
of a Flash operation and reset when the operation finishes or when an error
occurs.

Bit 15 OPTVERR: Option validity error

Set by hardware when the options read may not be the one configured by the
user. If option haven’t been properly loaded, OPTVERR is set again after each
system reset.

Cleared by writing 1.

Bit 14 RDERR: PCROP read error

Set by hardware when an address to be read through the D-bus belongs to a
read protected area of the Flash (PCROP protection). An interrupt is generated if
RDERRIE is set in FLASH_CR.

Cleared by writing 1.

Bits 13:10 Reserved, must be kept at reset value.

Bit 9 FASTERR: Fast programming error

Set by hardware when a fast programming sequence (activated by FSTPG) is
interrupted due to an error (alignment, size, write protection or data miss). The
corresponding status bit (PGAERR, SIZERR, WRPERR or MISSERR) is set at
the same time.

Cleared by writing 1.

3
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Bit 8

Bit 7

Bit 6

Bit 5

Bit 4

Bit 3

Bit 2
Bit 1

Bit 0

MISERR: Fast programming data miss error
In fast programming mode, 32 double words must be sent to Flash successively,
and the new data must be sent to the Flash logic control before the current data
is fully programmed. MISSERR is set by hardware when the new data is not
present in time.
Cleared by writing 1.

PGSERR: Programming sequence error

Set by hardware when a write access to the Flash memory is performed by the
code while PG or FSTPG have not been set previously. Set also by hardware
when PROGERR, SIZERR, PGAERR, WRPERR, MISSERR or FASTERR is set
due to a previous programming error.

Set also when trying to perform bank erase when DBANK=0.

Cleared by writing 1.

SIZERR: Size error
Set by hardware when the size of the access is a byte or half-word during a
program or a fast program sequence. Only double word programming is allowed
(consequently: word access).
Cleared by writing 1.

PGAERR: Programming alignment error

Set by hardware when the data to program cannot be contained in the same 64-
bit Flash memory row in case of standard programming, or if there is a change of
page during fast programming.

Cleared by writing 1.

WRPERR: Write protection error

Set by hardware when an address to be erased/programmed belongs to a write-
protected part (by WRP, PCROP or RDP level 1) of the Flash memory.
Cleared by writing 1.

PROGERR: Programming error

Set by hardware when a double-word address to be programmed contains a
value different from 'OxFFFF FFFF' before programming, except if the data to
write is '0x0000 0000'.

Cleared by writing 1.
Reserved, must be kept at reset value.

OPERR: Operation error
Set by hardware when a Flash memory operation (program / erase) completes
unsuccessfully.
This bit is set only if error interrupts are enabled (ERRIE = 1).
Cleared by writing “1°.

EOP: End of operation

Set by hardware when one or more Flash memory operation (programming /
erase) has been completed successfully.

This bit is set only if the end of operation interrupts are enabled (EOPIE = 1).
Cleared by writing 1.
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3.7.6 Flash control register (FLASH_CR)
Address offset: 0x14
Reset value: 0xC000 0000

Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access

31 3 20 28 27 26 25 24 23 2 21 20 19 18 17 16
Look | 3k ancr [ermie | k| e FSTPG | grgr | STRT
rs rs rc_w1 w rw w rw rs rs
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MER2 BKER PNBI7:0] MER1 | PER | PG

Bit 31 LOCK: FLASH_CR Lock

This bit is set only. When set, the FLASH_CR register is locked. It is cleared by
hardware after detecting the unlock sequence.

In case of an unsuccessful unlock operation, this bit remains set until the next
system reset.

Bit 30 OPTLOCK: Options Lock
This bit is set only. When set, all bits concerning user option in FLASH_CR
register and so option page are locked. This bit is cleared by hardware after
detecting the unlock sequence. The LOCK bit must be cleared before doing the
unlock sequence for OPTLOCK bit.
In case of an unsuccessful unlock operation, this bit remains set until the next
reset.

Bits 29:28 Reserved, must be kept at reset value.

Bit 27 OBL_LAUNCH: Force the option byte loading
When set to 1, this bit forces the option byte reloading. This bit is cleared only
when the option byte loading is complete. It cannot be written if OPTLOCK is set.
0: Option byte loading complete
1: Option byte loading requested

Bit 26 RDERRIE: PCROP read error interrupt enable
This bit enables the interrupt generation when the RDERR bit in the FLASH_SR
is setto 1.
0: PCROP read error interrupt disabled
1: PCROP read error interrupt enabled

Bit 25 ERRIE: Error interrupt enable
This bit enables the interrupt generation when the OPERR bit in the FLASH_SR
is setto 1.
0: OPERR error interrupt disabled
1: OPERR error interrupt enabled

Bit 24 EOPIE: End of operation interrupt enable
This bit enables the interrupt generation when the EOP bit in the FLASH_SR is
setto 1.
0: EOP Interrupt disabled
1: EOP Interrupt enabled
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Bits 23:19
Bit 18

Bit 17

Bit 16

Bit 15

Bits 14:12
Bit 11

Bits 10:3

Bit 2

Bit 1

Bit 0

3

Reserved, must be kept at reset value

FSTPG: Fast programming
0: Fast programming disabled
1: Fast programming enabled

OPTSTRT: Options modification start
This bit triggers an options operation when set.
This bit is set only by software, and is cleared when the BSY bit is cleared in
FLASH_SR.

START: Start

This bit triggers an erase operation when set. If MER1, MER2 and PER bits are
reset and the STRT bit is set, an unpredictable behavior may occur without
generating any error flag. This condition should be forbidden.

This bit is set only by software, and is cleared when the BSY bit is cleared in

FLASH_SR.
MERZ2: Bank 2 Mass erase
This bit triggers the bank 2 mass erase (all bank 2 user pages) when set.

Reserved, must be kept at reset value.

BKER: Bank erase
DBANK=1
0: Bank 1 is selected for page erase
1: Bank 2 is selected for page erase
DBANK=0
Reserved, must be kept cleared

PNBJ[7:0]: Page number selection
These bits select the page to erase:

00000000: page O
00000001: page 1

11111111 page 255

MER1: Bank 1 Mass erase
This bit triggers the bank 1 mass erase (all bank 1 user pages) when set.

PER: Page erase
0: page erase disabled
1: page erase enabled

PG: Programming
0: Flash programming disabled
1: Flash programming enabled
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3.7.7 Flash ECC register (FLASH_ECCR)
Address offset: 0x18
Reset value: 0x0000 0000
Access: no wait state when no Flash memory operation is on going, word, half-word and
byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

ECCD ECCC SYSF_| BK .

ECCD | ECCC ) ECCD2 E ECC | ECC ADDR_ECC[20:16]

rc_wl | rc_wl | rc_wl | rc_w1 w r r r | r | r | r | r

ADDR_ECCI[15:0]

2 BN B B
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Bit 31 ECCD: ECC detection

DBANK=0

Set by hardware when two ECC errors have been detected (only if
ECCC/ECCC2/ECCD/ ECCD2 are previously cleared). When this bit is set, a
NMI is generated.

Cleared by writing 1.

DBANK=1

Set by hardware when two ECC errors have been detected on 64-bits LSB (bits
63:0) (only if ECCC/ECCC2/ECCD/ ECCD2 are previously cleared). When this
bit is set, a NMI is generated.

Cleared by writing 1.

Bit 30 ECCC: ECC correction

Set by hardware when one ECC error has been detected and corrected (only if
ECCC/ECCC2/ECCD/ECCD?2 are previously cleared). An interrupt is generated
if ECCIE is set.

Cleared by writing 1.

Bit 29 ECCD2: ECC2 detection

DBANK=0

Set by hardware when two ECC errors have been detected on 64-bits MSB
(bits127:64). This bit is set (only if ECCC/ECCC2/ECCD/ECCD2 are previously
cleared). When this bit is set, a NMI is generated.

Cleared by writing 1.

DBANK=1

Reserved, must be kept at reset value.

Bit 28 ECCC2: ECC correction

DBANK=0

Set by hardware when one ECC error has been detected and corrected on 64-
bits MSB (bits127:64). This bit is set (only if ECCC/ECCC2/ECCD/ECCD2 are
previously cleared). An interrupt is generated if ECCIE is set.

Cleared by writing 1.

DBANK=1

Reserved, must be kept at reset value.

Bits 27:25 Reserved, must be kept at reset value.
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Bit 24 ECCIE: ECC correction interrupt enable
0: ECCC interrupt disabled
1: ECCC interrupt enabled.

DBANK=0
This bit enables the interrupt generation when the ECCC or ECCC2 bits in the
FLASH_ECCR register are set.
DBANK=1
This bit enables the interrupt generation when the ECCC bit in the FLASH_ECCR
register is set.

Bit 23 Reserved, must be kept at reset value.

Bit 22 SYSF_ECC: System Flash ECC fail

This bit indicates that the ECC error correction or double ECC error detection is
located in the System Flash.

Bit 21 BK_ECC: ECC fail bank
DBANK=1
This bit indicates which bank is concerned by the ECC error correction or by the
double ECC error detection.
0: bank 1
1: bank 2
DBANK=0
If SYSF_ECC is 1, it indicates which bank is concerned by the ECC error
If SYSF_ECC is 0, reserved, must be kept cleared.

Bit 19 BK_ECC: ECC fail bank
This bit indicates which bank is concerned by the ECC error correction or by the
double ECC error detection.
0: bank 1
1: bank 2

Bits 20:0 ADDR_ECC: ECC fail address
DBANK=0
This bit indicates which address in the Flash memory is concerned by the ECC
error correction or by the double ECC error detection.
DBANK=1
This bit indicates which address in the bank is concerned by the ECC error
correction or by the double ECC error detection.
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3.7.8 Flash option register (FLASH_OPTR)

Address offset: 0x20

Reset value: OXFFEF F8AA. Register bits are loaded with values from Flash memory at
OBL.

Access: no wait state when no Flash memory operation is on going; word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
n | nsw |sRAM2|sRAM2|nBOOT WWDG | IWGD_| WDG_ | IwDG._

BOOTO |BOOTO| RST | PE 1 |DBANK| DBIM | BFB2 | " o\v" | sTpRY | stop | Sw

rw w rw rw rw rw rw w rw w w rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

nRST_ | nRST_ | nRST_
SHDW | STDBY | STOP

BOR_LEV[2:0] RDP[7:0]

Bits 31:28 Reserved, must be kept at reset value.

Bit 27 nBOOTO0: nBOOTO option bit
0: nBOOTO0 =0
1: nBOOTO =1

Bit 26 nSWBOOTO0: Software BOOTO
0: BOOTO taken from the option bit nBOOTO
1: BOOTO taken from PH3/BOOTO pin

Bit 25 SRAM2_RST: SRAM2 Erase when system reset

0: SRAM2 erased when a system reset occurs
1: SRAM2 is not erased when a system reset occurs

Bit 24 SRAM2_PE: SRAM2 parity check enable

0: SRAM2 parity check enable
1: SRAM2 parity check disable

Bit 23 nBOOT1: Boot configuration

Together with the BOOTO pin, this bit selects boot mode from the Flash main
memory, SRAM1 or the System memory. Refer to Section 2.6: Boot
configuration.

Bit 22 DBANK:
0: Single-bank mode with 128 bits data read width
1: Dual-bank mode with 64 bits data
This bit can only be written when PCROPA/B is disabled.

Bit 21 DB1M: Dual-bank on 1 Mbyte Flash memory devices
0: 1 Mbyte single Flash contiguous address in bank1
1: 1 Mbyte dual-bank Flash with contiguous addresses.
When DB1M is set, a hard Fault is generated when the requested address goes
over 1 Mbyte.

Bit 20 BFB2: Dual-bank boot

0: Dual-bank boot disable
1: Dual-bank boot enable

3
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Bit 19 WWDG_SW: Window watchdog selection

0: Hardware window watchdog
1: Software window watchdog

Bit 18 IWDG_STDBY: Independent watchdog counter freeze in Standby mode

0: Independent watchdog counter is frozen in Standby mode
1: Independent watchdog counter is running in Standby mode

Bit 17 IWDG_STOP: Independent watchdog counter freeze in Stop mode

0: Independent watchdog counter is frozen in Stop mode
1: Independent watchdog counter is running in Stop mode

Bit 16 IDWG_SW: Independent watchdog selection

0: Hardware independent watchdog
1: Software independent watchdog

Bit 15 Reserved, must be kept cleared

Bit 14 nRST_SHDW

0: Reset generated when entering the Shutdown mode
1: No reset generated when entering the Shutdown mode

Bit 13 nRST_STDBY

0: Reset generated when entering the Standby mode
1: No reset generate when entering the Standby mode

Bit 12 nRST_STOP

0: Reset generated when entering the Stop mode
1: No reset generated when entering the Stop mode

Bit 11 Reserved, must be kept cleared

Bits10:8 BOR_LEV: BOR reset Level

These bits contain the VDD supply level threshold that activates/releases the
reset.

000: BOR Level 0. Reset level threshold is around 1.7 V

001: BOR Level 1. Reset level threshold is around 2.0 V

010: BOR Level 2. Reset level threshold is around 2.2 V

011: BOR Level 3. Reset level threshold is around 2.5 V

100: BOR Level 4. Reset level threshold is around 2.8 V

Bits 7:0 RDP: Read protection level
OxAA: Level 0, read protection not active
O0xCC: Level 2, chip read protection active
Others: Level 1, memories read protection active
Note: Take care about PCROP_RDP configuration in Level 1. Refer to Section :
Level 1: Read protection for more details.
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3.79 Flash PCROP1 Start address register (FLASH_PCROP1SR)
Address offset: 0x24
Reset value: OxFFFF FFFF. Register bits are loaded with values from Flash memory at
OBL.
Access: no wait state when no Flash memory operation is on going; word access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PCROP
1_STRT

w

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

PCROP1_STRT[16:0]
Bits 31:17 Reserved, must be kept
Bits 16:0 PCROP1_STRT: PCROP area start offset
DBANK=1
PCROP1_STRT contains the first double-word of the PCROP area for bank1.
DBANK=0
PCROP1_STRT contains the first 2xdouble-word of the PCROP area for all
memory.
3.7.10 Flash PCROP1 End address register (FLASH_PCROP1ER)
Address offset: 0x28
Reset value: OxXFFX XXXX. Register bits are loaded with values from Flash memory at
OBL.
Access: no wait state when no Flash memory operation is on going; word, half-word access.
PCROP_RDP bit can be accessed with byte access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PCRO
PCROP
_RDP P1_EN
D
rs w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PCROP1_ENDJ[16:0]
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Bit 31 PCROP_RDP: PCROP area preserved when RDP level decreased

This bit is set only. It is reset after a full mass erase due to a change of RDP
from Level 1 to Level 0.

0: PCROP area is not erased when the RDP level is decreased from Level 1 to
Level 0.

1: PCROP area is erased when the RDP level is decreased from Level 1 to
Level O (full mass erase).

Bits 30:17 Reserved, must be kept cleared

Bits 16:0 PCROP1_END: Bank 1 PCROP area end offset
DBANK=1
PCROP1_END contains the last double-word of the bank 1 PCROP area.
DBANK=0
PCROP1_END contains the last 2x double-word PCROP area for all memory.

3.7.11 Flash WRP1 area A address register (FLASH_WRP1AR)
Address offset: 0x2C

Reset value: OxXFFXX FFXX. Register bits are loaded with values from Flash memory at
OBL.

Access: no wait state when no Flash memory operation is on going; word, half-word and
byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP1A_END[7:0]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP1A_STRT[7:0]

Bits 31:24 Reserved, must be kept cleared

Bits 23:16 WRP1A_END: WRP first area “A” end offset
DBANK=1
WRP1A_END contains the last page of WRP first area in bank1.
DBANK=0
WRP1A_END contains the last page of WRP first area for all memory.

Bits 15:8 Reserved, must be kept cleared

Bits 7.0 WRP1A_STRT: WRP first area “A” start offset
DBANK=1
WRP1A_STRT contains the first page of WRP first area for bank1.
DBANK=0
WRP1A_STRT contains the first page of WRP first area for all memory.
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3.7.12 Flash WRP1 area B address register (FLASH_WRP1BR)
Address offset: 0x30
Reset value: OxFFXX FFXX. Register bits are loaded with values from Flash memory at
OBL.
Access: no wait state when no Flash memory operation is on going; word, half-word and
byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP1B_END[7:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP1B_STRT[7:0]
Bits 31:24 Reserved, must be kept cleared
Bits 23:16 WRP1B_END: WRP second area “B” end offset
DBANK=1
WRP1B_END contains the last page of the WRP second area for bank1.
DBANK=0
WRP1B_END contains the last page of the WPR second area for all memory.
Bits 15:8 Reserved, must be kept cleared
Bits 7.0 WRP1B_STRT: WRP second area “B” start offset
DBANK=1
WRP1B_STRT contains the last page of the WRP second area for bank1.
DBANK=0
WRP1B_STRT contains the last page of the WPR second area for all memory.
3.7.13 Flash PCROP2 Start address register (FLASH_PCROP2SR)
Address offset: 0x44
Reset value: OxFFFF FFFF
Access: no wait state when no Flash memory operation is on going; word access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PCRO
P2_ST
RT
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PCROP2_STRT[16:0]
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Bits 31:17 Reserved, must be kept cleared
Bits 16:0 PCROP2_STRT: PCROP area start offset
DBANK=1
PCROP2_STRT contains the first double-word of the PCROP area for bank 2.
DBANK=0
PCROP2_STRT contains the first double-word PCROP area for all memory.
3.7.14 Flash PCROP2 End address register (FLASH_PCROP2ER)
Address offset: 0x48
Reset value: OxXFFX XXXX
Access: no wait state when no Flash memory operation is on going; word access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PCRO
P2_EN
D
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PCROP2_END[16:0]
Bits 31:17 Reserved, must be kept cleared
Bits 23:16 PCROP2_END: PCROP area end offset
DBANK=1
PCROP2_END contains the last double-word of the PCROP area for bank2.
DBANK=0
PCROP2_END contains the last 2xdouble-word of the PCROP area for all the
memory.
3.7.15 Flash WRP2 area A address register (FLASH_WRP2AR)

Address offset: 0x4C

Reset value: OXFFXX FFXX

Access: no wait state when no Flash memory operation is on going; word, half-word and
byte access

16

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17
WRP2A_END[7:0]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRP2A_STRT[7:0]
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3.7.16

Bits 31:24 Reserved, must be kept cleared
Bits 23:16 WRP2A_END: WRP first area “A” end offset

DBANK=1

WRP2A_END contains the last page of the WRP first area for bank2.
DBANK=0

WRP2A_END contains the last page of the WRP third area for all memory.

Bits 15:8 Reserved, must be kept cleared

Bits 7:0 WRP2A_STRT: WRP first area “A” start offset

DBANK=1

WRP2A_STRT contains the first page of the WRP first area for bank2.
DBANK=0

WRP2A_STRT contains the first page of the WRP third area for all memory.

Flash WRP2 area B address register (FLASH_WRP2BR)

Address offset: 0x50
Reset value: OxFFXX FFXX

Access: no wait state when no Flash memory operation is on going; word, half-word and

byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRP2B_END[7:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

WRP2B_STRT[7:0]
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Bits 31:24 Reserved, must be kept cleared
Bits 23:16 WRP2B_END: WRP second area “B” end offset

DBANK=1

WRP2B_END contains the last page of the WRP second area for bank2.
DBANK=0

WRP2B_END contains the last page of the WRP fourth area for all memory.

Bits 15:8 Reserved, must be kept cleared

Bits 23:16 WRP2B_STRT: WRP second area “B” start offset

DBANK=1

WRP2B_STRT contains the first page of the WRP second area for bank2.
DBANK=0

WRP2B_STRT contains the first page of the WRP second area for all memory.
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3.717 Flash configuration register (FLASH_CFGR)

Address offset: 0x130
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
LVEN

w

Bits 31:1 Reserved, must be kept cleared

Bit 0 LVEN: Low voltage enable
This bit is set and cleared by software. This bit must be used only in case of
external SMPS.
0: Flash low voltage disable
1: Flash low voltage enabled. Before setting this bit, it is recommended to:
- Switch the voltage scaling to range 2
- Ensure that the minimum VDD12 is 1.08 V
- When the external SMPS is ON, the LVEN bit can be set.
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3.7.18 FLASH register map
Table 17. Flash interface - register map and reset values
Offset| Register 5|8 |QF|N|&|QJKN|SIKRSRT|RR(I 2N E (2| o|~|0(w|¢|0n|— 0
a
o Q|- zZ
I |op|=|Z|=z|w
FLASH_ACR hlz'|% A Wik LAEE.(';‘]CY
0x00 wls8|S|a|8|e :
[2)
Reset value ojojofo|1f1]|0 0‘0|0‘0
FLASH
= PDKEYR[31:0]
O0x04 PDKEYR
Reset value olo‘o|o‘o|o|o|o|o|o|o‘o|o‘0|o|0|0|0|0|0‘0|0‘0|0|0|0|0‘0|0‘0|0|0
FLASH_KEYR KEYR[31:0]
0x08
Reset value olo‘o|o‘o|o|0|o|o|o|o‘o|o‘0|o|0|0|0|0|0‘0|0‘0|0|0|0|0‘0|0‘0|0|0
FLASE'Y—F? PT OPTKEYR[31:0]
0x0C
Resetvalue |0|0|0|0|0|0|0|0|l0|0|0|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O]|O
14 4 x x| |%
i>—$’€é 58:€°5§°f°:5 & la
FLASH_SR Lo|>|w = AR TR AR R KO wlo
0x10 - EEDEQ “’@85‘60:0 g3
o OD: EED.wllgg o
Reset value x|olo]o olofjofo|ofo|o 00
5
X w =
x|8 5|z |w|w 01K o o <
FLAsH cR (S| 2 HHEE Elo x| g PNBI[7:0] EiEle
0x14 oy To|w|m Pla|n|= o s|o
o | o
o
Resetvalue |1 |1 ojofofo ojofofo 00‘0|0|0|0|0‘0|0000
Q
o oy w [SRES]
Q19 (alo o w O
FLASH_ECCR 8|8 318 o o ADDR_ECC[20:0]
0x18 Wiw|g|o 2 %
n
Resetvalue |[0[0|0 |0 0 ooooooooooooo‘olo 0|0|0‘0|0‘0|0|0
= o
OEWH_J‘_ 550; %8%
El ol NE | ¥s || D E|E|D IlE|E
ol old|a|o| 2|2 |a|'|9|9] HREZAR BOR_ .
FLASH_OPTR ol 8ly|s|8| <|n |8 1o A2 - RDP[7:0]
s @ ololo|a ] i LEV[2:0]
0x20 HHARREEEEEEIEERAAE
C%U) ;55_ nénéné
Reset value XXX XXX X[ X]|X]|X]|X]X X|X|x x‘x‘x x‘x‘x‘x|x‘x|x‘x
FLASH
= PCROP1_STRT[16:0]
Ox24 PCROP1SR
Reset value 1‘x‘x‘x|x‘x|x‘x‘x‘x‘x‘x‘x|x‘x|x‘x
o
a
FLASH &,
_ o PCROP1_END[16:0]
0x28 PCROPIER | G
O
o
Reset value X 0 XXXXXXXXXIXIX‘X|X‘X|X|X
FLASH_ WRP1A_END[7:0] WRP1A_STRT[7:0]
WRP1AR
0x2C
Reset value x‘x|x‘x|x‘x|x‘x x‘x‘x‘x|x‘x|x‘x
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Table 17. Flash interface - register map and reset values (continued)

Offset| Register |5|3|QXJK(&|XI|KRNQ|KQS(R(=|2|2|S (R[S |F[2|o|o|~|0|0w|F 0 /N|-|0
FLASH_ . :
WRP1BR WRP1B_END[7:0] WRP1B_STRT[7:0]
0x30
Reset value XX | X|X|x|x[x]x x‘x‘x‘x|x‘x|x‘x
FLASH
= PCROP2_STRT[16:0]
oxa4 | PCROP2SR
Reset value 1 ‘x‘x‘x|x‘x|x‘x‘x‘x‘x‘x‘x|x‘x|x‘x
FLASH
= PCROP2_ENDI[16:0]
oxas | PCROP2ER
Reset value 0 xxxxxxxxx‘x‘x‘x|x‘x|x‘x
FLASH_ _ ,
WRP2AR WRP2A_END[7:0] WRP2A_STRT[7:0]
0x4C
Reset value x‘x|x‘x|x‘x|x‘x x‘x‘x‘x|x‘x|x‘x
FLASH_ . :
WRP2BR WRP2B_END[7:0] WRP2B_STRT[7:0]
0x50
Reset value XXX |X|x]|x]|x]|x XXX |X|X]|x]|x]|x
P4
FLASH_CFGR w
0x130 3
Reset value 0
Refer to Section 2.2.2 on page 82 for the register boundary addresses.
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Firewall (FW)

Introduction

The Firewall is made to protect a specific part of code or data into the Non-Volatile Memory,
and/or to protect the Volatile data into the SRAM 1 from the rest of the code executed
outside the protected area.

Firewall main features

e The code to protect by the Firewall (Code Segment) may be located in:
—  The Flash memory map

— The SRAM 1 memory, if declared as an executable protected area during the
Firewall configuration step.

e The data to protect can be located either
— in the Flash memory (non-volatile data segment)
— in the SRAM 1 memory (volatile data segment)
The software can access these protected areas once the Firewall is opened. The Firewall

can be opened or closed using a mechanism based on “call gate” (Refer to Opening the
Firewall).

The start address of each segment and its respective length must be configured before
enabling the Firewall (Refer to Section 4.3.5: Firewall initialization).

Each illegal access into these protected segments (if the Firewall is enabled) generates a
reset which immediately kills the detected intrusion.

Any DMA access to protected segments is forbidden whatever the Firewall state (opened or
closed). It is considered as an illegal access and generates a reset.
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4.3 Firewall functional description

4.3.1 Firewall AMBA bus snoop

The Firewall peripheral is snooping the AMBA buses on which the memories (volatile and
non-volatile) are connected. A global architecture view is illustrated in Figure 5.

Figure 5. STM32L4Rxxx and STM32L4Sxxx firewall connection schematics

|
N
T
AHB Master 1 AHB Slave |\ ¢
CORTEX M4 E FLASH
A
B c
U E
S
AHB Master 2| M FIREWALL
DMA A
T
R
|
X
SRAM 1
AHB Slave
MsV43402V1
4.3.2 Functional requirements

There are several requirements to guaranty the highest security level by the application
code/data which needs to be protected by the Firewall and to avoid unwanted Firewall alarm
(reset generation).

Debug consideration

In debug mode, if the Firewall is opened, the accesses by the debugger to the protected
segments are not blocked. For this reason, the Read out level 2 protection must be active in
conjunction with the Firewall implementation.

If the debug is needed, it is possible to proceed in the following way:

e A dummy code having the same API as the protected code may be developed during
the development phase of the final user code. This dummy code may send back
coherent answers (in terms of function and potentially timing if needed), as the
protected code should do in production phase.

¢ Inthe development phase, the protected code can be given to the customer-end under
NDA agreement and its software can be developed in level 0 protection. The customer-

3

RM0432 Rev 4 151/2069




Firewall (FW) RM0432

4.3.3
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end code needs to embed an IAP located in a write protected segment in order to allow
future code updates when the production parts will be Level 2 ROP.

Write protection

In order to offer a maximum security level, the following points need to be respected:

e Itis mandatory to keep a write protection on the part of the code enabling the Firewall.
This activation code should be located outside the segments protected by the Firewall.

e  The write protection is also mandatory on the code segment protected by the Firewall.
e The page including the reset vector must be write-protected.

Interrupts management

The code protected by the Firewall must not be interruptible. It is up to the user code to
disable any interrupt source before executing the code protected by the Firewall. If this
constraint is not respected, if an interruption comes while the protected code is executed
(Firewall opened), the Firewall will be closed as soon as the interrupt subroutine is
executed. When the code returns back to the protected code area, a Firewall alarm will raise
since the “call gate” sequence will not be applied and a reset will be generated.

Concerning the interrupt vectors and the first user page in the Flash memory:

e If the first user page (including the reset vector) is protected by the Firewall, the NVIC
vector should be reprogrammed outside the protected segment.

e If the first user page is not protected by the Firewall, the interrupt vectors may be kept
at this location.

There is no interrupt generated by the Firewall.

Firewall segments

The Firewall has been designed to protect three different segment areas:

Code segment

This segment is located into the Flash memory. It should contain the code to execute which
requires the Firewall protection. The segment must be reached using the “call gate” entry
sequence to open the Firewall. A system reset is generated if the “call gate” entry sequence
is not respected (refer to Opening the Firewall) and if the Firewall is enabled using the
FWDIS bit in the system configuration register. The length of the segment and the segment
base address must be configured before enabling the Firewall (refer to Section 4.3.5:
Firewall initialization).

Non-volatile data segment

This segment contains non-volatile data used by the protected code which must be
protected by the Firewall. The access to this segment is defined into Section 4.3.4: Segment
accesses and properties. The Firewall must be opened before accessing the data in this
area. The Non-Volatile data segment should be located into the Flash memory. The
segment length and the base address of the segment must be configured before enabling
the Firewall (refer to Section 4.3.5: Firewall initialization).

3
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Volatile data segment

Volatile data used by the protected code located into the code segment must be defined into
the SRAM 1 memory. The access to this segment is defined into the Section 4.3.4: Segment

accesses and properties. Depending on the Volatile data segment configuration, the
Firewall must be opened or not before accessing this segment area. The segment length
and the base address of the segment as well as the segment options must be configured
before enabling the Firewall (refer to Section 4.3.5: Firewall initialization).

The Volatile data segment can also be defined as executable (for the code execution) or
shared using two bit of the Firewall configuration register (bit VDS for the volatile data
sharing option and bit VDE for the volatile data execution capability). For more details, refer

to Table 18.

Segment accesses and properties

All DMA accesses to the protected segments are forbidden, whatever the Firewall state, and

generate a system reset.

Segment access depending on the Firewall state

Each of the three segments has specific properties which are presented in Table 18.

Table 18. Segment accesses according to the Firewall state

Segment

Firewall opened
access allowed

Firewall closed
access allowed

Firewall disabled
access allowed

Code segment

Read and execute

No access allowed.

Any access to the segment
(except the “call gate” entry)
generates a system reset

All accesses are allowed
(according to the Flash page
protection properties in which
the code is located)

Non-volatile data

Read and write

No access allowed

All accesses are allowed
(according to the Flash page

configuration register

VDE bit value)

Execute if VDE = 1 and VDS
but with a “call gate” entry to
open the Firewall at first.

segment protection properties in which
the code is located)
No access allowed if VDS =0
and VDE = 0 into the Firewall
Read and Write configurgtion register
Volatile data £ te if VDE = 1 and Read/write/execute accesses
xecute | =lan allowed if VDS = 1 (whatever All accesses are allowed
segment VDS = 0 into the Firewall

3

RM0432 Rev 4

153/2069




Firewall (FW) RM0432

4.3.5

154/2069

The Volatile data segment is a bit different from the two others. The segment can be:
e  Shared (VDS bit in the register)

It means that the area and the data located into this segment can be shared between
the protected code and the user code executed in a non-protected area. The access is
allowed whether the Firewall is opened or closed or disabled.

The VDS bit gets priority over the VDE bit, this last bit value being ignored in such a
case. It means that the Volatile data segment can execute parts of code located there
without any need to open the Firewall before executing the code.

. Execute

The VDE bit is considered as soon as the VDS bit = 0 in the FW_CR register. If the
VDS bit = 1, refer to the description above on the Volatile data segment sharing. If VDS
= 0 and VDE =1, the Volatile data segment is executable. To avoid a system reset
generation from the Firewall, the “call gate” sequence should be applied on the Volatile
data segment to open the Firewall as an entry point for the code execution.

Segments properties

Each segment has a specific length register to define the segment size to be protected by
the Firewall: CSL register for the Code segment length register, NVDSL for the Non-volatile
data segment length register, and VDSL register for the Volatile data segment length
register. Granularity and area ranges for each of the segments are presented in Table 19.

Table 19. Segment granularity and area ranges

Segment Granularity Area range
Code segment 256 byte |2048 Kbytes - 256 bytes
Non-volatile data segment 256 byte |2048 Kbytes - 256 bytes
Volatile data segment 64 byte 192 Kbyte - 64 bytes

Firewall initialization

The initialization phase should take place at the beginning of the user code execution (refer
to the Write protection).

The initialization phase consists of setting up the addresses and the lengths of each
segment which needs to be protected by the Firewall. It must be done before enabling the
Firewall, because the enabling bit can be written once. Thus, when the Firewall is enabled, it
cannot be disabled anymore until the next system reset.

Once the Firewall is enabled, the accesses to the address and length segments are no
longer possible. All write attempts are discarded.

A segment defined with a length equal to 0 is not considered as protected by the Firewall.
As a consequence, there is no reset generation from the Firewall when an access to the
base address of this segment is performed.

After a reset, the Firewall is disabled by default (FWDIS bit in the SYSCFG register is set). It
has to be cleared to enable the Firewall feature.
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Below is the initialization procedure to follow:
1. Configure the RCC to enable the clock to the Firewall module
2. Configure the RCC to enable the clock of the system configuration registers

3. Set the base address and length of each segment (CSSA, CSL, NVDSSA, NVDSL,
VDSSA, VDSL registers)

4. Set the configuration register of the Firewall (FW_CR register)

5. Enable the Firewall clearing the FWDIS bit in the system configuration register.

The Firewall configuration register (FW_CR register) is the only one which can be managed
in a dynamic way even if the Firewall is enabled:

e when the Non-Volatile data segment is undefined (meaning the NVDSL register is
equal to 0), the accesses to this register are possible whatever the Firewall state
(opened or closed).

e when the Non-Volatile data segment is defined (meaning the NVDSL register is
different from 0), the accesses to this register are only possible when the Firewall is
opened.

Firewall states

The Firewall has three different states as shown in Figure 6:
e Disabled: The FWDIS bit is set by default after the reset. The Firewall is not active.

e Closed: The Firewall protects the accesses to the three segments (Code, Non-volatile
data, and Volatile data segments).

e  Opened: The Firewall allows access to the protected segments as defined in
Section 4.3.4: Segment accesses and properties.

Figure 6. Firewall functional states

,//Firewall disablem\
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the protected
segments
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Opening the Firewall

As soon as the Firewall is enabled, it is closed. It means that most of the accesses to the
protected segments are forbidden (refer to Section 4.3.4: Segment accesses and
properties). In order to open the Firewall to interact with the protected segments, it is
mandatory to apply the “call gate” sequence described hereafter.

“call gate” sequence

The “call gate” is composed of 3 words located on the first three 32-bit addresses of the
base address of the code segment and of the Volatile data segment if it is declared as
not shared (VDS = 0) and executable (VDE = 1).

— 1st word: Dummy 32-bit words always closed in order to protect the “call gate”
opening from an access due to a prefetch buffer.

— 2nd and 3rd words: 2 specific 32-bit words called “call gate” and always opened.

To open the Firewall, the code currently executed must jump to the 2" word of the “call
gate” and execute the code from this point. The 2nd word and 3rd word execution must not
be interrupted by any intermediate instruction fetch; otherwise, the Firewall is not
considered open and comes back to a close state. Then, executing the 3" word after
receiving the intermediate instruction fetch would generate a system reset as a
consequence.

As soon as the Firewall is opened, the protected segments can be accessed as described in
Section 4.3.4: Segment accesses and properties.

Closing the Firewall

The Firewall is closed immediately after it is enabled (clearing the FWDIS bit in the system
configuration register).

To close the Firewall, the protected code must:

e  Write the correct value in the Firewall Pre Arm Flag into the FW_CR register.

e Jump to any executable location outside the Firewall segments.

If the Firewall Pre Arm Flag is not set when the protected code jumps to a non protected
segment, a reset is generated. This control bit is an additional protection to avoid an

undesired attempt to close the Firewall with the private information not yet cleaned (see the
note below).

For security reasons, following the application for which the Firewall is used, it is advised to
clean all private information from CPU registers and hardware cells.

3
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4.4 Firewall registers

4.4.1 Code segment start address (FW_CSSA)

Address offset: 0x00
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ADD[23:16]
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ADDI[15:8]
rw

Bits 31:24 Reserved, must be kept at reset value.

Bits 23:8 ADD[23:8]: code segment start address
The LSB bits of the start address (bit 7:0) are reserved and forced to 0 in order to allow a
256-byte granularity.
Note: These bits can be written only before enabling the Firewall. Refer to Section 4.3.5:
Firewall initialization.

Bits 7:0 Reserved, must be kept at the reset value.

4.4.2 Code segment length (FW_CSL)

Address offset: 0x04
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LENG[21:16]
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
LENG15:8]
rw

Bits 31:22 Reserved, must be kept at the reset value.

Bits 21:8 LENG[21:8]: code segment length
LENG[21:8] selects the size of the code segment expressed in bytes but is a multiple of
256 bytes.
The segment area is defined from {ADD[23:8],0x00} to {ADD[23:8]+LENG[21:8], 0x00} - 0x01
Note: If LENG[21:8] = 0 after enabling the Firewall, this segment is not defined, thus not
protected by the Firewall.
These bits can only be written before enabling the Firewall. Refer to Section 4.3.5:
Firewall initialization.

Bits 7:0 Reserved, must be kept at the reset value.
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443 Non-volatile data segment start address (FW_NVDSSA)

Address offset: 0x08
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ADD[23:16]
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ADDI[15:8]
rw

Bits 31:24 Reserved, must be kept at the reset value.

Bits 23:8 ADDI[23:8]: Non-volatile data segment start address
The LSB bits of the start address (bit 7:0) are reserved and forced to 0 in order to allow a
256-byte granularity.
Note: These bits can only be written before enabling the Firewall. Refer to Section 4.3.5:
Firewall initialization.

Bits 7:0 Reserved, must be kept at the reset value.

44.4 Non-volatile data segment length (FW_NVDSL)

Address offset: 0x0C
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LENG[21:16]
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
LENG[15:8]
rw

Bits 31:22 Reserved, must be kept at the reset value.

Bits 21:8 LENG[21:8]: Non-volatile data segment length

LENGJ[21:8] selects the size of the Non-volatile data segment expressed in bytes but is a
multiple of 256 bytes.

The segment area is defined from {ADD[23:8],0x00} to {ADD[23:8]+LENG[21:8], 0x00} - 0x01

Note: If LENG[21:8] = 0 after enabling the Firewall, this segment is not defined, thus not
protected by the Firewall.

These bits can only be written before enabling the Firewall. Refer to Section 4.3.5:
Firewall initialization.

Bits 7:0 Reserved, must be kept at the reset value.
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4.4.5 Volatile data segment start address (FW_VDSSA)

Address offset: 0x10
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ADD
[17:16]
w rw
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ADDI[15:6]
rw

Bits 31:18 Reserved, must be kept at the reset value.
Bit 17 ADD[17]: Volatile data segment start address

Bits 16:6 ADD[16:6]: Volatile data segment start address

The LSB bits of the start address (bit 5:0) are reserved and forced to 0 in order to allow a
64-byte granularity.

Note: These bits can only be written before enabling the Firewall. Refer to Section 4.3.5:
Firewall initialization

Bits 5:0 Reserved, must be kept at the reset value.

4.4.6 Volatile data segment length (FW_VDSL)
Address offset: 0x14
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LENG
[17:16]
w rw
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
LENG[15:6]
w
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Bits 31:18 Reserved, must be kept at the reset value.
Bit 17 LENG[17]: volatile data segment length

Bits 16:6 LENG[16:6]: volatile data segment length
LENGJ[16:6] selects the size of the volatile data segment expressed in bytes but is a multiple
of 64 bytes.
The segment area is defined from {ADD[16:6],0x00} to {ADD[16:6]+LENG[16:6], 0x00} - 0x01

Note: If LENG[17:6] = O after enabling the Firewall, this segment is not defined, thus not
protected by the Firewall.

These bits can only be written before enabling the Firewall. Refer to Section 4.3.5:
Firewall initialization.

Bits 5:0 Reserved, must be kept at the reset value.

4.4.7 Configuration register (FW_CR)

Address offset: 0x20

Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

VDE VDS FPA

Bits 31:3 Reserved, must be kept at the reset value.
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Bit 2 VDE: Volatile data execution
0: Volatile data segment cannot be executed if VDS =0
1: Volatile data segment is declared executable whatever VDS bit value

When VDS = 1, this bit has no meaning. The Volatile data segment can be executed whatever
the VDE bit value.

If VDS = 1, the code can be executed whatever the Firewall state (opened or closed)

If VDS = 0, the code can only be executed if the Firewall is opened or applying the “call gate”
entry sequence if the Firewall is closed.

Refer to Segment access depending on the Firewall state.

Bit 1 VDS: Volatile data shared

0: Volatile data segment is not shared and cannot be hit by a non protected executable code
when the Firewall is closed. If it is accessed in such a condition, a system reset will be
generated by the Firewall.

1: Volatile data segment is shared with non protected application code. It can be accessed
whatever the Firewall state (opened or closed).

Refer to Segment access depending on the Firewall state.

Bit0 FPA: Firewall prearm
0: any code executed outside the protected segment when the Firewall is opened will
generate a system reset.
1: any code executed outside the protected segment will close the Firewall.
Refer to Closing the Firewall.

This register is protected in the same way as the Non-volatile data segment (refer to
Section 4.3.5: Firewall initialization).
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44.8 Firewall register map

The table below provides the Firewall register map and reset values.

Table 20. Firewall register map and reset values

Offset| Register |5/8|2|%N[<|2(Ial8c|g|2|2|x o222 (c(2|o| o~ o|n|<|o|n| o
0x0 FW_CSSA ADD
Reset Value ojlojofofofo[o]o]o]ofo]o]o]o]o]0
Oxd FW_CSL LENG
Reset Value ofofofo[ofo]o]o]ofo]o]o]o]0
0x8 FW_NVDSSA ADD
Reset Value oJoJoJofofo[o]o]o]o]oJo]o]o]o]0
0xC FW_NVDSL LENG
Reset Value ofofoJofo[oJoJoJo]oJo]o]o]o0
0x10 FW_VDSSA ADD
Reset Value ofoJoJoJoJoJoofo]o]o]o
Ox14 FW_VDSL LENG
Reset Value o(o|jojofo|jojojo|jo0j0jo0|0
0x18
Reset Value
0x1C
Reset Value
wlm|<
0x20 FW_CR SEE
Reset Value 0|0|0

Refer to Section 2.2.2 on page 82 for the register boundary addresses.
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Power supplies

The STM32L4Rxxx and STM32L4Sxxx devices require a 1.71 V to 3.6 V operating supply
voltage (Vpp). Several peripherals are supplied through independent power domains: Vppa,
Vppio2: Vopuses Vpopps)- Those supplies must not be provided without a valid operating
supply on the Vpp pin.

e Vpp=171Vto36V

Vpp is the external power supply for the 1/Os, the internal regulator and the system
analog such as reset, power management and internal clocks. It is provided externally
through VDD pins.

e Vppa=1.62V (ADCs/COMPs)/ 1.8V (DACs/OPAMPs) /2.4 V (VREFBUF) to 3.6 V
Vppa is the external analog power supply for A/D converters, D/A converters, voltage
reference buffer, operational amplifiers and comparators. The Vppp voltage level is
independent from the Vpp voltage. Vppa should be preferably connected to Vpp when
these peripherals are not used.

o VDD12= 1.05t0 1.32V
Vpp12 is the external power supply bypassing the internal regulator when connected to
an external SMPS. It is provided externally through Vpp15 pins and only available on
packages with the external SMPS supply option. Vpp4, does not require any external
decoupling capacitance and cannot support any external load.

° VDDUSB =3.0Vto36V
Vppusg is the external independent power supply for USB transceivers. The Vppyse
voltage level is independent from the Vpp voltage. Vppysg should be preferably
connected to Vpp when the USB is not used.

The Vppysg power supply may not be present as a dedicated pin, but to be internally
bonded to Vpp. For such devices, Vpp has to respect the Vppysg supply range when
the USB is used.

(] VDD|02 =1.08Vto36V
Vppio2 is the external power supply for 14 1/0s (Port G[15:2]). The Vpp o2 Voltage level
is independent from the Vpp voltage and should preferably be connected to Vpp when
PG[15:2] are not used.

3 Vppps is an independent DSI power supply dedicated to the DSI regulator and the
MIPI DPHY. This supply must be connected to the global Vpp.

e Vcappg Pin is the output of the DSI regulator (1.2 V) which must be connected
externally to Vpp12ops)-

e Vpp12ps Pin is used to supply the MIPI D-PHY, and to supply the clock and data lanes
pins. An external capacitor of 2.2 uF must be connected on Vpp12pg) Pin.

o VBAT= 1.55Vto 3.6V

Vgar is the power supply for RTC, external clock 32 kHz oscillator and backup registers
(through power switch) when Vpp is not present. VBAT is internally bonded to VDD for
small packages without dedicated pin.

e  VREF-, VREF+

Vger+ is the input reference voltage for ADCs and DACs. It is also the output of the
internal voltage reference buffer when enabled.

RM0432 Rev 4 163/2069




Power control (PWR) RMO0432

164/2069

When Vppa < 2V, VRgp+ must be equal to Vppa.
When Vppa 2 2V, VgRgg+ must be between 2 V and Vppa.
VRrer+ can be grounded when ADC and DAC are not active.

The internal voltage reference buffer supports two output voltages, which are
configured with VRS bit in the VREFBUF_CSR register:

—  VRgr+ around 2.048 V. This requires Vppa equal to or higher than 2.4 V.
—  VRer+ around 2.5 V. This requires Vppa equal to or higher than 2.8 V.

VREF- and VREF+ pins are not available on all packages. When not available on the
package, they are bonded to VSSA and VDDA, respectively.

When the VREF+ is double-bonded with VDDA in a package, the internal voltage
reference buffer is not available and must be kept disable (refer to related device
datasheet for packages pinout description).

VRgeg. must always be equal to Vggp.

An embedded linear voltage regulator is used to supply the internal digital power VoRe-
Vcore is the power supply for digital peripherals and memories.

Figure 7. STM32L4S5xx/R5xx and STM32L4S7xx/L4R7xx power supply overview
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Figure 8. STM32L4S9xx/L4R9xx power supply overview
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Independent analog peripherals supply

To improve ADC and DAC conversion accuracy and to extend the supply flexibility, the
analog peripherals have an independent power supply which can be separately filtered and
shielded from noise on the PCB.

e The analog peripherals voltage supply input is available on a separate Vppa pin.

e Anisolated supply ground connection is provided on Vggp pin.
The Vppa supply voltage can be different from Vpp. The presence of Vppa must be checked

before enabling any of the analog peripherals supplied by Vppa (A/D converter, D/A
converter, comparators, operational amplifiers, voltage reference buffer).

The Vppa supply can be monitored by the Peripheral Voltage Monitoring, and compared
with two thresholds (1.65 V for PVM3 or 2.2 V for PVM4), refer to Section 5.2.3: Peripheral
Voltage Monitoring (PVM) for more details.

When a single supply is used, Vppp can be externally connected to Vpp through the
external filtering circuit in order to ensure a noise-free Vppa reference voltage.
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ADC and DAC reference voltage

To ensure a better accuracy on low-voltage inputs and outputs, the user can connect to
VReg+ @ separate reference voltage lower than Vppa. Vreg+ is the highest voltage,
represented by the full scale value, for an analog input (ADC) or output (DAC) signal.

VREer+ can be provided either by an external reference of by an internal buffered voltage
reference (VREFBUF).

The internal voltage reference is enabled by setting the ENVR bit in the Section 24.3.1:
VREFBUF control and status register (VREFBUF _CSR). The voltage reference is set to
2.5V when the VRS bit is set and to 2.048 V when the VRS bit is cleared. The internal
voltage reference can also provide the voltage to external components through Vygg. pin.
Refer to the device datasheet and to Section 24: Voltage reference buffer (VREFBUF) for
further information.

Independent 1/O supply rail

Some 1/Os from Port G (PG[15:2]) are supplied from a separate supply rail. The power
supply for this rail can range from 1.08 V to 3.6 V and is provided externally through the
Vppioz pin. The Vpp oo voltage level is completely independent from Vpp or Vppa. The
Vppioz pin is available only for some packages. Refer to the pinout diagrams or tables in the
related device datasheet(s) for I/O list(s).

After reset, the 1/0s supplied by Vpp o2 are logically and electrically isolated and therefore
are not available. The isolation must be removed before using any I/O from PG[15:2], by
setting the IOSV bit in the PWR_CR2 register, once the Vpp oo supply is present.

The Vpp o2 supply is monitored by the Peripheral Voltage Monitoring (PVMZ2) and compared
with the internal reference voltage (3/4 VregnT, @round 0.9V), refer to Section 5.2.3:
Peripheral Voltage Monitoring (PVM) for more details.

Independent USB transceivers supply

The USB transceivers are supplied from a separate Vppysg power supply pin. Vppyse
range is from 3.0 V to 3.6 V and is completely independent from Vpp or Vppa.

After reset, the USB features supplied by Vppygp are logically and electrically isolated and
therefore are not available. The isolation must be removed before using the USB OTG
peripheral, by setting the USV bit in the PWR_CR2 register, once the Vppygg supply is
present.

The Vppysg supply is monitored by the Peripheral Voltage Monitoring (PVM1) and
compared with the internal reference voltage (VrgpnT, @round 1.2 V), refer to Section 5.2.3:
Peripheral Voltage Monitoring (PVM) for more details.

Independent DSI supply
The DSI (Display Serial Interface) sub-system uses several power supply pins which are
independent from the other supply pins:

e VDDDSI is an independent DSI power supply dedicated for DSI Regulator and MIPI
D-PHY. This supply must be connected to global VDD.

e VCAPDSI pin is the output of DSI Regulator (1.2V) which must be connected externally
to VDD12DSI.

e VDD12DSI pin is used to supply the MIPI D-PHY, and to supply clock and data lanes
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pins. An external capacitor of 2.2 uF must be connected on VDD12DSI pin.

e VSSDSI pin is an isolated supply ground used for DSI sub-system.

If DSI functionality is not used at all, then:

e VDDDSI pin must be connected to global VDD.

e VCAPDSI pin must be connected externally to VDD12DSI but the external capacitor is
no more needed. If the VDD12DSI is not available on a package, the VCAPDSI to be
kept floating.

e VSSDSI pin must be grounded.

Note: VDDDSI and VDD 12DSI pins are not available on all packages. When not available, they
are bonded to VDD and VCAPDSI, respectively.
5.1.5 Battery backup domain

To retain the content of the Backup registers and supply the RTC function when Vpp is

turned off, the VBAT pin can be connected to an optional backup voltage supplied by a

battery or by another source.

The VBAT pin powers the RTC unit, the LSE oscillator and the PC13 to PC15 1/Os, allowing

the RTC to operate even when the main power supply is turned off. The switch to the Vgar

supply is controlled by the power-down reset embedded in the Reset block.

Warning: During tgstrempo (temporization at Vpp startup) or after a PDR
has been detected, the power switch between Vgt and Vpp
remains connected to Vgar.
During the startup phase, if Vpp is established in less than
trsTTEMPO (refer to the datasheet for the value of trstrEMPO)
and Vpp > Vgar + 0.6 V, a current may be injected into Vgt
through an internal diode connected between Vpp and the
power switch (VgaT).
If the power supply/battery connected to the VBAT pin cannot
support this current injection, it is strongly recommended to
connect an external low-drop diode between this power
supply and the VBAT pin.

If no external battery is used in the application, it is recommended to connect Vgar

externally to Vpp with a 100 nF external ceramic decoupling capacitor.

When the backup domain is supplied by Vpp (analog switch connected to Vpp), the

following pins are available:

e PC13, PC14 and PC15, which can be used as GPIO pins

e PC13, PC14 and PC15, which can be configured by RTC or LSE (refer to Section 42.3:
RTC functional description on page 1403)

e PAO/RTC_TAMP2 and PE6/RTC_TAMP3 when they are configured by the RTC as
tamper pins

Note: Due fto the fact that the analog switch can transfer only a limited amount of current (3 mA),

3

the use of GPIO PC13 to PC15 in output mode is restricted: the speed has to be limited to
2 MHz with a maximum load of 30 pF and these I/Os must not be used as a current source
(e.g. to drive a LED).
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When the backup domain is supplied by Vgt (analog switch connected to Vgat because

Vpp is not present), the following functions are available:

e PC13, PC14 and PC15 can be controlled only by RTC or LSE (refer to Section 42.3:
RTC functional description)

e PAO/RTC_TAMP2 and PE6/RTC_TAMP3 when they are configured by the RTC as
tamper pins

Backup domain access

After a system reset, the backup domain (RTC registers and backup registers) is protected
against possible unwanted write accesses. To enable access to the backup domain,
proceed as follows:

1. Enable the power interface clock by setting the PWREN bits in the Section 6.4.19:
APB1 peripheral clock enable register 1 (RCC_APB1ENR1)

2. Setthe DBP bit in the Power control register 1 (PWR_CR1) to enable access to the
backup domain
3. Select the RTC clock source in the Backup domain control register (RCC_BDCR).

4. Enable the RTC clock by setting the RTCEN [15] bit in the Backup domain control
register (RCC_BDCR).

VBAT battery charging

When VDD is present, It is possible to charge the external battery on VBAT through an
internal resistance.

The VBAT charging is done either through a 5 kOhm resistor or through a 1.5 kOhm resistor
depending on the VBRS bit value in the PWR_CR4 register.

The battery charging is enabled by setting VBE bit in the PWR_CRA4 register. It is
automatically disabled in VBAT mode.

Voltage regulator

Two embedded linear voltage regulators supply all the digital circuitries, except for the
Standby circuitry and the backup domain. The main regulator output voltage (Vcorg) can be
programmed by software to two different power ranges (Range 1 and Range 2) in order to
optimize the consumption depending on the system’s maximum operating frequency (refer
to Section 6.2.9: Clock source frequency versus voltage scaling and to Section 3.3.3: Read
access latency.

The voltage regulators are always enabled after a reset. Depending on the application
modes, the Vorg supply is provided either by the main regulator (MR) or by the low-power
regulator (LPR).

e InRun, Sleep and Stop 0 modes, both regulators are enabled and the main regulator
(MR) supplies full power to the Vsore domain (core, memories and digital peripherals).

e In Low-power run and Low-power sleep modes, the main regulator is off and the low-
power regulator (LPR) supplies low-power to the Vcorg domain, preserving the
contents of the registers, SRAM1, SRAM2 and SRAM3.

e In Stop 1 and Stop 2 modes, the main regulator is off and the low-power regulator
(LPR) supplies low-power to the Vcorg domain, preserving the contents of the
registers, SRAM1, SRAM2 and SRAM3.

e In Standby mode with SRAM2 content preserved (RRS bit is set in the PWR_CR3
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register), the main regulator (MR) is off and the low-power regulator (LPR) provides the
supply to SRAM2 only. The core, digital peripherals (except Standby circuitry and
backup domain) and SRAM1 are powered off.

e In Standby mode, both regulators are powered off. The contents of the registers,
SRAM1, SRAM2 and SRAMS is lost except for the Standby circuitry and the backup
domain.

e In Shutdown mode, both regulators are powered off. When exiting from Shutdown
mode, a power-on reset is generated. Consequently, the contents of the registers,
SRAM1, SRAM2 and SRAMS is lost, except for the backup domain.

VDD12 domain

VDD12 is intended to be connected with external SMPS (switched-mode power supply) to
generate the VoRre logic supply in Run, Sleep and Stop 0 modes only.

VDD12 pins correspond to the internal Voorg powering the digital part of Core, RAMs,
FLASH and peripherals. This significantly improves the power consumption with a gain from
50% or more depending of the SMPS performances.

The main benefit occurs in Run and Sleep modes whereas in Stop 0 mode, the gain is less
significant.

The figure below shows a schematic to understand how the internal regulator stops
supplying Vcore When an external voltage VDD12 is provided.

As VDD12 shares the same pin as output of the internal regulator, applying a slightly higher
voltage (typically +50 mV) on the VDD12 blocks, the PMOS and the regulator consumption
is negligible.

Figure 9. Internal main regulator overview

VDD
L

T

Switch Veore| MO8
VDD12
Vsmps <_> —
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A switch, controlled by the chosen GPIO, is inserted between the SMPS output and VDD12.

There are two possible states:

e  Connected: Switch is closed so SMPS powers VDD12

e Disconnected: Switch is open and VDD12 is disconnected from SMPS output
Proper software management through GPIOs to enable/disable SMPS and to

connect/disconnect SMPS through the switch, is required to conform with the rules
described below. See also Section 5.1.8: Dynamic voltage scaling management.
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It is mandatory to respect the following rules to avoid any damage or instability on either
digital parts or internal regulators:
e InRun, Sleep and Stop 0 modes, VDD12 can be connected and should respect
- VDD12<1.32V
— VDD12 =2 VoRrg + 50 mV giving for main regulator
Range 1 boost mode, Vcore =1.28 V so VDD12 should be greater than 1.33 V,
but this cannot match previous rule VDD12 < 1.32 V, so it is not a functional use
case with an external SMPS.
Range 1 normal mode, Vcore = 1.2 V so VDD12 should be greater than 1.25 V.
Range 2, Vcore = 1.0 V so VDD12 should be greater than 1.05 V
— VDD12=1.08 Vin Range 2 when 80 MHz = SYSCLK frequency = 26 MHz
— VDD12=1.14 Vin Range 2 when SYSCLK frequency > 80 MHz
e Inall other modes, such as LPRun, LPSleep, Stop 1, Stop 2, Standby and Shutdown
modes, VDD 12 must be disconnected from SMPS output. This means that the pin must
be connected to an high impedance output:
— VDD12 connected to HiZ (voltage is provided by internal regulators)

e Transitions of VDD12 from connected to disconnected is only allowed when SYSCLK
frequency < 26 MHz to avoid to big voltage drop on main regulator side.

In case of asynchronous reset while having the VDD12 < 1.25 V, VDD 12 should switch to
HiZ in less than regulator switching time from Range 2 to Range 1 (~1 us).

For more details on VDD 12 management, refer to AN4978 “Design recommendations for

”

STM32L4xxxx with external SMPS, for ultra-low-power applications with high performance”.

Dynamic voltage scaling management

The dynamic voltage scaling is a power management technique which consists in
increasing or decreasing the voltage used for the digital peripherals (Vcorg), according to
the application performance and power consumption needs.

Dynamic voltage scaling to increase Vorg is known as overvolting. It allows to improve the
device performance.

Dynamic voltage scaling to decrease VpRrg is known as undervolting. It is performed to
save power, particularly in laptop and other mobile devices where the energy comes from a
battery and is thus limited.

e Range 1: High-performance range.

In Range1, the main regulator operates in two modes following the R1MODE bit in the
PWR_CRS register:

e Main regulator Range 1 normal mode: provides a typical output voltage at 1.2 V. It is
used when the system clock frequency is up to 80 MHz. The Flash access time for read
access is minimum, write and erase operations are possible.

e Main regulator Range 1 boost mode: provides a typical output voltage at 1.28 V. It is
used when the system clock frequency is up to 120 MHz. The Flash access time for
read access is minimum, write and erase operations are possible. To optimize the
power consumption it is recommended to select the range1 boost mode when the
system clock frequency is greater than 80 MHz. See Table 21.
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Table 21. Range 1 boost mode configuration
System frequency 26 MHz < SYSCLK < 80 MHz 80 MHz < SYSCLK < 120 MHz

R1MODE bit configuration 1 0

e Range 2: Low-power range.

The main regulator provides a typical output voltage at 1.0 V. The system clock frequency
can be up to 26 MHz.The Flash access time for a read access is increased as compared to
Range 1; write and erase operations are not possible.

Voltage scaling is selected through the VOS bit in the PWR_CR1 register.

The sequence to go from Range 1 (Normal/Boost) to Range 2 is:

1. In case of switching from Range 1 boost mode to Range 2, the system clock must
be divided by 2 using the AHB prescaler before switching to a lower system
frequency for at least 1us and then reconfigure the AHB prescaler.:

2. Reduce the system frequency to a value lower than 26 MHz

3. Adjust number of wait states according new frequency target in Range 2
(LATENCY bits in the FLASH_ACR).

4. Program the VOS bits to “10” in the PWR_CR1 register.

The sequence to go from Range 2 to Range 1 (normal/boost mode) is:
1. Program the VOS bits to “01” in the PWR_CR1 register.
2. Wait until the VOSF flag is cleared in the PWR_SR2 register.

3. Adjust number of wait states according new frequency target in Range 1
(LATENCY bits in the FLASH_ACR).

4. Increase the system frequency by following below procedure:
—  If the system frequency is 26 MHz < SYSCLK < 80 MHz:

- Select the Range 1 normal mode by setting R1MODE bit in the PWR_CR5
register.

- Configure and switch to PLL for a new system frequency.
—  If the system frequency is SYSCLK > 80 MHz:

- The system clock must be divided by 2 using the AHB prescaler before switching
to a higher system frequency.

- Select the Range 1 boost mode by clearing the R1MODE bit is in the PWR_CR5
register,

- Configure and switch to PLL for a new system frequency.

- Wait for at least 1us and then reconfigure the AHB prescaler to get the needed
HCLK clock frequency.

The sequence to switch from Range1 normal mode to Range1 boost mode is:

3
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1. The system clock must be divided by 2 using the AHB prescaler before switching
to a higher system frequency.

2. Clear the R1IMODE bit is in the PWR_CRS5 register,

3. Adjust the number of wait states according to the new frequency target in range1
boost mode

4. Configure and switch to new system frequency.

5. Wait for at least 1 1us and then reconfigure the AHB prescaler to get the needed
HCLK clock frequency.

The sequence to switch from Range1 boost mode to Range1 normal mode is:

1. Set the R1IMODE bit is in the PWR_CRS5 register.

2. Adjust the number of wait states according new frequency target in Range1
default mode

3. Configure and switch to new system frequency.

When supplying VDD12 with an external SMPS, three states can be configured:

SMPS Range 1: main regulator is in normal Range 1, Vcorg is supplied by external
SMPS and higher than 1.25 V. SYSCLK frequency can be up to 120 MHz.

SMPS Range 2 high: main regulator is in Range 2, Vcorg is supplied by external
SMPS and higher than

— 1.08 V when SYSCLK frequency < 80 MHz
— 1.14 V when SYSCLK frequency > 80MHz

SMPS Range 2 low: main regulator is in Range 2, VooRre is supplied by external SMPS
and higher than 1.05 V. Max SYSCLK frequency is 26 MHz without Flash write/erase
operations.

In order to match the upper rules described in Section 5.1.7: VDD 12 domain, the transition
sequences can only be one of the following:

W N = e

W N = e

Range 1 to SMPS Range 1:

Start SMPS converter (if not always enabled by HW).

Check that SMPS converter output is at the correct level, like 1.25V <VDD12 < 1.32 V.
Connect VDD12 to external SMPS converter through the switch.

Range 2 to SMPS Range 2 low and high:

Start SMPS (if not always enabled by HW).

Check that SMPS output is at the correct level like1.05 V < VDD12 < 1.32 V.
Connect VDD12 to external SMPS converter through the switch.

— 1f1.08 V= VDD12 (like SMPS Range 2 high), then the following steps can be
applied:
Set register FLASH_CFGR bit LVEN to 1.

Adjust the number of wait states in the FLASH_ACR (up to max frequency of Range 1
refer to Section 3.3.3: Read access latency).

Increase the system frequency up to the maximum allowed value for voltage Range 1
(like 80 MHz when 1.08V <VDD12 < 1.14 V or 120 MHz when VDD12 > 1.14 V).

SMPS Range 1 to Range 1 or SMPS Range 2 low and high to Range 2:
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If in Range 1, reduce the system frequency to a value lower or equal to 26 MHz.
2. Adjust number of wait states according new frequency target corresponding to voltage
range (LATENCY bits in the FLASH_ACR).
3. Setregister FLASH_CFGR bit LVEN to 0.
4. Disconnect VDD12 by opening the switch.
5. Stop SMPS (if required and not kept always enabled).
5.2 Power supply supervisor
5.21 Power-on reset (POR) / power-down reset (PDR) / brown-out reset
(BOR)
The device has an integrated power-on reset (POR) / power-down reset (PDR), coupled
with a brown-out reset (BOR) circuitry. The BOR is active in all power modes except
Shutdown mode, and cannot be disabled.
Five BOR thresholds can be selected through option bytes.
During power-on, the BOR keeps the device under reset until the supply voltage Vpp
reaches the specified Vgory threshold. When Vpp drops below the selected threshold, a
device reset is generated. When Vpp is above the Vggor, upper limit, the device reset is
released and the system can start.
For more details on the brown-out reset thresholds, refer to the electrical characteristics
section in the datasheet.
Figure 10. Brown-out reset waveform
Voo A
_________ Veoro (risingedge) N\ ..
: hysteresis
.............. leneoooooo Wi . \---. Vaoro (falling edge)
Temporization
Co trsTTEMPO
Reset ! |—
: I ‘ MS31444V5
1. The reset temporization trsTrEMPO iS Present only for the BOR lowest threshold (VgoRrg)-
5.2.2 Programmable voltage detector (PVD)

3

You can use the PVD to monitor the Vpp power supply by comparing it to a threshold
selected by the PLS[2:0] bits in the Power control register 2 (PWR_CR?2).

The PVD is enabled by setting the PVDE bit.

A PVDO flag is available, in the Power status register 2 (PWR_SR2), to indicate if Vpp is
higher or lower than the PVD threshold. This event is internally connected to the EXTI line16
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and can generate an interrupt if enabled through the EXTI registers. The rising/falling edge
sensitivity of the EXTI Line16 should be configured according to PVD output behavior i.e. if
the EXTI line 16 is configured to rising edge sensitivity, the interrupt will be generated when
VDD drops below the PVD threshold. As an example the service routine could perform
emergency shutdown tasks.

Figure 11. PVD thresholds

100 mV
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Vpypthreshold

PVD output - - - o 17
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Peripheral Voltage Monitoring (PVM)

Only Vpp is monitored by default, as it is the only supply required for all system-related
functions. The other supplies (Vppa, Vpopio2 and Vppusg) can be independent from Vpp
and can be monitored with four Peripheral Voltage Monitoring (PVM).

Each of the four PVMx (x=1, 2, 3, 4) is a comparator between a fixed threshold Vpy\, and
the selected power supply. PVYMOx flags indicate if the independent power supply is higher
or lower than the PVMx threshold: PVMOx flag is cleared when the supply voltage is above
the PVMx threshold, and is set when the supply voltage is below the PVMx threshold.

Each PVM output is connected to an EXTI line and can generate an interrupt if enabled
through the EXTI registers. The PVMx output interrupt is generated when the independent
power supply drops below the PVMx threshold and/or when it rises above the PVMx
threshold, depending on EXTI line rising/falling edge configuration.

Each PVM can remain active in Stop 0, Stop 1 and Stop 2 modes, and the PVM interrupt
can wake up from the Stop mode.

Table 22. PVM features

PVM Power supply PVM threshold EXTI line
PVM1 Vbpuse Vpym1 (around 1.2 V) 35
PVM2 Vbpio2 Vpym2 (around 0.9 V) 36
PVM3 Vbpa Vpym3z (a@round 1.65 V) 37
PVM4 Vbba Vpyma (around 2.2 V) 38

3
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The independent supplies (Vppa, Vppio2 @and Vppysg) are not considered as present by
default, and a logical and electrical isolation is applied to ignore any information coming
from the peripherals supplied by these dedicated supplies.

e Ifthese supplies are shorted externally to Vpp, the application should assume they are
available without enabling any Peripheral Voltage Monitoring.
e If these supplies are independent from Vpp, the Peripheral Voltage Monitoring (PVM)
can be enabled to confirm whether the supply is present or not.
The following sequence must be done before using the USB OTG peripheral:
1.  If Vppysg is independent from Vpp:
a) Enable the PVM1 by setting PVME1 bit in the Power control register 2
(PWR_CR2).
b) Wait for the PVYM1 wakeup time
c) Wait until PVYMO1 bit is cleared in the Power status register 2 (PWR_SR?2).
d) Optional: Disable the PVM1 for consumption saving.
2. Setthe USV bit in the Power control register 2 (PWR_CR2) to remove the Vppysg
power isolation.
The following sequence must be done before using any 1/0 from PG[15:2]:
1. If Vppjoz is independent from Vpp:
a) Enable the PVM2 by setting PVMEZ2 bit in the Power control register 2
(PWR_CR2).
b) Wait for the PVYM2 wakeup time
c) Wait until PVYMO2 bit is cleared in the Power status register 2 (PWR_SR2).
d) Optional: Disable the PVM2 for consumption saving.
2. Setthe IOSV bit in the Power control register 2 (PWR_CR2) to remove the Vpp o2
power isolation.
The following sequence must be done before using any of these analog peripherals: analog
to digital converters, digital to analog converters, comparators, operational amplifiers,
voltage reference buffer:
1. If Vppais independent from Vpp:
a) Enable the PVM3 (or PVM4) by setting PVMES3 (or PVME4) bit in the Power
control register 2 (PWR_CR?2).
b) Wait for the PVYM3 (or PVM4) wakeup time
c) Wait until PYMO3 (or PYMO4) bit is cleared in the Power status register 2
(PWR_SR?2).
d) Optional: Disable the PVYM3 (or PVM4) for consumption saving.
2. Enable the analog peripheral, which automatically removes the Vpp, isolation.
5.3 Low-power modes

3

By default, the microcontroller is in Run mode after a system or a power Reset. Several low-
power modes are available to save power when the CPU does not need to be kept running,
for example when waiting for an external event. It is up to the user to select the mode that
gives the best compromise between low-power consumption, short startup time and
available wakeup sources.
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The device features seven low-power modes:

Sleep mode: CPU clock off, all peripherals including Cortex®-M4 core peripherals such
as NVIC, SysTick, etc. can run and wake up the CPU when an interrupt or an event
occurs. Refer to Section 5.3.4: Sleep mode.

Low-power run mode: This mode is achieved when the system clock frequency is
reduced below 2 MHz. The code is executed from the SRAM or the Flash memory. The
regulator is in low-power mode to minimize the regulator's operating current. Refer to
Section 5.3.2: Low-power run mode (LP run).

Low-power sleep mode: This mode is entered from the Low-power run mode: Cortex®-
M4 is off. Refer to Section 5.3.5: Low-power sleep mode (LP sleep).

Stop 0, Stop 1 and Stop 2 modes: SRAM1, SRAM2, SRAMS3 and all registers content

are retained. All clocks in the Vcorg domain are stopped, the PLL, the MSI, the HSI16

and the HSE are disabled. The LS| and the LSE can be kept running.

The RTC can remain active (Stop mode with RTC, Stop mode without RTC).

Some peripherals with the wakeup capability can enable the HSI16 RC during the Stop

mode to detect their wakeup condition.

In Stop 2 mode, most of the Vsgre domain is put in a lower leakage mode.To further

reduce the current consumption during Stop 2, it is possible to switch OFF the SRAM3:

—  Stop 2 mode with SRAM3 content lost when the RRSTP bit is cleared in
PWR_CR1 register (default setting).

Stop 2 mode with SRAMS3 retention when the RRSTP bit is set in PWR_CR1 register.

Stop 1 offers the largest number of active peripherals and wakeup sources, a smaller

wakeup time but a higher consumption than Stop 2. In Stop 0 mode, the main regulator

remains ON, which allows the fastest wakeup time but with much higher consumption.

The active peripherals and wakeup sources are the same as in Stop 1 mode.

The system clock, when exiting from Stop 0, Stop 1 or Stop 2 mode, can be either MSI

up to 48 MHz or HSI16, depending on the software configuration.

Refer to Section 5.3.6: Stop 0 mode and Section 5.3.8: Stop 2 mode.

Standby mode: Vore domain is powered off. However, it is possible to preserve the

SRAM2 contents:

—  Standby mode with SRAM2 retention when the bit RRS is set in PWR_CR3
register. In this case, SRAM2 is supplied by the low-power regulator.

—  Standby mode when the bit RRS is cleared in PWR_CR3 register. In this case the
main regulator and the low-power regulator are powered off.

All clocks in the Vcorg domain are stopped, the PLL, the MSI, the HSI16 and the HSE

are disabled. The LS| and the LSE can be kept running.

The RTC can remain active (Standby mode with RTC, Standby mode without RTC).

The system clock, when exiting Standby modes, is MSI from 1 MHz up to 8 MHz.

Refer to Section 5.3.9: Standby mode.

Shutdown mode: Vcorg domain is powered off. All clocks in the Vcorg domain are

stopped, the PLL, the MSI, the HSI16, the LS| and the HSE are disabled. The LSE can

be kept running. The system clock, when exiting the Shutdown mode, is MSI at 4 MHz.

In this mode, the supply voltage monitoring is disabled and the product behavior is not
guaranteed in case of a power voltage drop. Refer to Section 5.3.10: Shutdown mode.
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In addition, the power consumption in Run mode can be reduced by one of the following
means:

Slowing down the system clocks
Gating the clocks to the APB and AHB peripherals when they are unused.

Figure 12. Low-power modes possible transitions
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Table 23. Low-power mode summary
Voltage
Wakeu
Mode name Entry Wakeu(;1)) P Effect on clocks regulators
source system clock
MR | LPR
Sleep WFlor Return Any interrupt Same as before | CPU clock OFF
(Sleep-now or |from ISR entering Sleep no effect on other clocks [ON  |ON
Sleep-on-exit) | \WrE Wakeup event mode or analog clock sources
Low-power | get L PR bit Clear LPR bit Same as Low- |y 0 OFF |ON
run power run clock
Set LPR bit +
L WFlorReturn | Any interrupt Same aSLbefore CPU clock OFF OFF |ON
ow-power from ISR entering Low- froct ther clock
sleep = power sleep | 0 rlog clock sources.
Set bit + Wakeup event mode OFF |ON
WFE
LPMS="000" +
SLEEPDEEP bit
Stop 0 + WFI or Return HSI6 wh ON
when
from ISR or WFE | pny EXTlline | STOPWUCK=1in
LPMS="001" + | (configured in the |RCC_CFGR
Stop 1 SLEEPDEEP bit | EXTI registers) MSI with the
P + WFl or Return | gpecific frequency before
from ISR or WFE | peripherals entering the Stop
Stop 2 SLEEPDEEP bit '
op + WFI or Return All clocks OFF except | OFF
from ISR or WFE LSl and LSE
LPMS="011"+ WKUP pin edge,
Standby with Set RRS bit + RTC event,
SRaRMZy w SLEEPDEEP bit |external reset in
+ WFl or Return | NRST pin,
from ISR or WFE | IWDG reset MSI from 1 MHz
LPMS="011"+ | WKUP pin edge, |UP t08MHz
Clear RRS bit+ |RTC event,
Standby SLEEPDEEP bit | external reset in OFF |OFF
+ WFl or Return | NRST pin,
from ISR or WFE |IWDG reset
LPMS="1--" + WKUP pin edge,
SLEEPDEEP bit | RTC event, All clocks OFF except
Shutdown + WFl or Return | external reset in MSI 4 MHz LSE OFF |OFF
from ISR or WFE | NRST pin

1. Refer to Table 24: Functionalities depending on the working mode.
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Table 24. Functionalities depending on the working mode!")
Stop 0/1 | Stop 2 | Standby [Shutdown
o
5 | 8 2 2 B 2
st 2| 3| 3| 3
Peripheral Run | Sleep % g o o o o | VBAT
e ] . 8- 8. 8| . 8
i o
3 ! o o o (%
S| 3 3 3 g 3
o - $| 3 : :
= S = =
CPU Y - Y - S 5 - - - - -
Flash memory (2 MB) 0@ | o® o®@ | o@ - - - - - - - - -
SRAM1 (192 KB) Y y@®) Y YO 'y - |y - |- |- - -
SRAM2 (64 KB) Y Y@®) Y YO Iy - |y - |o® - - - -
SRAMS3 (384 KB) Y y©) Y YO 'y - |y - |- - |- - -
FSMC o] 0] o O - - - - - - - - -
OCTOSPI o] ] O o] - - - - - - -
Backup Registers Y Y Y Y Y - Y - Y - Y - Y
Brown-out reset (BOR) Y Y Y Y Y Y|Y Y |Y Y - - -
Programmable Voltage
Detector (PVD) o o o o O =N © BEN - . ) . )
Peripheral Voltage Monitor
(PVMx; x=1,2,3,4) o © o o O BN O Bl - ; ) ; )
DMA o] ] 0] o] - - - 5 - - - - -
DMA2D o] (¢} o o] - - - = - - - - -
Oscillator HSI16 o] 0 o] o |® (& ... -
Oscillator HSI48 (0] O - - - - - - - - - - -
High Speed External (HSE) (0] (0] - - - - - - - - -
Low Speed Internal (LSI) (0] (0] (0] (0] (0] - o - 0] = - = -
Low Speed External (LSE) (0] (0] (0] (0] (0] - O - 0] - (0] - 0]
Multi-Speed Internal (MSI) (0] (0] (0] (0] - - - - - - - - -
Clock Security System
(CSS) o] O O o] - - - - - - - - -
Clock Security System on o 0 o o o olo olo o i ) i
LSE
RTC / Auto wakeup (0] 0] (0] (0] O O|O0O O|O O (0] (0] 0
Number of RTC Tamper 3 3 3 3 3 ol3 o]l 3 0 3 0 3
pins
Camera interface (0] (0] (0] (0] - - - - - - - - -
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Table 24. Functionalities depending on the working mode(?) (continued)
Stop 0/1 | Stop 2 | Standby [Shutdown

(LPTIM1)

Low-power timer 2
(LPTIM2)

Independent watchdog
(IWDG)

Window watchdog (WWDG)| O 0] o O - - - - - - - -

SysTick timer (0] 0 (0] (0] - - - 5 - - - -

5 | & 3| 3 3 3
Peripheral Run | Sleep % 2 a a s S | VBAT
2 S |- 8. 8- 8| . 8
3 2 £y £y g g
= = = =
LCD-TFT o] ) - - - s - S - - - - -
GFXMMU Y [ YO | v | YO |y |y - |- -] - - -
DSIHOST O 0] - - - - - 5 - - - - -
USB OTG FS o® | o® - - - o |- - 1- - |- .- R
USARTx (x=1,2,3,4,5) ) (0] o) O (% © | - - - = - - -
wpoART) ololo|o|§ @o®@l- -|- -|-
12Cx (x=1,2,4) o|lo|o|ol|Q &l- -|- -|- -]-
12C3 oo oo |& aladal- |- -] -
SPIx (x=1,2,3) o] ) 0] o] - - - = - = - - -
CAN1 o] o] o o] - - - = - o - - -
SDMMCA1 o ¢} o o - - - = - o - - -
SAlx (x=1,2) O ) o O - - - - - 5 - - -
DFSDM1 o] ] o] o] - - - 5 - = - - -
ADC1 o] (e} o o] - - - - - = - - -
DACx (x=1,2) o] ] o o] o - - s - = - - -
VREFBUF o] ) o o o - - S - o - - -
OPAMPX (x=1,2) o o o o o - - S - o - - -
COMPx (x=1,2) 0] o] O o] 0O O|0O0 O] - - - - -
Temperature sensor (0] (0] (0] (0] - - - - - = - - -
Timers (TIMx) (e} (@) (6] (e} - - - = - - - - -
Low-power timer 1 o 0 0 0 o olo o i i i i )
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Table 24. Functionalities depending on the working mode(?) (continued)

Stop 0/1 | Stop 2 | Standby [Shutdown
o
S o > > > >
s || 3| 3| 3| 3
Peripheral Run | Sleep g 3 o o o o | VBAT
2 e |. 8. 8. 8. 8
i o
s : o o o o
) 3 5 5 5 5
- S g < £ <
© © © ©
= = = =
Touch sensing controller
(TSC) (0] O (0] (0] - - - - - - - = -
Random number generator o® | o® ) ) ) _ ) _ ) . ) ) )
(RNG)
AES hardware accelerator (0] (0] (0] (0] - - - - - - - - -
HASH hardware accelerator| O (0] 0] (0] - - - = - = - - -
CRC calculation unit (0] (0] (0] (0] - - - - - - - - -
5 5
GPIOs o} 0 o} O |0 oOo|0 O|® pins|U pins| -
(10) (10)

Legend: Y = Yes (Enable). O = Optional (Disable by default. Can be enabled by software). - = Not available.
The Flash can be configured in Power-down mode. By default, it is not in Power-down mode.

The SRAM clock can be gated on or off.

SRAM2 content is preserved when the bit RRS is set in PWR_CRS3 register.

Some peripherals with wakeup from Stop capability can request HSI16 to be enabled. In this case, HSI16 is woken up by
the peripheral, and only feeds the peripheral which requested it. HSI116 is automatically put off when the peripheral does not
need it anymore.

6. UART and LPUART reception is functional in Stop mode, and generates a wakeup interrupt on Start, address match or
received frame event.

7. 12C address detection is functional in Stop mode, and generates a wakeup interrupt in case of address match.

o N =

8. Voltage scaling Range 1 only.
9. 1/Os can be configured with internal pull-up, pull-down or floating in Standby mode.
10. The I/Os with wakeup from Standby/Shutdown capability are: PAO, PC13, PE6, PA2, PC5.

11. 1/Os can be configured with internal pull-up, pull-down or floating in Shutdown mode but the configuration is lost when
exiting the Shutdown mode.

Debug mode

By default, the debug connection is lost if the application puts the MCU in Stop 0, Stop1,
Stop 2, Standby or Shutdown mode while the debug features are used. This is due to the
fact that the Cortex®-M4 core is no longer clocked.

However, by setting some configuration bits in the DBGMCU_CR register, the software can
be debugged even when using the low-power modes extensively. For more details, refer to
Section 46.16.1: Debug support for low-power modes.

3
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Run mode

Slowing down system clocks

In Run mode, the speed of the system clocks (SYSCLK, HCLK, PCLK) can be reduced by
programming the prescaler registers. These prescalers can also be used to slow down the
peripherals before entering the Sleep mode.

For more details, refer to Section 6.4.3: Clock configuration register (RCC_CFGR).

Peripheral clock gating

In Run mode, the HCLK and PCLK for individual peripherals and memories can be stopped
at any time to reduce the power consumption.

To further reduce the power consumption in Sleep mode, the peripheral clocks can be
disabled prior to executing the WFI or WFE instructions.

The peripheral clock gating is controlled by the RCC_AHBXENR and RCC_APBXENR
registers.

Disabling the peripherals clocks in Sleep mode can be performed automatically by resetting
the corresponding bit in the RCC_AHBxSMENR and RCC_APBxSMENR registers.

Low-power run mode (LP run)

To further reduce the consumption when the system is in Run mode, the regulator can be
configured in low-power mode. In this mode, the system frequency should not exceed
2 MHz.

Please refer to the product datasheet for more details on voltage regulator and peripherals
operating conditions.

I/O states in Low-power run mode

In Low-power run mode, all I/O pins keep the same state as in Run mode.

Entering the Low-power run mode

To enter the Low-power run mode, proceed as follows:

1.  Optional: Jump into the SRAM and power-down the Flash by setting the RUN_PD bit in
the Flash access control register (FLASH_ACR).

2. Decrease the system clock frequency below 2 MHz.
3. Force the regulator in low-power mode by setting the LPR bit in the PWR_CR1 register.

Refer to Table 25: Low-power run on how to enter the Low-power run mode.

Exiting the Low-power run mode

To exit the Low-power run mode, proceed as follows:

1. Force the regulator in main mode by clearing the LPR bit in the PWR_CR1 register.
2. Wait until REGLPF bit is cleared in the PWR_SR2 register.

3. Increase the system clock frequency.

Refer to Table 25: Low-power run on how to exit the Low-power run mode.

3

RM0432 Rev 4




RMO0432 Power control (PWR)
Table 25. Low-power run
Low-power run mode Description
Mode entry Decrease the system clock frequency below 2 MHz
LPR =1
LPR=0
Mode exit Wait until REGLPF =0
Increase the system clock frequency
Wakeup latency Regulator wakeup time from low-power mode
5.3.3 Low-power modes

3

Entering low-power mode

Low-power modes are entered by the MCU by executing the WFI (Wait For Interrupt), or
WFE (Wait for Event) instructions, or when the SLEEPONEXIT bit in the Cortex®-M4
System Control register is set on Return from ISR.

Entering Low-power mode through WFI or WFE will be executed only if no interrupt is
pending or no event is pending.

Exiting low-power mode

From Sleep modes, and Stop modes the MCU exit low-power mode depending on the way

the low-power mode was entered:

e If the WFl instruction or Return from ISR was used to enter the low-power mode, any
peripheral interrupt acknowledged by the NVIC can wake up the device.

e If the WFE instruction is used to enter the low-power mode, the MCU exits the low-
power mode as soon as an event occurs. The wakeup event can be generated either

by:

— NVIC IRQ interrupt.
- When SEVONPEND = 0 in the Cortex®-M4 System Control register. By enabling
an interrupt in the peripheral control register and in the NVIC. When the MCU
resumes from WFE, the peripheral interrupt pending bit and the NVIC peripheral
IRQ channel pending bit (in the NVIC interrupt clear pending register) have to be

cleared.

Only NVIC interrupts with sufficient priority will wakeup and interrupt the MCU.
- When SEVONPEND = 1 in the Cortex®-M4 System Control register.

By enabling an interrupt in the peripheral control register and optionally in the
NVIC. When the MCU resumes from WFE, the peripheral interrupt pending bit and
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when enabled the NVIC peripheral IRQ channel pending bit (in the NVIC interrupt
clear pending register) have to be cleared.

All NVIC interrupts will wakeup the MCU, even the disabled ones. Only enabled
NVIC interrupts with sufficient priority will wakeup and interrupt the MCU.

— Event

Configuring a EXTI line in event mode. When the CPU resumes from WFE, it is
not necessary to clear the EXTI peripheral interrupt pending bit or the NVIC IRQ
channel pending bit as the pending bits corresponding to the event line is not set.

It may be necessary to clear the interrupt flag in the peripheral.
From Standby modes, and Shutdown modes the MCU exit low-power mode through an
external reset (NRST pin), an IWDG reset, a rising edge on one of the enabled WKUPX pins
or a RTC event occurs (see Figure 420: RTC block diagrams).
After waking up from Standby or Shutdown mode, program execution restarts in the same
way as after a Reset (boot pin sampling, option bytes loading, reset vector is fetched, etc.).

5.3.4 Sleep mode

I/O states in Sleep mode

In Sleep mode, all I/0 pins keep the same state as in Run mode.
Entering the Sleep mode

The Sleep mode is entered according Section : Entering low-power mode, when the
SLEEPDEEP bit in the Cortex®-M4 System Control register is clear.

Refer to Table 26: Sleep for details on how to enter the Sleep mode.
Exiting the Sleep mode

The Sleep mode is exit according Section : Exiting low-power mode.

Refer to Table 26: Sleep for more details on how to exit the Sleep mode.

Table 26. Sleep

Sleep-now mode Description

WEFI (Wait for Interrupt) or WFE (Wait for Event) while:
— SLEEPDEEP =0

— No interrupt (for WFI) or event (for WFE) is pending
Refer to the Cortex®-M4 System Control register.

Mode entry On return from ISR while:

— SLEEPDEEP =0 and

— SLEEPONEXIT =1

— No interrupt is pending

Refer to the Cortex®-M4 System Control register.

3
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Table 26. Sleep (continued)

Sleep-now mode Description

If WFI or return from ISR was used for entry
Interrupt: refer to Table 69: STM32L4Rxxx and STM32L4Sxxx vector
table

If WFE was used for entry and SEVONPEND = 0:

Mode exit Wakeup event: refer to Section 16.3.2: Wakeup event management

If WFE was used for entry and SEVONPEND = 1:
Interrupt even when disabled in NVIC: refer to Table 69: STM32L4Rxxx
and STM32L4Sxxx vector table or Wakeup event: refer to
Section 16.3.2: Wakeup event management

Wakeup latency None

5.3.5 Low-power sleep mode (LP sleep)

Please refer to the product datasheet for more details on voltage regulator and peripherals
operating conditions.

I/0 states in Low-power sleep mode

In Low-power sleep mode, all I/O pins keep the same state as in Run mode.

Entering the Low-power sleep mode

The Low-power sleep mode is entered from Low-power run mode according Section :
Entering low-power mode, when the SLEEPDEEP bit in the Cortex®-M4 System Control
register is clear.

Refer to Table 27: Low-power sleep for details on how to enter the Low-power sleep mode.

Exiting the Low-power sleep mode

The low-power Sleep mode is exit according Section : Exiting low-power mode. When
exiting the Low-power sleep mode by issuing an interrupt or an event, the MCU is in Low-
power run mode.

Refer to Table 27: Low-power sleep for details on how to exit the Low-power sleep mode.

3
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Table 27. Low-power sleep

Low-power sleep-now

mode Description
Low-power sleep mode is entered from the Low-power run mode.
WEFI (Wait for Interrupt) or WFE (Wait for Event) while:
— SLEEPDEEP =0
— No interrupt (for WFI) or event (for WFE) is pending
Refer to the Cortex®-M4 System Control register.
Mode entry

Low-power sleep mode is entered from the Low-power run mode.
On return from ISR while:

— SLEEPDEEP = 0 and

— SLEEPONEXIT = 1

— No interrupt is pending

Refer to the Cortex®-M4 System Control register.

If WFI or Return from ISR was used for entry

Interrupt: refer to Table 69: STM32L4Rxxx and STM32L4Sxxx vector
table

If WFE was used for entry and SEVONPEND = O:
Wakeup event: refer to Section 16.3.2: Wakeup event management
Mode exit If WFE was used for entry and SEVONPEND = 1:

Interrupt even when disabled in NVIC: refer to Table 69: STM32L4Rxxx
and STM32L4Sxxx vector table

Wakeup event: refer to Section 16.3.2: Wakeup event management

After exiting the Low-power sleep mode, the MCU is in Low-power run
mode.

Wakeup latency None

Stop 0 mode

The Stop 0 mode is based on the Cortex®-M4 Deepsleep mode combined with the
peripheral clock gating. The voltage regulator is configured in main regulator mode. In Stop
0 mode, all clocks in the Vcore domain are stopped; the PLL, the MSI, the HSI16 and the
HSE oscillators are disabled. Some peripherals with the wakeup capability (12Cx (x=1,2,3),
U(S)ARTx(x=1,2...5) and LPUART) can switch on the HSI16 to receive a frame, and switch
off the HSI16 after receiving the frame if it is not a wakeup frame. In this case, the HSI16
clock is propagated only to the peripheral requesting it.

SRAM1, SRAM2 and register contents are preserved.

The BOR is always available in Stop 0 mode. The consumption is increased when
thresholds higher than Vggrg are used.

I/0 states in Stop 0 mode

In the Stop 0 mode, all I/O pins keep the same state as in the Run mode.
Entering the Stop 0 mode

The Stop 0 mode is entered according Section : Entering low-power mode, when the
SLEEPDEEP bit in the Cortex®-M4 System Control register is set.
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Refer to Table 28: Stop 0 mode for details on how to enter the Stop 0 mode.

If Flash memory programming is ongoing, the Stop 0 mode entry is delayed until the
memory access is finished.

If an access to the APB domain is ongoing, The Stop 0 mode entry is delayed until the APB
access is finished.

In Stop 0 mode, the following features can be selected by programming individual control
bits:
¢ Independent watchdog (IWDG): the IWDG is started by writing to its Key register or by
hardware option. Once started, it cannot be stopped except by a Reset. See
Section 40.3: IWDG functional description.

e real-time clock (RTC): this is configured by the RTCEN bit in the Backup domain
control register (RCC_BDCR)

¢ Internal RC oscillator (LSI): this is configured by the LSION bit in the Control/status
register (RCC_CSR).

e  External 32.768 kHz oscillator (LSE): this is configured by the LSEON bit in the Backup
domain control register (RCC_BDCR).

Several peripherals can be used in Stop 0 mode and can add consumption if they are
enabled and clocked by LSI or LSE, or when they request the HSI16 clock: LPTIM1,
LPTIMZ2, 12Cx (x=1,2,3,4) U(S)ARTx(x=1,2...5), LPUART.

The DACx (x=1,2), the OPAMPs and the comparators can be used in Stop 0 mode, the
PVMx (x=1,2,3,4) and the PVD as well. If they are not needed, they must be disabled by
software to save their power consumptions.

The ADCx (x=1,2,3), temperature sensor and VREFBUF buffer can consume power during
the Stop 0 mode, unless they are disabled before entering this mode.

Exiting the Stop 0 mode
The Stop 0 mode is exit according Section : Entering low-power mode.
Refer to Table 28: Stop 0 mode for details on how to exit Stop 0 mode.

When exiting Stop 0 mode by issuing an interrupt or a wakeup event, the HSI16 oscillator is
selected as system clock if the bit STOPWUCK is set in Clock configuration register
(RCC_CFGR). The MSI oscillator is selected as system clock if the bit STOPWUCK is
cleared. The wakeup time is shorter when HSI16 is selected as wakeup system clock. The
MSI selection allows wakeup at higher frequency, up to 48 MHz.

When the voltage regulator operates in low-power mode, an additional startup delay is
incurred when waking up from Stop 0 mode with HSI16. By keeping the internal regulator
ON during Stop 0 mode, the consumption is higher although the startup time is reduced.

When exiting the Stop 0 mode, the MCU is either in Run mode (Range 1 or Range 2
depending on VOS bit in PWR_CR1) or in Low-power run mode if the bit LPR is set in the
PWR_CRH1 register.
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Table 28. Stop 0 mode

Stop 0 mode

Description

Mode entry

WEFI (Wait for Interrupt) or WFE (Wait for Event) while:

— SLEEPDEEP bit is set in Cortex®-M4 System Control register
— No interrupt (for WFI) or event (for WFE) is pending

— LPMS =*“000" in PWR_CR1

On Return from ISR while:

— SLEEPDEEP bit is set in Cortex®-M4 System Control register
— SLEEPONEXIT =1

— No interrupt is pending

— LPMS =*“000" in PWR_CR1

Note: To enter Stop 0 mode, all EXTI Line pending bits (in Pending
register 1 (EXTI_PR1)), and the peripheral flags generating wakeup
interrupts must be cleared. Otherwise, the Stop 0 mode entry
procedure is ignored and program execution continues.

Mode exit

If WFI or Return from ISR was used for entry

Any EXTI Line configured in interrupt mode (the corresponding EXTI
Interrupt vector must be enabled in the NVIC). The interrupt source can
be external interrupts or peripherals with wakeup capability. Refer to
Table 69: STM32L4Rxxx and STM32L4Sxxx vector table.

If WFE was used for entry and SEVONPEND = O:

Any EXTI Line configured in event mode. Refer to Section 16.3.2:
Wakeup event management.

If WFE was used for entry and SEVONPEND = 1:
Any EXTI Line configured in interrupt mode (even if the corresponding
EXTI Interrupt vector is disabled in the NVIC). The interrupt source can
be external interrupts or peripherals with wakeup capability. Refer
toTable 69: STM32L4Rxxx and STM32L4Sxxx vector table.
Wakeup event: refer to Section 16.3.2: Wakeup event management

Wakeup latency

Longest wakeup time between: MSI or HSI16 wakeup time and Flash
wakeup time from Stop 0 mode.

Stop 1 mode

The Stop 1 mode is the same as Stop 0 mode except that the main regulator is OFF, and
only the low-power regulator is ON. Stop 1 mode can be entered from Run mode and from

Low-power run mode.

Refer to Table 29: Stop 1 mode for details on how to enter and exit Stop 1 mode.

3
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Table 29. Stop 1 mode

Stop 1 mode Description

WEFI (Wait for Interrupt) or WFE (Wait for Event) while:

— SLEEPDEEP bit is set in Cortex®-M4 System Control register
— No interrupt (for WFI) or event (for WFE) is pending

— LPMS =*“001" in PWR_CR1

On Return from ISR while:

— SLEEPDEEP bit is set in Cortex®-M4 System Control register
Mode entry — SLEEPONEXIT = 1

— No interrupt is pending

— LPMS =*“001" in PWR_CR1

Note: To enter Stop 1 mode, all EXTI Line pending bits (in Pending
register 1 (EXTI_PR1)), and the peripheral flags generating wakeup
interrupts must be cleared. Otherwise, the Stop 1 mode entry
procedure is ignored and program execution continues.

If WFI or Return from ISR was used for entry

Any EXTI Line configured in interrupt mode (the corresponding EXTI
Interrupt vector must be enabled in the NVIC). The interrupt source can
be external interrupts or peripherals with wakeup capability. Refer to
Table 69: STM32L4Rxxx and STM32L4Sxxx vector table.

If WFE was used for entry and SEVONPEND = O:
Any EXTI Line configured in event mode. Refer to Section 16.3.2:
Wakeup event management.

If WFE was used for entry and SEVONPEND = 1:
Any EXTI Line configured in interrupt mode (even if the corresponding
EXTI Interrupt vector is disabled in the NVIC). The interrupt source can
be external interrupts or peripherals with wakeup capability. Refer
toTable 69: STM32L4Rxxx and STM32L4Sxxx vector table.
Wakeup event: refer to Section 16.3.2: Wakeup event management

Mode exit

Longest wakeup time between: MSI or HSI16 wakeup time and regulator
Wakeup latency wakeup time from Low-power mode + Flash wakeup time from Stop 1
mode.

Stop 2 mode

The Stop 2 mode is based on the Cortex®-M4 Deepsleep mode combined with peripheral
clock gating. In Stop 2 mode, all clocks in the Vorg domain are stopped, the PLL, the MSI,
the HSI16 and the HSE oscillators are disabled. Some peripherals with wakeup capability
(12C3 and LPUART) can switch on the HSI16 to receive a frame, and switch off the HSI116
after receiving the frame if it is not a wakeup frame. In this case the HSI16 clock is
propagated only to the peripheral requesting it.

SRAM1, SRAM2, SRAMS3 and register contents are preserved. The SRAM3 content is
preserved or lost following the RRSTP bit configuration in the PWR_CR1 register. By
default, after reset, the RRSTP bit is reset thus the SRAMS3 content is lost during Stop 2.

The BOR is always available in Stop 2 mode. The consumption is increased when
thresholds higher than Vggrg are used.
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The comparators outputs, the LPUART outputs and the LPTIM1 outputs are forced to low
speed (OSPEEDy=00) during the Stop 2 mode.

I/0 states in Stop 2 mode

In the Stop 2 mode, all I/O pins keep the same state as in the Run mode.

Entering Stop 2 mode

The Stop 2 mode is entered according Section : Entering low-power mode, when the
SLEEPDEEP bit in the Cortex®-M4 System Control register is set.

Refer to Table 30: Stop 2 mode for details on how to enter the Stop 2 mode.

Stop 2 mode can only be entered from Run mode. It is not possible to enter Stop 2 mode
from the Low-power run mode.

If Flash memory programming is ongoing, the Stop 2 mode entry is delayed until the
memory access is finished.

If an access to the APB domain is ongoing, The Stop 2 mode entry is delayed until the APB
access is finished.

In Stop 2 mode, the following features can be selected by programming individual control

bits:

¢ Independent watchdog (IWDG): the IWDG is started by writing to its Key register or by
hardware option. Once started it cannot be stopped except by a Reset. See
Section 40.3: IWDG functional description in Section 40: Independent watchdog
(IWDG).

e Real-time clock (RTC): this is configured by the RTCEN bit in the Backup domain
control register (RCC_BDCR)

e Internal RC oscillator (LSI): this is configured by the LSION bit in the Control/status
register (RCC_CSR).

e  External 32.768 kHz oscillator (LSE): this is configured by the LSEON bit in the Backup
domain control register (RCC_BDCR).

Several peripherals can be used in Stop 2 mode and can add consumption if they are
enabled and clocked by LSI or LSE, or when they request the HSI16 clock: LPTIM1, [2C3,
LPUART.

The comparators can be used in Stop 2 mode, the PVMx (x=1,2,3,4) and the PVD as well. If
they are not needed, they must be disabled by software to save their power consumptions.

The ADCx, OPAMPXx, DACXx, temperature sensor and VREFBUF buffer can consume power
during Stop 2 mode, unless they are disabled before entering this mode.

All the peripherals which cannot be enabled in Stop 2 mode must be either disabled by
clearing the Enable bit in the peripheral itself, or put under reset state by setting the
corresponding bit in the AHB1 peripheral reset register RCC_AHB1RSTR), AHB2
peripheral reset register RCC_AHB2RSTR), AHB3 peripheral reset register
(RCC_AHB3RSTR), APB1 peripheral reset register 1 (RCC_APB1RSTR1), APB1
peripheral reset register 2 (RCC_APB1RSTR2), APB2 peripheral reset register
(RCC_APB2RSTR).

Exiting Stop 2 mode

The Stop 2 mode is exit according Section : Exiting low-power mode.

3
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Refer to Table 30: Stop 2 mode for details on how to exit Stop 2 mode.

When exiting Stop 2 mode by issuing an interrupt or a wakeup event, the HSI16 oscillator is
selected as system clock if the bit STOPWUCK is set in Clock configuration register
(RCC_CFGR). The MSI oscillator is selected as system clock if the bit STOPWUCK is
cleared. The wakeup time is shorter when HSI16 is selected as wakeup system clock. The
MSI selection allows wakeup at higher frequency, up to 48 MHz.

When exiting the Stop 2 mode, the MCU is in Run mode (Range 1 or Range 2 depending on
VOS bit in PWR_CR1).

Table 30. Stop 2 mode

Stop 2 mode Description

WEFI (Wait for Interrupt) or WFE (Wait for Event) while:

— SLEEPDEEP bit is set in Cortex®-M4 System Control register
— No interrupt (for WFI) or event (for WFE) is pending

— LPMS =*010" in PWR_CR1

On return from ISR while:

— SLEEPDEEP bit is set in Cortex®-M4 System Control register
Mode entry — SLEEPONEXIT = 1

— No interrupt is pending

— LPMS =“010" in PWR_CR1

Note: To enter Stop 2 mode, all EXTI Line pending bits (in Pending
register 1 (EXTI_PR1)), and the peripheral flags generating wakeup
interrupts must be cleared. Otherwise, the Stop mode entry
procedure is ignored and program execution continues.

If WFI or Return from ISR was used for entry:

Any EXTI Line configured in interrupt mode (the corresponding EXTI
Interrupt vector must be enabled in the NVIC). The interrupt source can
be external interrupts or peripherals with wakeup capability. Refer to
Table 69: STM32L4Rxxx and STM32L4Sxxx vector table.

If WFE was used for entry and SEVONPEND = O:

Any EXTI Line configured in event mode. Refer to Section 16.3.2:
Mode exit Wakeup event management.

If WFE was used for entry and SEVONPEND = 1:
Any EXTI Line configured in interrupt mode (even if the corresponding
EXTI Interrupt vector is disabled in the NVIC). The interrupt source can
be external interrupts or peripherals with wakeup capability. Refer to
Table 69: STM32L4Rxxx and STM32L4Sxxx vector table.
Any EXTI Line configured in event mode. Refer to Section 16.3.2:
Wakeup event management.

Longest wakeup time between: MSI or HSI16 wakeup time and regulator
Wakeup latency wakeup time from Low-power mode + Flash wakeup time from Stop 2
mode.

Standby mode

The Standby mode allows to achieve the lowest power consumption with BOR. It is based
on the Cortex®-M4 Deepsleep mode, with the voltage regulators disabled (except when

RM0432 Rev 4 191/2069




Power control (PWR) RMO0432

192/2069

SRAM2 content is preserved). The PLL, the HSI16, the MSI and the HSE oscillators are
also switched off.

SRAM1 and register contents are lost except for registers in the Backup domain and
Standby circuitry (see Figure 7). SRAM2 content can be preserved if the bit RRS is set in
the PWR_CRS3 register. In this case the Low-power regulator is ON and provides the supply
to SRAM2 only.

The BOR is always available in Standby mode. The consumption is increased when
thresholds higher than Vggrg are used.

I/O states in Standby mode

In the Standby mode, the IO’s are by default in floating state. If the APC bit of PWR_CR3
register has been set, the 1/0Os can be configured either with a pull-up (refer to
PWR_PUCRX registers (x=A,B,C,D,E,F,G,H)), or with a pull-down (refer to PWR_PDCRx
registers (x=A,B,C,D,E,F,G,H)), or can be kept in analog state if none of the PWR_PUCRX
or PWR_PDCRXx register has been set. The pull-down configuration has highest priority over
pull-up configuration in case both PWR_PUCRx and PWR_PDCRXx are set for the same 10.

Some 1/Os (listed in Section 8.3.1: General-purpose I/O (GPIO)) are used for JTAG/SW
debug and can only be configured to their respective reset pull-up or pull-down state during
Standby mode setting their respective bit in the PWR_PUCRx or PWR_PDCRX registers to
‘1°, or will be configured to floating state if the bit is kept at ‘0’.

The RTC outputs on PC13 are functional in Standby mode. PC14 and PC15 used for LSE
are also functional. 5 wakeup pins (WKUPx, x=1,2...5) and the 3 RTC tampers are available.

Entering Standby mode

The Standby mode is entered according Section : Entering low-power mode, when the

SLEEPDEEP bit in the Cortex®-M4 System Control register is set.

Refer to Table 31: Standby mode for details on how to enter Standby mode.

In Standby mode, the following features can be selected by programming individual control

bits:

¢ Independent watchdog (IWDG): the IWDG is started by writing to its Key register or by
hardware option. Once started it cannot be stopped except by a reset. See

Section 40.3: IWDG functional description in Section 40: Independent watchdog
(IWDG).

e real-time clock (RTC): this is configured by the RTCEN bit in the Backup domain
control register (RCC_BDCR)

e Internal RC oscillator (LSI): this is configured by the LSION bit in the Control/status
register (RCC_CSR).

e  External 32.768 kHz oscillator (LSE): this is configured by the LSEON bit in the Backup
domain control register (RCC_BDCR)

Exiting Standby mode

The Standby mode is exited according Section : Entering low-power mode. The SBF status
flag in the Power control register 3 (PWR_CR3) indicates that the MCU was in Standby
mode. All registers are reset after wakeup from Standby except for Power control register 3
(PWR_CR3).
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Refer to Table 31: Standby mode for more details on how to exit Standby mode.

When exiting Standby mode, I/O’s that were configured with pull-up or pull-down during
Standby through registers PWR_PUCRx or PWR_PDCRXx will keep this configuration upon
exiting Standby mode until the bit APC of PWR_CR3 register has been cleared. Once the bit
APC is cleared, they will be either configured to their reset values or to the pull-up/pull-down
state according the GPIOx_PUPDR registers. The content of the PWR_PUCRX or
PWR_PDCRXx registers however is not lost and can be re-used for a sub-sequent entering
into Standby mode.

Some 1/Os (listed in Section 8.3.1: General-purpose I/O (GPIO)) are used for JTAG/SW
debug and have internal pull-up or pull-down activated after reset so will be configured at
this reset value as well when exiting Standby mode.

For IO’s, with a pull-up or pull-down pre-defined after reset (some JTAG/SW 10’s) or with
GPIOx_PUPDR programming done after exiting from Standby, in case those programming
is different from the PWR_PUCRx or PWR_PDCRXx programmed value during Standby, both
a pull-down and pull-up will be applied until the bit APC is cleared, releasing the
PWR_PUCRx or PWR_PDCRXx programmed value.

Table 31. Standby mode

Standby mode Description

WFI (Wait for Interrupt) or WFE (Wait for Event) while:

— SLEEPDEEP bit is set in Cortex®-M4 System Control register
— No interrupt (for WFI) or event (for WFE) is pending

— LPMS =“011”" in PWR_CR1

— WUFXx bits are cleared in power status register 1 (PWR_SR1)

On return from ISR while:

Mode entry — SLEEPDEEP bit is set in Cortex®-M4 System Control register
— SLEEPONEXIT =1

— No interrupt is pending

— LPMS =“011"in PWR_CR1 and

— WUFXx bits are cleared in power status register 1 (PWR_SR1)

— The RTC flag corresponding to the chosen wakeup source (RTC Alarm
A, RTC Alarm B, RTC wakeup, tamper or timestamp flags) is cleared

WKUPx pin edge, RTC event, external Reset in NRST pin, IWDG Reset,

Mode exit BOR reset

Wakeup latency Reset phase
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Shutdown mode

The Shutdown mode allows to achieve the lowest power consumption. It is based on the
Deepsleep mode, with the voltage regulator disabled. The Vcorg domain is consequently
powered off. The PLL, the HSI16, the MSI, the LSI and the HSE oscillators are also
switched off.

SRAM1, SRAM2, SRAM3 and register contents are lost except for registers in the Backup
domain. The BOR is not available in Shutdown mode. No power voltage monitoring is
possible in this mode, therefore the switch to Backup domain is not supported.

1/0 states in Shutdown mode

In the Shutdown mode, are by default in floating state. If the APC bit of PWR _CR3 register
has been set, the I/Os can be configured either with a pull-up (refer to PWR_PUCRXx
registers (x=A,B,C,D,E,F,G,H), or with a pull-down (refer to PWR_PDCRX registers
(x=A,B,C,D,E,F,G,H)), or can be kept in analog state if none of the PWR_PUCRX or
PWR_PDCRX register has been set. The pull-down configuration has highest priority over
pull-up configuration in case both PWR_PUCRx and PWR_PDCRXx are set for the same 10.
However this configuration is lost when exiting the Shutdown mode due to the power-on
reset.

Some 1/Os (listed in Section 8.3.1: General-purpose I/0 (GPIO)) are used for JTAG/SW
debug and can only be configured to their respective reset pull-up or pull-down state during
Standby mode setting their respective bit in the PWR_PUCRx or PWR_PDCRX registers to
‘1’, or will be configured to floating state if the bit is kept at ‘0’.

The RTC outputs on PC13 are functional in Shutdown mode. PC14 and PC15 used for LSE
are also functional. 5 wakeup pins (WKUPXx, x=1,2...5) and the 3 RTC tampers are available.

Entering Shutdown mode

The Shutdown mode is entered according Entering low-power mode, when the
SLEEPDEEP bit in the Cortex®-M4 System Control register is set.

Refer to Table 32: Shutdown mode for details on how to enter Shutdown mode.

In Shutdown mode, the following features can be selected by programming individual
control bits:

e real-time clock (RTC): this is configured by the RTCEN bit in the Backup domain
control register (RCC_BDCR). Caution: in case of VDD power-down the RTC content
will be lost.

e external 32.768 kHz oscillator (LSE): this is configured by the LSEON bit in the Backup
domain control register (RCC_BDCR)

Exiting Shutdown mode

The Shutdown mode is exit according Section : Exiting low-power mode. A power-on reset
occurs when exiting from Shutdown mode. All registers (except for the ones in the Backup
domain) are reset after wakeup from Shutdown.

Refer to Table 32: Shutdown mode for more details on how to exit Shutdown mode.

When exiting Shutdown mode, 1/Os that were configured with pull-up or pull-down during
Shutdown through registers PWR_PUCRx or PWR_PDCRXx will lose their configuration and
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will be configured in floating state or to their pull-up pull-down reset value (for some 1/Os
listed in Section 8.3.1: General-purpose I/0 (GPIQ)).

Table 32. Shutdown mode

Shutdown mode

Description

Mode entry

WEFI (Wait for Interrupt) or WFE (Wait for Event) while:

— SLEEPDEEP bit is set in Cortex®-M4 System Control register
— No interrupt (for WFI) or event (for WFE) is pending

— LPMS = *“1XX" in PWR_CR1

— WUFXx bits are cleared in power status register 1 (PWR_SR1)

On return from ISR while:

— SLEEPDEEP bit is set in Cortex®-M4 System Control register
— SLEEPONEXT =1

— No interrupt is pending

— LPMS = “1XX” in PWR_CR1 and

— WUFXx bits are cleared in power status register 1 (PWR_SR1)

— The RTC flag corresponding to the chosen wakeup source (RTC
Alarm A, RTC Alarm B, RTC wakeup, tamper or timestamp flags) is
cleared

Mode exit

WKUPXx pin edge, RTC event, external Reset in NRST pin

Wakeup latency

Reset phase

Auto-wakeup from low-power mode

The RTC can be used to wakeup the MCU from low-power mode without depending on an
external interrupt (Auto-wakeup mode). The RTC provides a programmable time base for
waking up from Stop (0, 1 or 2) or Standby mode at regular intervals. For this purpose, two
of the three alternative RTC clock sources can be selected by programming the
RTCSEL[1:0] bits in the Backup domain control register (RCC_BDCR):

e Low-power 32.768 kHz external crystal oscillator (LSE OSC)
This clock source provides a precise time base with very low-power consumption.

e Low-power internal RC Oscillator (LSI)
This clock source has the advantage of saving the cost of the 32.768 kHz crystal. This
internal RC Oscillator is designed to add minimum power consumption.

To wakeup from Stop mode with an RTC alarm event, it is necessary to:
e  Configure the EXTI Line 18 to be sensitive to rising edge
e Configure the RTC to generate the RTC alarm

To wakeup from Standby mode, there is no need to configure the EXTI Line 18.

To wakeup from Stop mode with an RTC wakeup event, it is necessary to:
e  Configure the EXTI Line 20 to be sensitive to rising edge
e Configure the RTC to generate the RTC alarm

To wakeup from Standby mode, there is no need to configure the EXTI Line 20.
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54 PWR registers

The peripheral registers can be accessed by half-words (16-bit) or words (32-bit).

5.4.1 Power control register 1 (PWR_CR1)
Address offset: 0x00

Reset value: 0x0000 0200. This register is reset after wakeup from Standby mode.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
LPR VOS[1:0] DBP RRSTP LPMS[2:0]

Bits 31:15 Reserved, must be kept at reset value.

Bit 14 LPR: Low-power run
When this bit is set, the regulator is switched from main mode (MR) to low-power mode
(LPR).
Note: Stop 2 mode cannot be entered when LPR bit is set. Stop 1 is entered instead.

Bits 13:11 Reserved, must be kept at reset value.

Bits 10:9 VOS: Voltage scaling range selection
00: Cannot be written (forbidden by hardware)
01: Range 1
10: Range 2
11: Cannot be written (forbidden by hardware)

Bit 8 DBP: Disable backup domain write protection
In reset state, the RTC and backup registers are protected against parasitic write access.
This bit must be set to enable write access to these registers.

0: Access to RTC and Backup registers disabled
1: Access to RTC and Backup registers enabled

Bits 7:5 Reserved, must be kept at reset value.

3
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Bit4 RRSTP: SRAMS retention in Stop 2 mode
0: SRAM3 is powered off in Stop 2 mode (SRAMS3 content is lost)
1: SRAMS is powered in Stop 2 mode (RAM3 content is kept).

Bit 3 Reserved, must be kept at reset value.

Bits 2:0 LPMS[2:0]: Low-power mode selection
These bits select the low-power mode entered when CPU enters the Deepsleep mode.
000: Stop 0 mode
001: Stop 1 mode
010: Stop 2 mode
011: Standby mode
1xx: Shutdown mode
Note: If LPR bit is set, Stop 2 mode cannot be selected and Stop 1 mode shall be entered
instead of Stop 2.

In Standby mode, SRAM?2 can be preserved or not, depending on RRS bit configuration
in PWR_CRS3.

5.4.2 Power control register 2 (PWR_CR2)
Address offset: 0x04
Reset value: 0x0000 0000. This register is reset when exiting the Standby mode.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
usv 108V PVME4 | PVME3 | PVME2 | PVME1 PLS[2:0] PVDE

Bits 31:11 Reserved, must be kept at reset value.

Bit 10 USV: Vppysg USB supply valid
This bit is used to validate the Vppsg supply for electrical and logical isolation purpose.
Setting this bit is mandatory to use the USB OTG_FS peripheral. If Vppygpg is not always
present in the application, the PVM can be used to determine whether this supply is ready or
not.
0: Vppusg is not present. Logical and electrical isolation is applied to ignore this supply.
1: VDDUSB is valid.

Bit 9 10SV: Vpp o2 Independent 1/Os supply valid
This bit is used to validate the Vpp02 supply for electrical and logical isolation purpose.
Setting this bit is mandatory to use PG[15:2]. If Vpp 02 is not always present in the
application, the PVM can be used to determine whether this supply is ready or not.
0: Vppjo2 is not present. Logical and electrical isolation is applied to ignore this supply.
1: VDD|O2 is valid.

Bit 8 Reserved, must be kept at reset value.

Bit 7 PVMEA4: Peripheral voltage monitoring 4 enable: Vppa vs. 2.2V
0: PVM4 (Vppa monitoring vs. 2.2V threshold) disable.
1: PVM4 (Vppa monitoring vs. 2.2V threshold) enable.

3
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Bit 6 PVMES3: Peripheral voltage monitoring 3 enable: Vppp vs. 1.62V
0: PVM3 (Vppa monitoring vs. 1.62V threshold) disable.
1: PVM3 (Vppa monitoring vs. 1.62V threshold) enable.

Bit 5 PVMEZ2: Peripheral voltage monitoring 2 enable: Vpp g2 vs. 0.9V
0: PVM2 (Vppjo2 monitoring vs. 0.9V threshold) disable.
1: PVYM2 (Vppjo2 monitoring vs. 0.9V threshold) enable.

Bit 4 PVME1: Peripheral voltage monitoring 1 enable: Vppygg vs. 1.2V
0: PVM1 (Vppysp monitoring vs. 1.2V threshold) disable.
1: PVYM1 (Vppysg monitoring vs. 1.2V threshold) enable.

Bits 3:1 PLS[2:0]: Power voltage detector level selection.

These bits select the voltage threshold detected by the power voltage detector:

000: VPVDO around 2.0V

001: Vpypq around 2.2 V

010: Vpypo around 2.4 V

011: VPVD3 around 2.5V

100: VPVD4 around 2.6 V

101: Vpyps around 2.8 V

110: Vpypg around 2.9 V

111: External input analog voltage PVD_IN (compared internally to VREFINT)

Note: These bits are write-protected when the bit PVDL (PVD Lock) is set in the

SYSCFG_CBR register.
These bits are reset only by a system reset.

Bit 0 PVDE: Power voltage detector enable
0: Power voltage detector disable.
1: Power voltage detector enable.

Note: This bit is write-protected when the bit PVDL (PVD Lock) is set in the SYSCFG_CBR
register.

This bit is reset only by a system reset.

5.4.3 Power control register 3 (PWR_CR3)
Address offset: 0x08

Reset value: 0x0000 8000. This register is not reset when exiting Standby modes and with
the PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DSIPD EWUP | EWUP | EWUP | EWUP | EWUP
EIWUL EN APC RRS 5 4 3 2 1
w w w w w w w w w
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Bits 31:16
Bit 15

Bits 14:13
Bit 12

Bit 11
Bit 10

Bit 9
Bit 8

Bits 7:5
Bit 4

Bit 3

Bit 2

Bit 1

Bit 0

Reserved, must be kept at reset value.

EIWUL: Enable internal wakeup line
0: Internal wakeup line disable.
1: Internal wakeup line enable.

Reserved, must be kept at reset value.

DSIPDEN: Enable Pull-down activation on DSI pins
1: Pull-Down is enabled on DSI pins.
0: Pull-Down is disabled on DSI pins.

Reserved, must be kept at reset value.

APC: Apply pull-up and pull-down configuration
When this bit is set, the 1/0 pull-up and pull-down configurations defined in the PWR_PUCRXx
and PWR_PDCRXx registers are applied. When this bit is cleared, the PWR_PUCRXx and
PWR_PDCRX registers are not applied to the 1/0Os, instead the 1/0s will be in floating mode
during Standby or configured according GPIO controller GPIOx_PUPDR register during Run
mode.

Reserved, must be kept at reset value.

RRS: SRAM2 retention in Standby mode
0: SRAM2 is powered off in Standby mode (SRAM2 content is lost).
1: SRAM2 is powered by the low-power regulator in Standby mode (SRAM2 content is kept).

Reserved, must be kept at reset value.

EWUPS: Enable Wakeup pin WKUP5

When this bit is set, the external wakeup pin WKUPS5 is enabled and triggers a wakeup from
Standby or Shutdown event when a rising or a falling edge occurs.The active edge is
configured via the WP5 bit in the PWR_CRA4 register.

EWUP4: Enable Wakeup pin WKUP4
When this bit is set, the external wakeup pin WKUP4 is enabled and triggers a wakeup from

Standby or Shutdown event when a rising or a falling edge occurs. The active edge is
configured via the WP4 bit in the PWR_CRA4 register.

EWUP3: Enable Wakeup pin WKUP3
When this bit is set, the external wakeup pin WKUP3 is enabled and triggers a wakeup from

Standby or Shutdown event when a rising or a falling edge occurs. The active edge is
configured via the WP3 bit in the PWR_CR4 register.

EWUP2: Enable Wakeup pin WKUP2

When this bit is set, the external wakeup pin WKUPZ2 is enabled and triggers a wakeup from
Standby or Shutdown event when a rising or a falling edge occurs. The active edge is
configured via the WP2 bit in the PWR_CR4 register.

EWUP1: Enable Wakeup pin WKUP1

When this bit is set, the external wakeup pin WKUP1 is enabled and triggers a wakeup from
Standby or Shutdown event when a rising or a falling edge occurs. The active edge is
configured via the WP1 bit in the PWR_CR4 register.

54.4 Power control register 4 (PWR_CR4)
Address offset: 0x0C

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
the PWRRST bit in the RCC_APB1RSTR1 register.

3

RM0432 Rev 4 199/2069




Power control (PWR) RMO0432

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
VBRS | VBE WP5 WP4 WP3 WP2 WP1

rw rw w w w w w

Bits 31:10 Reserved, must be kept at reset value.

Bit 9 VBRS: Vgr battery charging resistor selection
0: Charge Vgt through a 5 kOhms resistor
1: Charge Vgat through a 1.5 kOhms resistor

Bit 8 VBE: Vgat battery charging enable
0: Vgar battery charging disable
1: Vgat battery charging enable

Bits 7:5 Reserved, must be kept at reset value.

Bit 4 WP5: Wakeup pin WKUP5 polarity
This bit defines the polarity used for an event detection on external wake-up pin, WKUP5
0: Detection on high level (rising edge)
1: Detection on low level (falling edge)

Bit 3 WP4: Wakeup pin WKUP4 polarity
This bit defines the polarity used for an event detection on external wake-up pin, WKUP4
0: Detection on high level (rising edge)
1: Detection on low level (falling edge)
Bit 2 WP3: Wakeup pin WKUP3 polarity
This bit defines the polarity used for an event detection on external wake-up pin, WKUP3
0: Detection on high level (rising edge)
1: Detection on low level (falling edge)
Bit 1 WP2: Wakeup pin WKUP2 polarity
This bit defines the polarity used for an event detection on external wake-up pin, WKUP2
0: Detection on high level (rising edge)
1: Detection on low level (falling edge)
Bit 0 WP1: Wakeup pin WKUP1 polarity
This bit defines the polarity used for an event detection on external wake-up pin, WKUP1

0: Detection on high level (rising edge)
1: Detection on low level (falling edge)

5.4.5 Power status register 1 (PWR_SR1)
Address offset: 0x10

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
the PWRRST bit in the RCC_APB1RSTR1 register.

Access: 2 additional APB cycles are needed to read this register vs. a standard APB read.
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
WUFI SBF WUF5 | WUF4 | WUF3 | WUF2 | WUF1
r r r r r r r

Bits 31:16 Reserved, must be kept at reset value.

Bit 15 WUFI: Wakeup flag internal

This bit is set when a wakeup is detected on the internal wakeup line. It is cleared when all
internal wakeup sources are cleared.

Bits 14:9 Reserved, must be kept at reset value.

Bit 8 SBF: Standby flag

This bit is set by hardware when the device enters the Standby mode and is cleared by
setting the CSBF bit in the PWR_SCR register, or by a power-on reset. It is not cleared by the
system reset.

0: The device did not enter the Standby mode

1: The device entered the Standby mode

Bits 7:5 Reserved, must be kept at reset value.

Bit4 WUF5: Wakeup flag 5

This bit is set when a wakeup event is detected on wakeup pin, WKUPS5. It is cleared by
writing ‘1’ in the CWUFS5 bit of the PWR_SCR register.

Bit 3 WUF4: Wakeup flag 4

This bit is set when a wakeup event is detected on wakeup pin,WKUP4. It is cleared by
writing ‘1’ in the CWUF4 bit of the PWR_SCR register.

Bit 2 WUF3: Wakeup flag 3

This bit is set when a wakeup event is detected on wakeup pin, WKUP3. It is cleared by
writing “1” in the CWUF3 bit of the PWR_SCR register.

Bit 1 WUF2: Wakeup flag 2

This bit is set when a wakeup event is detected on wakeup pin, WKUP2. It is cleared by
writing ‘1’ in the CWUF2 bit of the PWR_SCR register.

Bit0 WUF1: Wakeup flag 1

This bit is set when a wakeup event is detected on wakeup pin, WKUP1. It is cleared by
writing ‘1’ in the CWUF1 bit of the PWR_SCR register.

5.4.6 Power status register 2 (PWR_SR2)

Address offset: 0x14

Reset value: 0x0000 0000. This register is partially reset when exiting Standby/Shutdown
modes.

3
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31

30

29

28

27

26

25

24

23

22

21

20

18

17

16

14

13

11

PVMO4

PVMO3

PVMO2

PVMO1

PVDO

VOSF

REGLP

REGLP

r

r

Bits 31:16
Bit 15

Bit 14

Bit 13

Bit 12

Bit 11

Bit 10
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Reserved, must be kept at reset value.

PVMOA4: Peripheral voltage monitoring output: Vppa vs. 2.2 V
0: Vppa voltage is above PVM4 threshold (around 2.2 V).
1: Vppa Vvoltage is below PVM4 threshold (around 2.2 V).

Note: PVMO4 is cleared when PVM4 is disabled (PVME4 = Q). After enabling PVM4, the
PVM4 output is valid after the PVM4 wakeup time.

PVMO3: Peripheral voltage monitoring output: Vppa vs. 1.62 V
0: Vppa voltage is above PVMS3 threshold (around 1.62 V).
1: Vppa Voltage is below PVM3 threshold (around 1.62 V).

Note: PVMO3 is cleared when PVM3 is disabled (PVME3 = Q). After enabling PVM3, the
PVM3 output is valid after the PVM3 wakeup time.

PVMO2: Peripheral voltage monitoring output: Vpp oo vs. 0.9 V
0: Vppioz Vvoltage is above PVM2 threshold (around 0.9 V).
1: Vppio2 voltage is below PVM2 threshold (around 0.9 V).

Note: PVMO?2 is cleared when PVM2 is disabled (PVME2 = Q). After enabling PVM2, the
PVM2 output is valid after the PVM2 wakeup time.

PVMO1: Peripheral voltage monitoring output: Vppygg vs. 1.2V
0: Vppusg Vvoltage is above PVM1 threshold (around 1.2 V).
1: Vppusg Voltage is below PVM1 threshold (around 1.2 V).

Note: PVMOT1 is cleared when PVMT1 is disabled (PVME1 = Q). After enabling PVM1, the
PVM1 output is valid after the PVM1 wakeup time.

PVDO: Power voltage detector output
0: Vpp is above the selected PVD threshold
1: Vpp is below the selected PVD threshold

VOSF: Voltage scaling flag

A delay is required for the internal regulator to be ready after the voltage scaling has been

changed. VOSF indicates that the regulator reached the voltage level defined with VOS
of the PWR_CR1 register.

0: The regulator is ready in the selected voltage range

1: The regulator output voltage is changing to the required voltage level
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Bit9 REGLPF: Low-power regulator flag
This bit is set by hardware when the MCU is in Low-power run mode. When the MCU exits
from the Low-power run mode, this bit remains at 1 until the regulator is ready in main mode.
A polling on this bit must be done before increasing the product frequency.
This bit is cleared by hardware when the regulator is ready.
0: The regulator is ready in main mode (MR)
1: The regulator is in low-power mode (LPR)

Bit 8 REGLPS: Low-power regulator started
This bit provides the information whether the low-power regulator is ready after a power-on
reset or a Standby/Shutdown. If the Standby mode is entered while REGLPS bit is still
cleared, the wakeup from Standby mode time may be increased.
0: The low-power regulator is not ready
1: The low-power regulator is ready

Bits 7:0 Reserved, must be kept at reset value.

5.4.7 Power status clear register (PWR_SCR)

Address offset: 0x18
Reset value: 0x0000 0000.

Access: 3 additional APB cycles are needed to write this register vs. a standard APB write.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
CWUF | CWUF | CWUF | CWUF | CWUF
CSBF 5 4 3 2 1
w w w w w w

Bits 31:9 Reserved, must be kept at reset value.

Bit 8 CSBF: Clear standby flag
Setting this bit clears the SBF flag in the PWR_SR1 register.

Bits 7:5 Reserved, must be kept at reset value.

Bit 4 CWUFS5: Clear wakeup flag 5
Setting this bit clears the WUF5 flag in the PWR_SR1 register.

Bit 3 CWUF4: Clear wakeup flag 4
Setting this bit clears the WUF4 flag in the PWR_SR1 register.

Bit2 CWUF3: Clear wakeup flag 3
Setting this bit clears the WUF3 flag in the PWR_SR1 register.

Bit 1 CWUF2: Clear wakeup flag 2
Setting this bit clears the WUF2 flag in the PWR_SR1 register.

Bit 0 CWUF1: Clear wakeup flag 1
Setting this bit clears the WUF1 flag in the PWR_SR1 register.
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5.4.8 Power Port A pull-up control register (PWR_PUCRA)

Address offset: 0x20.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PU15 PU13 | PU12 | PUMM | PU1O | PU9 | PUS | PU7 | PUB | PUS | PU4 | PU3 | PU2 | PU1 | PUO
rw rw rw rw rw rw rw rw rw rw w w rw rw rw

Bits 31:16 Reserved, must be kept at reset value.

Bit 15 PU15: Port A pull-up bit 15
When set, this bit activates the pull-up on PA[15] when APC bit is set in PWR_CRS3 register.

If the corresponding PD15 bit is also set, the pull-up is not activated and the pull-down is
activated instead with highest priority.

Bit 14 Reserved, must be kept at reset value.

Bits 13:0 PUy: Port A pull-up bit y (y=0..13)
When set, this bit activates the pull-up on PAJy] when APC bit is set in PWR_CR3 register.
The pull-up is not activated if the corresponding PDy bit is also set.

5.4.9 Power Port A pull-down control register (PWR_PDCRA)
Address offset: 0x24.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
PD14 PD12 | PD11 | PD10 PD9 PD8 PD7 PD6 PD5 PD4 PD3 PD2 PD1 PDO

w w w w w w w w w w w w w w
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Bits 31:15 Reserved, must be kept at reset value.

Bit 14 PD14: Port A pull-down bit 14
When set, this bit activates the pull-down on PA[14] when APC bit is set in PWR_CR3
register.

Bit 13 Reserved, must be kept at reset value.

Bits 12:0 PDy: Port A pull-down bit y (y=0..12)
When set, this bit activates the pull-down on PA[y] when APC bit is set in PWR_CRS register.

5.4.10 Power Port B pull-up control register (PWR_PUCRB)
Address offset: 0x28.
Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.
Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
PU15 | PU14 | PU13 | PU12 | PU11 | PU10 | PU9 | PUS | PU7 | PU6 | PUS | PU4 | PU3 | PU2 | PU1 | PUD
w w w rw w w rw w rw rw rw rw rw rw rw rw

Bits 31:16 Reserved, must be kept at reset value.
Bits 15:0 PUy: Port B pull-up bit y (y=0..15)
When set, this bit activates the pull-up on PB[y] when APC bit is set in PWR_CRS register.
The pull-up is not activated if the corresponding PDy bit is also set.
5.4.11 Power Port B pull-down control register (PWR_PDCRB)

Address offset: 0x2C.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with

PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB

access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
PD15 | PD14 | PD13 | PD12 | PD11 | PD10 | PD9 | PD8 | PD7 | PD6 | PD5 PD3 | PD2 | PD1 | PDO
w w w w w w w w rw rw rw rw rw rw w
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Bits 31:16 Reserved, must be kept at reset value.

Bits 15:5 PDy: Port B pull-down bit y (y=5..15)
When set, this bit activates the pull-down on PB[y] when APC bit is set in PWR_CR3 register.

Bit 4 Reserved, must be kept at reset value.

Bits 3:0 PDy: Port B pull-down bit y (y=0..3)
When set, this bit activates the pull-down on PB[y] when APC bit is set in PWR_CR3 register.

5.4.12 Power Port C pull-up control register (PWR_PUCRC)
Address offset: 0x30.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PU15 | PU14 | PU13 | PU12 | PU11 | PU10 PU9 PU8 PU7 PU6 PU5 PU4 PU3 PU2 PU1 PUO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PUy: Port C pull-up bit y (y=0..15)
When set, this bit activates the pull-up on PC[y] when APC bit is set in PWR_CR3 register.
The pull-up is not activated if the corresponding PDy bit is also set.

5.4.13 Power Port C pull-down control register (PWR_PDCRC)

Address offset: 0x34.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PD15 | PD14 | PD13 | PD12 | PD11 | PD10 PD9 PD8 PD7 PD6 PD5 PD4 PD3 PD2 PD1 PDO
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Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PDy: Port C pull-down bit y (y=0..15)
When set, this bit activates the pull-down on PC[y] when APC bit is set in PWR_CRS3 register.

5.4.14 Power Port D pull-up control register (PWR_PUCRD)
Address offset: 0x38.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PU15 | PU14 | PU13 | PU12 | PU11 | PU10 PU9 PU8 PU7 PU6 PU5S PU4 PU3 PU2 PU1 PUO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PUy: Port D pull-up bit y (y=0..15)
When set, this bit activates the pull-up on PD[y] when APC bit is set in PWR_CR3 register.
The pull-up is not activated if the corresponding PDy bit is also set.

5.4.15 Power Port D pull-down control register (PWR_PDCRD)

Address offset: 0x3C.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PD15 | PD14 | PD13 | PD12 | PD11 | PD10 PD9 PD8 PD7 PD6 PD5 PD4 PD3 PD2 PD1 PDO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PDy: Port D pull-down bit y (y=0..15)
When set, this bit activates the pull-down on PD[y] when APC bit is set in PWR_CR3 register.

3
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5.4.16 Power Port E pull-up control register (PWR_PUCRE)
Address offset: 0x20.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PU15 | PU14 | PU13 | PU12 | PU11 | PU10 PU9 PU8 PU7 PU6 PU5S PU4 PU3 PU2 PU1 PUO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PUy: Port E pull-up bit y (y=0..15)
When set, this bit activates the pull-up on PE[y] when APC bit is set in PWR_CRS register.
The pull-up is not activated if the corresponding PDy bit is also set.

5.4.17 Power Port E pull-down control register (PWR_PDCRE)
Address offset: 0x44.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PD15 | PD14 | PD13 | PD12 | PD11 | PD10 PD9 PD8 PD7 PD6 PD5 PD4 PD3 PD2 PD1 PDO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PDy: Port E pull-down bit y (y=0..15)
When set, this bit activates the pull-down on PE[y] when APC bit is set in PWR_CR3 register.
5.4.18 Power Port F pull-up control register (PWR_PUCRF)
Address offset: 0x48.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.
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Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PU15 | PU14 | PU13 | PU12 | PU11 | PU10 PU9 PU8 PU7 PU6 PU5S PU4 PU3 PU2 PU1 PUO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PUy: Port F pull-up bity (y=0..15)
When set, this bit activates the pull-up on PF[y] when APC bit is set in PWR_CR3 register.
The pull-up is not activated if the corresponding PDy bit is also set.

5.4.19 Power Port F pull-down control register (PWR_PDCRF)

Address offset: 0x4C.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PD15 | PD14 | PD13 | PD12 | PD11 | PD10 PD9 PD8 PD7 PD6 PD5 PD4 PD3 PD2 PD1 PDO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PDy: Port F pull-down bit y (y=0..15)
When set, this bit activates the pull-down on PF[y] when APC bit is set in PWR_CRS3 register.

5.4.20 Power Port G pull-up control register (PWR_PUCRG)

Address offset: 0x50.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PU15 | PU14 | PU13 | PU12 | PU11 | PU10 PU9 PU8 PU7 PU6 PU5 PU4 PU3 PU2 PU1 PUO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PUy: Port G pull-up bit y (y=0..15)
When set, this bit activates the pull-up on PG[y] when APC bit is set in PWR_CR3 register.
The pull-up is not activated if the corresponding PDy bit is also set.

5.4.21 Power Port G pull-down control register (PWR_PDCRG)
Address offset: 0x54.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PD15 | PD14 | PD13 | PD12 | PD11 | PD10 PD9 PD8 PD7 PD6 PD5 PD4 PD3 PD2 PD1 PDO

Bits 31:16
Reserved, must be kept at reset value.

Bits 15:0 PDy: Port G pull-down bit y (y=0..15)
When set, this bit activates the pull-down on PG[y] when APC bit is set in PWR_CR3 register.

5.4.22 Power Port H pull-up control register (PWR_PUCRH)
Address offset: 0x58.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PU15 | PU14 | PU13 | PU12 | PU11 | PU10 PU9 PU8 PU7 PU6 PU5 PU4 PU3 PU2 PU1 PUO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PUy: Port H pull-up bit y (y=0..15)
When set, this bit activates the pull-up on PH[y] when APC bit is set in PWR_CR3 register.
The pull-up is not activated if the corresponding PDy bit is also set.

5.4.23 Power Port H pull-down control register (PWR_PDCRH)
Address offset: 0x5C.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PD15 | PD14 | PD13 | PD12 | PD11 | PD10 PD9 PD8 PD7 PD6 PD5 PD4 PD3 PD2 PD1 PDO

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 PDy: Port H pull-down bit y (y=0..15)
When set, this bit activates the pull-down on PH[y] when APC bit is set in PWR_CR3 register.

5.4.24 Power Port | pull-up control register (PWR_PUCRI)

Address offset: 0x60.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PU11 | PU10 PU9 PU8 PU7 PU6 PU5 PU4 PU3 PU2 PU1 PUO

Bits 31:16 Reserved, must be kept at reset value.

Bits 11:0 PUy: Port | pull-up bit y (y=0..11)
When set, this bit activates the pull-up on Pl[y] when APC bit is set in PWR_CR3 register.
The pull-up is not activated if the corresponding PDy bit is also set.

5.4.25 Power Port | pull-down control register (PWR_PDCRI)
Address offset: 0x64.

Reset value: 0x0000 0000. This register is not reset when exiting Standby modes and with
PWRRST bit in the RCC_APB1RSTR1 register.

Access: Additional APB cycles are needed to access this register vs. a standard APB
access (3 for a write and 2 for a read).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PD11 | PD10 PD9 PD8 PD7 PD6 PD5 PD4 PD3 PD2 PD1 PDO

Bits 31:16 Reserved, must be kept at reset value.

Bits 11:0 PDy: Port | pull-down bit y (y=0..11)
When set, this bit activates the pull-down on PI[y] when APC bit is set in PWR_CRS register.

5.4.26 PWR control register (PWR_CRS5)
Address offset: 0x80.

Reset value: 0x0000 0100. This register is not reset after a wakeup from Standby mode.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
R1MODE
w
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Bits 31:9 Reserved, must be kept at reset value.

Bit 8 R1MODE: Main regulator Range 1 mode

This bit is only valid for the main regulator in Range 1 and has no effect on Range 2. It is
recommended to reset this bit when the system frequency is greater than 80 MHz. Refer to
Table 21: Range 1 boost mode configuration.

0: Main regulator in Range 1 boost mode.
1: Main regulator in Range 1 normal mode.

Bits 7:0 Reserved, must be kept at reset value.
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PWR register map and reset value table

5.4.27

Table 33. PWR register map and reset values
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Table 33. PWR register map and reset values (continued)
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Refer toSection 2.2.2: Memory map and register boundary addresses for the register

boundary addresses.
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Reset and clock control (RCC)

Reset

There are three types of reset, defined as system reset, power reset and backup domain
reset.

Power reset

A power reset is generated when one of the following events occurs:
1. aBrown-out reset (BOR).

2. when exiting from Standby mode.

3. when exiting from Shutdown mode.

A Brown-out reset, including power-on or power-down reset (POR/PDR), sets all registers to
their reset values except the Backup domain.

When exiting Standby mode, all registers in the Vcorg domain are set to their reset value.
Registers outside the Voore domain (RTC, WKUP, IWDG, and Standby/Shutdown modes
control) are not impacted.

When exiting Shutdown mode, a Brown-out reset is generated, resetting all registers except
those in the Backup domain.

System reset

A system reset sets all registers to their reset values except the reset flags in the clock
control/status register (RCC_CSR) and the registers in the Backup domain.
A system reset is generated when one of the following events occurs:

1.  Alow level on the NRST pin (external reset)

Window watchdog event (WWDG reset)

Independent watchdog event (IWDG reset)

A firewall event (FIREWALL reset)

A software reset (SW reset) (see Software reset)

Low-power mode security reset (see Low-power mode security reset)
Option byte loader reset (see Option byte loader reset)

8. A Brown-out reset

No gk wbd

The reset source can be identified by checking the reset flags in the Control/Status register,
RCC_CSR (see Section 6.4.30: Control/status register (RCC_CSR)).

These sources act on the NRST pin and it is always kept low during the delay phase. The
RESET service routine vector is fixed at address 0x0000_0004 in the memory map.

The system reset signal provided to the device is output on the NRST pin. The pulse
generator guarantees a minimum reset pulse duration of 20 ps for each internal reset
source. In case of an external reset, the reset pulse is generated while the NRST pin is
asserted low.

In case on an internal reset, the internal pull-up Rpy is deactivated in order to save the
power consumption through the pull-up resistor.
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Figure 13. Simplified diagram of the reset circuit
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Software reset

The SYSRESETREQ bit in Cortex®-M4 Application Interrupt and Reset Control Register
must be set to force a software reset on the device (refer to the STM32F3, STM32F4,
STM32L4 and STM32L4+ Series Cortex®-M4 (PM0214)).

Low-power mode security reset

To prevent that critical applications mistakenly enter a low-power mode, two low-power
mode security resets are available. If enabled in option bytes, the resets are generated in
the following conditions:

1. Entering Standby mode: this type of reset is enabled by resetting nRST_STDBY bit in
User option Bytes. In this case, whenever a Standby mode entry sequence is
successfully executed, the device is reset instead of entering Standby mode.

2. Entering Stop mode: this type of reset is enabled by resetting nRST_STOP bit in User
option bytes. In this case, whenever a Stop mode entry sequence is successfully
executed, the device is reset instead of entering Stop mode.

3. Entering Shutdown mode: this type of reset is enabled by resetting nRST_SHDW bit in
User option bytes. In this case, whenever a Shutdown mode entry sequence is
successfully executed, the device is reset instead of entering Shutdown mode.

For further information on the User Option Bytes, refer to Section 3.4.1: Option bytes
description.

Option byte loader reset

The option byte loader reset is generated when the OBL_LAUNCH bit (bit 27) is set in the
FLASH_CR register. This bit is used to launch the option byte loading by software.

Backup domain reset

The backup domain has two specific resets.

A backup domain reset is generated when one of the following events occurs:
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1. Software reset, triggered by setting the BDRST bit in the Backup domain control
register (RCC_BDCR).
2. Vpp or Vgat power on, if both supplies have previously been powered off.

A backup domain reset only affects the LSE oscillator, the RTC, the Backup registers and
the RCC Backup domain control register.

Clocks

Four different clock sources can be used to drive the system clock (SYSCLK):
e  HSI16 (high speed internal)16 MHz RC oscillator clock

e  MSI (multispeed internal) RC oscillator clock

e  HSE oscillator clock, from 4 to 48 MHz

e PLL clock

The MSI is used as system clock source after startup from Reset, configured at 4 MHz.

The devices have the following additional clock sources:

e 32 kHz low speed internal RC (LSI RC) which drives the independent watchdog and
optionally the RTC used for Auto-wakeup from Stop and Standby modes.

e 32.768 kHz low speed external crystal (LSE crystal) which optionally drives the real-
time clock (RTCCLK).

e RC 48 MHz internal clock sources (HSI48) to potentially drive the USB FS, the
SDMMC and the RNG.

Each clock source can be switched on or off independently when it is not used, to optimize
power consumption.

Several prescalers can be used to configure the AHB frequency, the APB1 and APB2
domains. The maximum frequency of the AHB, the APB1 and the APB2 domains is
120 MHz.

3
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All the peripheral clocks are derived from their bus clock (HCLK, PCLK1 or PCLK2) except:

e  The 48 MHz clock, used for USB OTG FS, SDMMC and RNG. This clock is derived
(selected by software) from one of the four following sources:

— main PLL VCO (PLL48M1CLK)
— PLLSAI1 VCO (PLL48M2CLK)
—  MSI clock

—  HSI48 internal oscillator

When the MSI clock is auto-trimmed with the LSE, it can be used by the USB OTG FS
device.

When available, the HSI48 48 MHz clock can be coupled to the clock recovery system
allowing adequate clock connection for the USB OTG FS (Crystal less solution).

e The ADCs clock which is derived (selected by software) from one of the following
sources:

—  system clock (SYSCLK)
—  PLLSAI1 VCO (PLLADC1CLK)

e The U(S)ARTs clocks which are derived (selected by software) from one of the four
following sources:

—  system clock (SYSCLK)
— HSI16 clock
—  LSE clock

—  APB1 or APB2 clock (PCLK1 or PCLK2 depending on which APB is mapped the
U(S)ART)

The wakeup from Stop mode is supported only when the clock is HSI116 or LSE.

e The I2Cs clocks which are derived (selected by software) from one of the three
following sources:

—  system clock (SYSCLK)

— HSI16 clock

— APB1 clock (PCLK1)

The wakeup from Stop mode is supported only when the clock is HS116.

e The SAI1 and SAI2 clocks which are derived (selected by software) from one of the
following sources:

— an external clock mapped on SAI1_EXTCLK for SAI1 and SAI2_EXTCLK for SAI2
— PLLSAI1 VCO (PLLSAI1CLK)

—  PLLSAI2 VCO (PLLSAI2CLK)

— main PLL VCO (PLLSAI3CLK)

— HSI16 clock

e The DFSDM audio clock which is derived (selected by software) from one of the
following sources:

—  SAl1 clock
—  HSl clock
—  MSI clock
e The LTDC clock. The LTDC clock is generated from a specific PLL (PLLSAI2).

e The DSI clock. To generate the DSI clocks, the high-speed external crystal (HSE) must
be available.

3
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— The DSI lanebyteclk clock: DSI Lane byte clock (high-speed clock divided by 8)
which is output from the DSI-PHY or from a specific output of PLLSAI2 (frequency
lower than 62.5 MHz) in the case when the DSI-PHY is off.

—  The DSI host rxclkesc clock. The DSI RX escape mode clock is output from DSI-
PHY (generated from DPO/DNO even if the DSI-PHY is not clocked).

e  The OctoSPI kernel clock which is derived (selected by software) from one of the
following sources:

—  System clock,
—  PLL48M1CLK
—  MSiI clock

e  The low-power timers (LPTIMx) clock which are derived (selected by software) from
one of the five following sources:

— LSl clock

— LSE clock

—  HSI16 clock

— APB1 clock (PCLK1)

—  External clock mapped on LPTIMx_IN1

The functionality in Stop mode (including wakeup) is supported only when the clock is
LSl or LSE, or in external clock mode.

e The RTC clock which is derived (selected by software) from one of the three following
sources:

— LSE clock
— LSl clock
—  HSE clock divided by 32

The functionality in Stop mode (including wakeup) is supported only when the clock is
LSl or LSE.

e The IWDG clock which is always the LSI clock.
The RCC feeds the Cortex® System Timer (SysTick) external clock with the AHB clock

(HCLK) divided by 8. The SysTick can work either with this clock or directly with the Cortex®
clock (HCLK), configurable in the SysTick Control and Status Register.

FCLK acts as Cortex®-M4 free-running clock. For more details refer to the STM32F3,
STM32F4, STM32L4 and STM32L4+ Series Cortex®-M4 programming manual (PM0214).

3

220/2069 RM0432 Rev 4




RM0432

Reset and clock control (RCC)

Figure 14. Clock tree
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1. For full details about the internal and external clock source characteristics, please refer to the “Electrical

characteristics” section in your device datasheet.

2. The ADC clock can be derived from the AHB clock of the ADC bus interface, divided by a programmable

factor (1, 2 or 4). When the programmable factor is ‘1’, the AHB prescaler must be equal to ‘1’.

Figure 15. DSI clock tree
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HSE clock

The high speed external clock signal (HSE) can be generated from two possible clock
sources:

e  HSE external crystal/ceramic resonator

e  HSE user external clock

The resonator and the load capacitors have to be placed as close as possible to the

oscillator pins in order to minimize output distortion and startup stabilization time. The
loading capacitance values must be adjusted according to the selected oscillator.

3
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Figure 16. HSE/ LSE clock sources
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External crystal/ceramic resonator (HSE crystal)

The 4 to 48 MHz external oscillator has the advantage of producing a very accurate rate on
the main clock.

The associated hardware configuration is shown in Figure 16. Refer to the electrical
characteristics section of the datasheet for more details.

The HSERDY flag in the Clock control register (RCC_CR) indicates if the HSE oscillator is
stable or not. At startup, the clock is not released until this bit is set by hardware. An
interrupt can be generated if enabled in the Clock interrupt enable register (RCC_CIER).

The HSE Crystal can be switched on and off using the HSEON bit in the Clock control
register (RCC_CR).

External source (HSE bypass)

In this mode, an external clock source must be provided. It can have a frequency of up to
48 MHz. You select this mode by setting the HSEBYP and HSEON bits in the Clock control
register (RCC_CR). The external clock signal (square, sinus or triangle) with ~40-60 % duty
cycle depending on the frequency (refer to the datasheet) has to drive the OSC_IN pin while
the OSC_OUT pin can be used a GPIO. See Figure 16.

HSI16 clock
The HSI16 clock signal is generated from an internal 16 MHz RC Oscillator.

The HSI16 RC oscillator has the advantage of providing a clock source at low cost (no
external components). It also has a faster startup time than the HSE crystal oscillator
however, even with calibration the frequency is less accurate than an external crystal
oscillator or ceramic resonator.

The HSI16 clock can be selected as system clock after wakeup from Stop modes (Stop 0,
Stop 1 or Stop 2). Refer to Section 6.3: Low-power modes. It can also be used as a backup
clock source (auxiliary clock) if the HSE crystal oscillator fails. Refer to Section 6.2.10: Clock
security system (CSS).

Calibration

RC oscillator frequencies can vary from one chip to another due to manufacturing process
variations, this is why each device is factory calibrated by ST for 1 % accuracy at Ty=25°C.

After reset, the factory calibration value is loaded in the HSICAL[7:0] bits in the Internal
clock sources calibration register (RCC_ICSCR).

If the application is subject to voltage or temperature variations this may affect the RC
oscillator speed. You can trim the HSI16 frequency in the application using the
HSITRIM[6:0] in the Internal clock sources calibration register (RCC_ICSCR).

For more details on how to measure the HSI16 frequency variation, refer to Section 6.2.17:
Internal/external clock measurement with TIM15/TIM16/TIM17.

The HSIRDY flag in the Clock control register (RCC_CR) indicates if the HSI16 RC is stable
or not. At startup, the HS116 RC output clock is not released until this bit is set by hardware.

The HSI16 RC can be switched on and off using the HSION bit in the Clock control register
(RCC_CR).
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The HSI16 signal can also be used as a backup source (Auxiliary clock) if the HSE crystal
oscillator fails. Refer to Section 6.2.10: Clock security system (CSS) on page 228.

MSI clock

The MSI clock signal is generated from an internal RC oscillator. Its frequency range can be
adjusted by software by using the MSIRANGE[3:0] bits in the Clock control register
(RCC_CR). Twelve frequency ranges are available: 100 kHz, 200 kHz, 400 kHz, 800 kHz,
1 MHz, 2 MHz, 4 MHz (default value), 8 MHz, 16 MHz, 24 MHz, 32 MHz and 48 MHz.

The MSI clock is used as system clock after restart from Reset, wakeup from Standby and
Shutdown low-power modes. After restart from Reset, the MSI frequency is set to its default
value 4 MHz. Refer to Section 6.3: Low-power modes.

The MSI clock can be selected as system clock after a wakeup from Stop mode (Stop 0,
Stop 1 or Stop 2). Refer to Section 6.3: Low-power modes. It can also be used as a backup
clock source (auxiliary clock) if the HSE crystal oscillator fails. Refer to Section 6.2.10: Clock
security system (CSS).

The MSI RC oscillator has the advantage of providing a low-cost (no external components)
low-power clock source. In addition, when used in PLL-mode with the LSE, it provides a
very accurate clock source which can be used by the USB OTG FS device, and feed the
main PLL to run the system at the maximum speed.

The MSIRDY flag in the Clock control register (RCC_CR) indicates wether the MSI RC is
stable or not. At startup, the MSI RC output clock is not released until this bit is set by
hardware. The MSI RC can be switched on and off by using the MSION bit in the Clock
control register (RCC_CR).

Hardware auto calibration with LSE (PLL-mode)

When a 32.768 kHz external oscillator is present in the application, it is possible to configure
the MSI in a PLL-mode by setting the MSIPLLEN bit in the Clock control register (RCC_CR).
When configured in PLL-mode, the MSI automatically calibrates itself thanks to the LSE.
This mode is available for all MSI frequency ranges. At 48 MHz, the MSI in PLL-mode can
be used for the USB OTG FS device, saving the need of an external high-speed crystal.

Software calibration

The MSI RC oscillator frequency can vary from one chip to another due to manufacturing
process variations, this is why each device is factory calibrated by ST for 1 % accuracy at an
ambient temperature, TA, of 25 °C. After reset, the factory calibration value is loaded in the
MSICAL[7:0] bits in the Internal clock sources calibration register (RCC_ICSCR). If the
application is subject to voltage or temperature variations, this may affect the RC oscillator
speed. You can trim the MSI frequency in the application by using the MSITRIM[7:0] bits in
the RCC_ICSCR register. For more details on how to measure the MSI frequency variation
please refer to Section 6.2.17: Internal/external clock measurement with
TIM15/TIM16/TIM17.

HSI148 clock

The HSI48 clock signal is generated from an internal 48 MHz RC oscillator and can be used
directly for USB and for random number generator (RNG) as well as SDMMC.

The internal 48 MHz RC oscillator is mainly dedicated to provide a high precision clock to
the USB peripheral by means of a special Clock Recovery System (CRS) circuitry. The CRS
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can use the USB SOF signal, the LSE or an external signal to automatically and quickly
adjust the oscillator frequency on-fly. It is disabled as soon as the system enters Stop or
Standby mode. When the CRS is not used, the HSI48 RC oscillator runs on its default
frequency which is subject to manufacturing process variations.

For more details on how to configure and use the CRS peripheral please refer to Section 7:
Clock recovery system (CRS).

The HSI48RDY flag in the Clock recovery RC register (RCC_CRRCR) indicates whether the
HSI48 RC oscillator is stable or not. At startup, the HS148 RC oscillator output clock is not
released until this bit is set by hardware.

The HSI48 can be switched on and off using the HSI48ON bit in the Clock recovery RC
register RCC_CRRCR).

PLL

The device embeds 3 PLLs: PLL, PLLSAI1, PLLSAI2. Each PLL provides up to three
independent outputs. The internal PLLs can be used to multiply the HSI16, HSE or MSI
output clock frequency. The PLLs input frequency must be between 4 and 16 MHz. The
selected clock source is divided by a programmable factor PLLM from 1 to 8 to provide a
clock frequency in the requested input range. Refer to Figure 14: Clock treeand PLL
configuration register (RCC_PLLCFGR).

The PLLs configuration (selection of the input clock and multiplication factor) must be done
before enabling the PLL. Once the PLL is enabled, these parameters cannot be changed.

To modify the PLL configuration, proceed as follows:
1. Disable the PLL by setting PLLON to 0 in Clock control register (RCC_CR).

2. Wait until PLLRDY is cleared. The PLL is now fully stopped.

3. Change the desired parameter.

4. Enable the PLL again by setting PLLON to 1.

5. Enable the desired PLL outputs by configuring PLLPEN, PLLQEN, PLLREN in PLL

configuration register (RCC_PLLCFGR).

An interrupt can be generated when the PLL is ready, if enabled in the Clock interrupt

enable register (RCC_CIER).

The same procedure is applied for changing the configuration of the PLLSAI1 or PLLSAIZ2:

1. Disable the PLLSAI1/PLLSAI2 by setting PLLSAI1ON/PLLSAI2ON to 0 in Clock control
register (RCC_CR).

2. Wait until PLLSAI1RDY/PLLSAI2RDY is cleared. The PLLSAI1/PLLSAI2 is now fully
stopped.

3. Change the desired parameter.

4. Enable the PLLSAI1/PLLSAI2 again by setting PLLSAI1ON/PLLSAI20N to 1.

5. Enable the desired PLL outputs by configuring PLLSAI1PEN/PLLSAI2PEN,
PLLSAIMQEN/PLLSAI2QEN, PLLSAIMREN/PLLSAI2REN in PLLSAI1 configuration
register (RCC_PLLSAITCFGR) and PLLSAI2 configuration register
(RCC_PLLSAI2CFGR).

The PLL output frequency must not exceed 120 MHz.

The enable bit of each PLL output clock (PLLPEN, PLLQEN, PLLREN, PLLSAI1PEN,
PLLSAIMQEN, PLLSAIMREN, PLLSAIZPEN and PLLSAI2REN) can be modified at any time

RMO0432 Rev 4 ‘Yl




RM0432

Reset and clock control (RCC)

6.2.6

6.2.7

6.2.8

3

without stopping the corresponding PLL. PLLREN cannot be cleared if PLLCLK is used as
system clock.

LSE clock

The LSE crystal is a 32.768 kHz Low Speed External crystal or ceramic resonator. It has the
advantage of providing a low-power but highly accurate clock source to the real-time clock
peripheral (RTC) for clock/calendar or other timing functions.

The LSE crystal is switched on and off using the LSEON bit in Backup domain control
register (RCC_BDCR). The crystal oscillator driving strength can be changed at runtime
using the LSEDRV[1:0] bits in the Backup domain control register (RCC_BDCR) to obtain
the best compromise between robustness and short start-up time on one side and low-
power-consumption on the other side. The LSE drive can be decreased to the lower drive
capability (LSEDRV=00) when the LSE is ON. However, once LSEDRYV is selected, the
drive capability can not be increased if LSEON=1.

The LSERDY flag in the Backup domain control register (RCC_BDCR) indicates whether
the LSE crystal is stable or not. At startup, the LSE crystal output clock signal is not released
until this bit is set by hardware. An interrupt can be generated if enabled in the Clock
interrupt enable register (RCC_CIER).

External source (LSE bypass)

In this mode, an external clock source must be provided. It can have a frequency of up to

1 MHz. You select this mode by setting the LSEBYP and LSEON bits in the AHB1 peripheral
clocks enable in Sleep and Stop modes register (RCC_AHB1SMENR). The external clock
signal (square, sinus or triangle) with ~50 % duty cycle has to drive the OSC32_IN pin while
the OSC32_OUT pin can be used as GPIO. See Figure 16.

LSI clock

The LSI RC acts as a low-power clock source that can be kept running in Stop and Standby
mode for the independent watchdog (IWDG) RTC. The clock frequency is 32 kHz. For more
details, refer to the electrical characteristics section of the datasheets.

The LSI RC can be switched on and off using the LSION bit in the Control/status register
(RCC_CSR).

The LSIRDY flag in the Control/status register (RCC_CSR) indicates if the LS| oscillator is
stable or not. At startup, the clock is not released until this bit is set by hardware. An
interrupt can be generated if enabled in the Clock interrupt enable register (RCC_CIER).

System clock (SYSCLK) selection

Four different clock sources can be used to drive the system clock (SYSCLK):

e  MSI oscillator

e  HSI16 oscillator

e HSE oscillator

e PLL

The system clock maximum frequency is 120 MHz. After a system reset, the MSI oscillator,

at 4 MHz, is selected as system clock. When a clock source is used directly or through the
PLL as a system clock, it is not possible to stop it.
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A switch from one clock source to another occurs only if the target clock source is ready
(clock stable after startup delay or PLL locked). If a clock source which is not yet ready is
selected, the switch will occur when the clock source becomes ready. Status bits in the
Internal clock sources calibration register (RCC_ICSCR) indicate which clock(s) is (are)
ready and which clock is currently used as a system clock.

To switch from low speed to high speed or from high speed to low speed system clock, it is
recommended to use a transition state with medium speed clock, for at least 1us.
Clock source switching conditions:

e  Switching from HSE or HSI or MSI to PLL with AHB frequency (HCLK) higher than
80 MHz

e  Switching from PLL with HCLK higher than 80 MHz to HSE or HSI or MSI
Transition state:

e Set the AHB prescaler HPRE[3:0] bits to divide the system frequency by 2
e  Switch system clock to PLL

e  Wait for at least 1us and then reconfigure AHB prescaler bits to the needed HCLK
frequency

Clock source frequency versus voltage scaling

The following table gives the different clock source frequencies depending on the product
voltage range.

Table 34. Clock source frequency

Product voltage Clock frequency
range MSI HSI16 HSE PLL/PLLSAI1/PLLSAI2
Range 1 Boost mode |48 MHz 16 MHz 48 MHz 120 MHz
Range 1 Normal mode |48 MHz 16 MHz 48 MHz 80 MHz
Range 2 24 MHz range |16 MHz 26 MHz 26 MHz

Clock security system (CSS)

Clock Security System can be activated by software. In this case, the clock detector is
enabled after the HSE oscillator startup delay, and disabled when this oscillator is stopped.

If a failure is detected on the HSE clock, the HSE oscillator is automatically disabled, a clock
failure event is sent to the break input of the advanced-control timers (TIM1/TIM8 and
TIM15/16/17) and an interrupt is generated to inform the software about the failure (Clock
Security System Interrupt CSSI), allowing the MCU to perform rescue operations. The CSSI
is linked to the Cortex®-M4 NMI (Non-Maskable Interrupt) exception vector.

Once the CSS is enabled and if the HSE clock fails, the CSS interrupt occurs and a NMI is
automatically generated. The NMI will be executed indefinitely unless the CSS interrupt
pending bit is cleared. As a consequence, in the NMI ISR user must clear the CSS interrupt
by setting the CSSC bit in the Clock interrupt clear register (RCC_CICR).

If the HSE oscillator is used directly or indirectly as the system clock (indirectly means: it is
used as PLL input clock, and the PLL clock is used as system clock), a detected failure
causes a switch of the system clock to the MSI or the HSI16 oscillator depending on the
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STOPWUCK configuration in the Clock configuration register (RCC_CFGR), and the
disabling of the HSE oscillator. If the HSE clock (divided or not) is the clock entry of the PLL
used as system clock when the failure occurs, the PLL is disabled too.

Clock security system on LSE

A Clock Security System on LSE can be activated by software writing the LSECSSON bit in
the Backup domain control register (RCC_BDCR). This bit can be disabled only by a
hardware reset or RTC software reset, or after a failure detection on LSE. LSECSSON must
be written after LSE and LSI are enabled (LSEON and LSION enabled) and ready (LSERDY
and LSIRDY set by hardware), and after the RTC clock has been selected by RTCSEL.

The CSS on LSE is working in all modes except VBAT. It is working also under system reset
(excluding power on reset). If a failure is detected on the external 32 kHz oscillator, the LSE
clock is no longer supplied to the RTC but no hardware action is made to the registers. If the
MSI was in PLL-mode, this mode is disabled.

In Standby mode a wakeup is generated. In other modes an interrupt can be sent to wakeup
the software (see Clock interrupt enable register (RCC_CIER), Clock interrupt flag register
(RCC_CIFR), Clock interrupt clear register (RCC_CICR)).

The software MUST then disable the LSECSSON bit, stop the defective 32 kHz oscillator
(disabling LSEON), and change the RTC clock source (no clock or LS| or HSE, with
RTCSEL), or take any required action to secure the application.

The frequency of LSE oscillator have to be higher than 30 kHz to avoid false positive CSS
detection.

ADC clock

The ADC clock is derived from the system clock, or from the PLLSAI1 output. It can reach
120 MHz and can be divided by the following prescalers values:
1,2,4,6,8,10,12,16,32,64,128 or 256 by configuring the ADC1_CCR register. It is
asynchronous to the AHB clock. Alternatively, the ADC clock can be derived from the AHB
clock of the ADC bus interface, divided by a programmable factor (1, 2 or 4). This
programmable factor is configured using the CKMODE bit fields in the ADC123_CCR.

If the programmed factor is ‘1’, the AHB prescaler must be set to ‘1",

RTC clock

The RTCCLK clock source can be either the HSE/32, LSE or LSI clock. It is selected by
programming the RTCSEL[1:0] bits in the Backup domain control register (RCC_BDCR).
This selection cannot be modified without resetting the Backup domain. The system must
always be configured so as to get a PCLK frequency greater then or equal to the RTCCLK
frequency for a proper operation of the RTC.
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The LSE clock is in the Backup domain, whereas the HSE and LSI clocks are not.
Consequently:

. If LSE is selected as RTC clock:

—  The RTC continues to work even if the Vpp supply is switched off, provided the
Vgat supply is maintained.

e IfLSlis selected as the RTC clock:
— The RTC state is not guaranteed if the Vpp supply is powered off.
e If the HSE clock divided by a prescaler is used as the RTC clock:
— The RTC state is not guaranteed if the Vpp supply is powered off or if the internal
voltage regulator is powered off (removing power from the Vcorg domain).

When the RTC clock is LSE or LSI, the RTC remains clocked and functional under system
reset.

Timer clock

The timer clock frequencies are automatically defined by hardware. There are two cases:

1. If the APB prescaler equals 1, the timer clock frequencies are set to the same
frequency as that of the APB domain.

2. Otherwise, they are set to twice (x2) the frequency of the APB domain.

Watchdog clock

If the Independent watchdog (IWDG) is started by either hardware option or software
access, the LSl oscillator is forced ON and cannot be disabled. After the LSI oscillator
temporization, the clock is provided to the IWDG.
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6.2.16 Clock-out capability

. MCO

The microcontroller clock output (MCO) capability allows the clock to be output onto the
external MCO pin. One of eight clock signals can be selected as the MCO clock.

- Lsi

- LSE

- SYSCLK
- HSI6

— HSI48

- HSE

- PLLCLK
- MSI

The selection is controlled by the MCOSEL[3:0] bits of the Clock configuration register
(RCC_CFGR). The selected clock can be divided with the MCOPRE[2:0] field of the
Clock configuration register (RCC_CFGR).

e LSCO
Another output (LSCO) allows a low speed clock to be output onto the external LSCO
pin:
- Lsi
- LSE

This output remains available in Stop (Stop 0, Stop 1 and Stop 2) and Standby modes.
The selection is controlled by the LSCOSEL, and enabled with the LSCOEN in the
Backup domain control register (RCC_BDCR).

The MCO clock output requires the corresponding alternate function selected on the MCO
pin, the LSCO pin should be left in default POR state.

6.2.17 Internal/external clock measurement with TIM15/TIM16/TIM17

It is possible to indirectly measure the frequency of all on-board clock sources by mean of
the TIM15, TIM16 or TIM17 channel 1 input capture, as represented on Figure 17, Figure 18
and Figure 19.

Figure 17. Frequency measurement with TIM15 in capture mode

TIM 15
TI1_RMP
GPIO[} T
LSE «U
MS33433V1
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The input capture channel of the Timer 15 can be a GPIO line or an internal clock of the
MCU. This selection is performed through the TI11_RMP bit in the TIM15_OR register. The
possibilities are the following ones:

e TIM15 Channel1 is connected to the GPIO. Refer to the alternate function mapping in
the device datasheets.

° TIM15 Channel1 is connected to the LSE.

Figure 18. Frequency measurement with TIM16 in capture mode

TIM 16

TIM_RMP[1:0]
GPIO
LSl
LSE
RTC wakeup interrupt

™

MS33434V1

The input capture channel of the Timer 16 can be a GPIO line or an internal clock of the
MCU. This selection is performed through the TI1_RMP[1:0] bits in the TIM16_OR register.
The possibilities are the following ones:

e TIM16 Channel1 is connected to the GPIO. Refer to the alternate function mapping in
the device datasheets.

e TIM16 Channel1 is connected to the LSI clock.
e TIM16 Channel1 is connected to the LSE clock.

e TIM16 Channel1 is connected to the RTC wakeup interrupt signal. In this case the RTC
interrupt should be enabled.

Figure 19. Frequency measurement with TIM17 in capture mode

TIM 17

TH_RMP[1:0]
GPIO
MSI T
HSE/32
MCO
MS33435V1
232/2069 RMO0432 Rev 4 ‘Yl




RM0432

Reset and clock control (RCC)

3

The input capture channel of the Timer 17 can be a GPIO line or an internal clock of the
MCU. This selection is performed through the TI1_RMP[1:0] bits in the TIM17_OR register.
The possibilities are the following ones:

e TIM17 Channel1 is connected to the GPIO. Refer to the alternate function mapping in
the device datasheets.

e TIM17 Channel1 is connected to the MSI Clock.
e TIM17 Channel1 is connected to the HSE/32 Clock.

e TIM17 Channel1 is connected to the microcontroller clock output (MCO), this selection
is controlled by the MCOSEL[3:0] bits of the Clock configuration register (RCC_CFGR).

Calibration of the HSI16 and the MSI

For TIM15 and TIM16, the primary purpose of connecting the LSE to the channel 1 input
capture is to be able to precisely measure the HSI16 and MSI system clocks (for this, either
the HSI16 or MSI should be used as the system clock source). The number of HS116 (MSI,
respectively) clock counts between consecutive edges of the LSE signal provides a
measure of the internal clock period. Taking advantage of the high precision of LSE crystals
(typically a few tens of ppm’s), it is possible to determine the internal clock frequency with
the same resolution, and trim the source to compensate for manufacturing, process,
temperature and/or voltage related frequency deviations.

The MSI and HSI16 oscillator both have dedicated user-accessible calibration bits for this
purpose.

The basic concept consists in providing a relative measurement (e.g. the HSI16/LSE ratio):
the precision is therefore closely related to the ratio between the two clock sources. The
higher the ratio is, the better the measurement will be.

If LSE is not available, HSE/32 will be the better option in order to reach the most precise
calibration possible.

It is however not possible to have a good enough resolution when the MSI clock is low
(typically below 1 MHz). In this case, it is advised to:

e accumulate the results of several captures in a row
e use the timer’s input capture prescaler (up to 1 capture every 8 periods)
e use the RTC wakeup interrupt signal (when the RTC is clocked by the LSE) as the

input for the channel1 input capture. This improves the measurement precision. For
this purpose the RTC wakeup interrupt must be enable.

Calibration of the LSI

The calibration of the LSI will follow the same pattern that for the HSI16, but changing the
reference clock. It will be necessary to connect LSI clock to the channel 1 input capture of
the TIM16. Then define the HSE as system clock source, the number of his clock counts
between consecutive edges of the LSI signal provides a measure of the internal low speed
clock period.

The basic concept consists in providing a relative measurement (e.g. the HSE/LSI ratio): the
precision is therefore closely related to the ratio between the two clock sources. The higher
the ratio is, the better the measurement will be.
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Peripheral clock enable register
(RCC_AHBXENR, RCC_APBXxENRYy)

Each peripheral clock can be enabled by the xxxxEN bit of the RCC_AHBXENR,
RCC_APBXENRYy registers.

When the peripheral clock is not active, the peripheral registers read or write accesses are
not supported.

The enable bit has a synchronization mechanism to create a glitch free clock for the
peripheral. After the enable bit is set, there is a 2 clock cycles delay before the clock be
active.

Just after enabling the clock for a peripheral, software must wait for a delay before
accessing the peripheral registers.

Low-power modes

e  AHB and APB peripheral clocks, including DMA clock, can be disabled by software.

e Sleep and Low Power Sleep modes stops the CPU clock. The memory interface clocks
(Flash, SRAM1, SRAM2 and SRAM3 interfaces) can be stopped by software during
sleep mode. The AHB to APB bridge clocks are disabled by hardware during Sleep
mode when all the clocks of the peripherals connected to them are disabled.

e  Stop modes (Stop 0, Stop 1 and Stop 2) stops all the clocks in the Vcorg domain and
disables the three PLL, the HSI16, the MSI and the HSE oscillators.

All U(S)ARTs, LPUARTs and I°Cs have the capability to enable the HSI16 oscillator
even when the MCU is in Stop mode (if HSI16 is selected as the clock source for that
peripheral).

All U(S)ARTs and LPUARTSs can also be driven by the LSE oscillator when the system
is in Stop mode (if LSE is selected as clock source for that peripheral) and the LSE
oscillator is enabled (LSEON). In that case the LSE remains always ON in Stop mode
(they do not have the capability to turn on the LSE oscillator).

e Standby and Shutdown modes stops all the clocks in the Vcore domain and disables
the PLL, the HSI16, the MSI and the HSE oscillators.

The CPU’s deepsleep mode can be overridden for debugging by setting the DBG_STOP or
DBG_STANDBY bits in the DBGMCU_CR register.

When leaving the Stop modes (Stop 0, Stop 1 or Stop 2), the system clock is either MSI or
HSI16, depending on the software configuration of the STOPWUCK bit in the RCC_CFGR
register. The frequency (range and user trim) of the MSI oscillator is the one configured
before entering Stop mode. The user trim of HSI16 is kept. If the MSI was in PLL-mode
before entering Stop mode, the PLL-mode stabilization time must be waited for after wakeup
even if the LSE was kept ON during the Stop mode.

When leaving the Standby and Shutdown modes, the system clock is MSI. The MSI
frequency at wakeup from Standby mode is configured with the MSISRANGE is the
RCC_CSR register, from 1 to 8 MHz. The MSI frequency at wakeup from Shutdown mode is
4 MHz. The user trim is lost.

If a Flash memory programming operation is on going, Stop, Standby and Shutdown modes
entry is delayed until the Flash memory interface access is finished. If an access to the APB
domain is ongoing, Stop, Standby and Shutdown modes entry is delayed until the APB
access is finished.
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6.4 RCC registers

6.4.1 Clock control register (RCC_CR)

Address offset: 0x00
Reset value: 0x0000 0063. HSEBYP is not affected by reset.

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PLLSAI | PLLSAI| PLLSAI | PLLSAI| PLLRD PLLON CSss HSE HSE HSE
2RDY | 20N | 1RDY | 10N Y ON BYP RDY ON

r w r w r w rs w r w

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0

H'S:IéﬁS HS\I(RD HSgLER HSION MSIRANGE[3:0] MSSIIET_G MLSEIEL QADSJ( MSION

w r 'w 'w 'w | w | w | w rs 'w r w

Bits 31:30 Reserved, must be kept at reset value.

Bit 29 PLLSAI2RDY: SAI2 PLL clock ready flag
Set by hardware to indicate that the PLLSAIZ2 is locked.
0: PLLSAI2 unlocked
1: PLLSAI2 locked

Bit 28 PLLSAI20N: SAI2 PLL enable
Set and cleared by software to enable PLLSAI2.
Cleared by hardware when entering Stop, Standby or Shutdown mode.
0: PLLSAI2 OFF
1: PLLSAI2 ON

Bit 27 PLLSAIMRDY: SAI1 PLL clock ready flag
Set by hardware to indicate that the PLLSAI1 is locked.
0: PLLSAI1 unlocked
1: PLLSAI1 locked

Bit 26 PLLSAI1ON: SAI1 PLL enable
Set and cleared by software to enable PLLSAI1.
Cleared by hardware when entering Stop, Standby or Shutdown mode.
0: PLLSAI1 OFF
1: PLLSAI1 ON

Bit 25 PLLRDY: Main PLL clock ready flag
Set by hardware to indicate that the main PLL is locked.
0: PLL unlocked
1: PLL locked

Bit 24 PLLON: Main PLL enable
Set and cleared by software to enable the main PLL.
Cleared by hardware when entering Stop, Standby or Shutdown mode. This bit cannot be
reset if the PLL clock is used as the system clock.
0: PLL OFF
1: PLL ON

Bits 23:20 Reserved, must be kept at reset value.
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Bit 19

Bit 18

Bit 17

Bit 16

Bits 15:12
Bit 11

Bit 10

Bit 9

CSSON: Clock security system enable

Set by software to enable the clock security system. When CSSON is set, the clock detector
is enabled by hardware when the HSE oscillator is ready, and disabled by hardware if a HSE
clock failure is detected. This bit is set only and is cleared by reset.

0: Clock security system OFF (clock detector OFF)

1: Clock security system ON (Clock detector ON if the HSE oscillator is stable, OFF if not).

HSEBYP: HSE crystal oscillator bypass
Set and cleared by software to bypass the oscillator with an external clock. The external
clock must be enabled with the HSEON bit set, to be used by the device. The HSEBYP bit
can be written only if the HSE oscillator is disabled.
0: HSE crystal oscillator not bypassed
1: HSE crystal oscillator bypassed with external clock

HSERDY: HSE clock ready flag
Set by hardware to indicate that the HSE oscillator is stable.
0: HSE oscillator not ready
1: HSE oscillator ready
Note: Once the HSEON bit is cleared, HSERDY goes low after 6 HSE clock cycles.

HSEON: HSE clock enable
Set and cleared by software.
Cleared by hardware to stop the HSE oscillator when entering Stop, Standby or Shutdown
mode. This bit cannot be reset if the HSE oscillator is used directly or indirectly as the system
clock.

0: HSE oscillator OFF
1: HSE oscillator ON

Reserved, must be kept at reset value.

HSIASFS: HSI16 automatic start from Stop
Set and cleared by software. When the system wakeup clock is MSI, this bit is used to
wakeup the HSI16 is parallel of the system wakeup.
0: HSI16 oscillator is not enabled by hardware when exiting Stop mode with MSI as wakeup
clock.

1: HSI16 oscillator is enabled by hardware when exiting Stop mode with MSI as wakeup
clock.

HSIRDY: HSI16 clock ready flag
Set by hardware to indicate that HSI16 oscillator is stable. This bit is set only when HSI16 is
enabled by software by setting HSION.
0: HSI116 oscillator not ready
1: HSI16 oscillator ready
Note: Once the HSION bit is cleared, HSIRDY goes low after 6 HSI16 clock cycles.

HSIKERON: HSI16 always enable for peripheral kernels.
Set and cleared by software to force HSI16 ON even in Stop modes. The HSI16 can only
feed USARTs and 12Cs peripherals configured with HSI116 as kernel clock. Keeping the
HSI16 ON in Stop mode allows to avoid slowing down the communication speed because of
the HSI16 startup time. This bit has no effect on HSION value.
0: No effect on HSI16 oscillator.
1: HSI16 oscillator is forced ON even in Stop mode.
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Bit 8 HSION: HSI16 clock enable
Set and cleared by software.
Cleared by hardware to stop the HSI16 oscillator when entering Stop, Standby or Shutdown
mode.
Set by hardware to force the HSI116 oscillator ON when STOPWUCK=1 or HSIASFS =1
when leaving Stop modes, or in case of failure of the HSE crystal oscillator.
This bit is set by hardware if the HS116 is used directly or indirectly as system clock.
0: HSI16 oscillator OFF
1: HSI16 oscillator ON

Bits 7:4 MSIRANGE[3:0]: MSI clock ranges
These bits are configured by software to choose the frequency range of MSI when
MSIRGSEL is set.12 frequency ranges are available:
0000: range 0 around 100 kHz
0001: range 1 around 200 kHz
0010: range 2 around 400 kHz
0011: range 3 around 800 kHz
0100: range 4 around 1M Hz
0101: range 5 around 2 MHz
0110: range 6 around 4 MHz (reset value)
0111: range 7 around 8 MHz
1000: range 8 around 16 MHz
1001: range 9 around 24 MHz
1010: range 10 around 32 MHz
1011: range 11 around 48 MHz
others: not allowed (hardware write protection)
Note: Warning: MSIRANGE can be modified when MSI is OFF (MSION=0) or when MSI is

ready (MSIRDY=1). MSIRANGE must NOT be modified when MSI is ON and NOT
ready (MSION=1 and MSIRDY=0)

Bit 3 MSIRGSEL: MSI clock range selection

Set by software to select the MSI clock range with MSIRANGE[3:0]. Write 0 has no effect.
After a standby or a reset MSIRGSEL is at 0 and the MSI range value is provided by
MSISRANGE in CSR register.

0: MSI Range is provided by MSISRANGE[3:0] in RCC_CSR register
1: MSI Range is provided by MSIRANGE[3:0] in the RCC_CR register

Bit 2 MSIPLLEN: MSI clock PLL enable
Set and cleared by software to enable/ disable the PLL part of the MSI clock source.
MSIPLLEN must be enabled after LSE is enabled (LSEON enabled) and ready (LSERDY set
by hardware).There is a hardware protection to avoid enabling MSIPLLEN if LSE is not
ready.
This bit is cleared by hardware when LSE is disabled (LSEON = 0) or when the Clock
Security System on LSE detects a LSE failure (refer to RCC_CSR register).
0: MSI PLL OFF
1: MSI PLL ON

Bit 1 MSIRDY: MSI clock ready flag
This bit is set by hardware to indicate that the MSI oscillator is stable.
0: MSI oscillator not ready
1: MSI oscillator ready
Note: Once the MSION bit is cleared, MSIRDY goes low after 6 MSI clock cycles.
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Bit 0 MSION: MSI clock enable
This bit is set and cleared by software.

Cleared by hardware to stop the MSI oscillator when entering Stop, Standby or Shutdown
mode.

Set by hardware to force the MSI oscillator ON when exiting Standby or Shutdown mode.

Set by hardware to force the MSI oscillator ON when STOPWUCK=0 when exiting from Stop
modes, or in case of a failure of the HSE oscillator

Set by hardware when used directly or indirectly as system clock.

0: MSI oscillator OFF

1: MSI oscillator ON

6.4.2 Internal clock sources calibration register (RCC_ICSCR)
Address offset: 0x04

Reset value: 0x40XX 00XX where X is factory-programmed.

Access: no wait state, word, half-word and byte access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Res. HSITRIM[6:0] HSICAL[7:0]
rw | rw | w | w | w | w | rw r | r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MSITRIM[7:0] MSICAL[7:0]
rw | w | w | rw | rw | w | w | rw r | r | r | r | r | r | r | r

Bit 31 Reserved, must be kept at reset value.

Bits 30:24 HSITRIM[6:0]: HSI16 clock trimming

These bits provide an additional user-programmable trimming value that is added to the
HSICAL[7:0] bits. It can be programmed to adjust to variations in voltage and temperature
that influence the frequency of the HSI16.

The default value is 16, which, when added to the HSICAL value, should trim the HSI16 to
16 MHzZ + 1 %.

Bits 23:16 HSICAL[7:0]: HSI16 clock calibration

These bits are initialized at startup with the factory-programmed HSI16 calibration trim value.
When HSITRIM is written, HSICAL is updated with the sum of HSITRIM and the factory trim
value.

Bits 15:8 MSITRIM[7:0]: MSI clock trimming

These bits provide an additional user-programmable trimming value that is added to the
MSICAL[7:0] bits. It can be programmed to adjust to variations in voltage and temperature
that influence the frequency of the MSI.

Bits 7:0 MSICAL[7:0]: MSI clock calibration
These bits are initialized at startup with the factory-programmed MSI calibration trim value.

When MSITRIM is written, MSICAL is updated with the sum of MSITRIM and the factory trim
value.
6.4.3 Clock configuration register (RCC_CFGR)
Address offset: 0x08
Reset value: 0x0000 0000
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Access: 0 < wait state < 2, word, half-word and byte access

1 or 2 wait states inserted only if the access occurs during clock source switch.

From 0 to 15 wait states inserted if the access occurs when the APB or AHB prescalers
values update is on going.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
MCOPRE[2:0] MCOSEL[3:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VSVL%T( PPRE2[2:0] PPRE1[2:0] HPRE[3:0] SWSI[1:0] SWI[1:0]

3

Bit 31 Reserved, must be kept at reset value.

Bits 30:28 MCOPRE[2:0]: Microcontroller clock output prescaler

These bits are set and cleared by software.

It is highly recommended to change this prescaler before MCO output is enabled.
000: MCO is divided by 1

001: MCO is divided by 2

010: MCO is divided by 4

011: MCO is divided by 8

100: MCO is divided by 16

Others: not allowed

Bits 27:24 MCOSEL[3:0]: Microcontroller clock output

Set and cleared by software.

0000: MCO output disabled, no clock on MCO
0001: SYSCLK system clock selected
0010: MSI clock selected.

0011: HSI16 clock selected.

0100: HSE clock selected

0101: Main PLL clock selected

0110: LSI clock selected

0111: LSE clock selected

1000: Internal HS148 clock selected
Others: Reserved

Note: This clock output may have some truncated cycles at startup or during MCO clock

source switching.

Bits 23:16 Reserved, must be kept at reset value.

Bit 15 STOPWUCK: Wakeup from Stop and CSS backup clock selection

Set and cleared by software to select the system clock used when exiting Stop mode.

The selected clock is also used as emergency clock for the Clock Security System on HSE.
Warning: STOPWUCK must not be modified when the Clock Security System is enabled by
HSECSSON in RCC_CR register and the system clock is HSE (SWS="10") or a switch on
HSE is requested (SW="10").

0: MSI oscillator selected as wakeup from stop clock and CSS backup clock.

1: HSI16 oscillator selected as wakeup from stop clock and CSS backup clock

Bit 14 Reserved, must be kept at reset value.
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Bits 13:11 PPRE2[2:0]: APB high-speed prescaler (APB2)

Set and cleared by software to control the division factor of the APB2 clock (PCLK2).
Oxx: HCLK not divided

100: HCLK divided by 2

101: HCLK divided by 4

110: HCLK divided by 8

111: HCLK divided by 16

Bits 10:8 PPRE1[2:0]:APB low-speed prescaler (APB1)

Set and cleared by software to control the division factor of the APB1 clock (PCLK1).
Oxx: HCLK not divided

100: HCLK divided by 2

101: HCLK divided by 4

110: HCLK divided by 8

111: HCLK divided by 16

Bits 7:4 HPRE[3:0]: AHB prescaler

Set and cleared by software to control the division factor of the AHB clock.

Caution:  Depending on the device voltage range, the software has to set

correctly these bits to ensure that the system frequency does not
exceed the maximum allowed frequency (for more details please refer to
Section 5.1.7: Dynamic voltage scaling management). After a write
operation to these bits and before decreasing the voltage range, this
register must be read to be sure that the new value has been taken into
account.

Oxxx: SYSCLK not divided

1000: SYSCLK divided by 2

1001: SYSCLK divided by 4

1010: SYSCLK divided by 8

1011: SYSCLK divided by 16

1100: SYSCLK divided by 64

1101: SYSCLK divided by 128

1110: SYSCLK divided by 256

1111: SYSCLK divided by 512

Bits 3:2 SWS[1:0]: System clock switch status

Set and cleared by hardware to indicate which clock source is used as system clock.
00: MSI oscillator used as system clock

01: HSI16 oscillator used as system clock

10: HSE used as system clock

11: PLL used as system clock

Bits 1:0 SWI[1:0]: System clock switch

Set and cleared by software to select system clock source (SYSCLK).

Configured by HW to force MSI oscillator selection when exiting Standby or Shutdown mode.
Configured by HW to force MSI or HSI16 oscillator selection when exiting Stop mode or in
case of failure of the HSE oscillator, depending on STOPWUCK value.

00: MSI selected as system clock

01: HSI16 selected as system clock

10: HSE selected as system clock

11: PLL selected as system clock
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6.4.4 PLL configuration register (RCC_PLLCFGR)
Address offset: 0x0C
Reset value: 0x0000 1000
Access: no wait state, word, half-word and byte access
This register is used to configure the PLL clock outputs according to the formulas:
f(VCO clock) = f(PLL clock input) x (PLLN / PLLM)
f(PLL_P) = f(VCO clock) / PLLP
PLL_Q) = f(VCO clock) / PLLQ
f(PLL_R) = f(VCO clock) / PLLR
31 30 28 27 26 25 24 23 22 21 20 19 18 17 16
PLLPDIV[4:0] PLLR[1:0] PLhRE PLLQ[1:0] PLhQE PLLP P'-,':IPE
S N R O O R w v W v ™
15 14 12 11 10 9 8 7 6 5 4 3 2 1 0
PLLN[6:0] PLLM[3:0] PLLSRCI[1:0]
w [ w [ w [ w]w [ [ w ] w [w]ow]w w | w

3

Bits 31:27 PLLPDIV[4:0]: Main PLLP division factor for PLLSAI3CLK

Set and cleared by software to control the SAI1 or SAI2 clock frequency. PLLSAI3CLK
output clock frequency = VCO frequency / PLLPDIV.

00000: PLLSAI3CLK is controlled by the bit PLLP

00001: Reserved.

00010: PLLSAI3CLK =VCO /2

11111: PLLSAI3CLK = VCO / 31

Bits 26:25 PLLR[1:0]: Main PLL division factor for PLLCLK (system clock)

Set and cleared by software to control the frequency of the main PLL output clock PLLCLK.
This output can be selected as system clock. These bits can be written only if PLL is
disabled.

PLLCLK output clock frequency = VCO frequency / PLLR with PLLR = 2, 4, 6, or 8

00: PLLR =2

01: PLLR=4

10: PLLR =6

11: PLLR =8

Caution:  The software has to set these bits correctly not to exceed 120 MHz on
this domain.

Bit 24 PLLREN: Main PLL PLLCLK output enable

Set and reset by software to enable the PLLCLK output of the main PLL (used as system
clock).
This bit cannot be written when PLLCLK output of the PLL is used as System Clock.

In order to save power, when the PLLCLK output of the PLL is not used, the value of
PLLREN should be 0.

0: PLLCLK output disable
1: PLLCLK output enable

Bit 23 Reserved, must be kept at reset value.
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Bits 22:21 PLLQ[1:0]: Main PLL division factor for PLL48M1CLK (48 MHz clock).
Set and cleared by software to control the frequency of the main PLL output clock
PLL48M1CLK. This output can be selected for USB, RNG, SDMMC (48 MHz clock). These
bits can be written only if PLL is disabled.
PLL48M1CLK output clock frequency = VCO frequency / PLLQ with PLLQ = 2, 4, 6, or 8
00: PLLQ =2
01: PLLQ =4
10: PLLQ =6
11: PLLQ =8

Caution:  The software has to set these bits correctly not to exceed 120 MHz on
this domain.

Bit 20 PLLQEN: Main PLL PLL48M1CLK output enable
Set and reset by software to enable the PLL48M1CLK output of the main PLL.
In order to save power, when the PLL48M1CLK output of the PLL is not used, the value of
PLLQEN should be 0.
0: PLL48M1CLK output disable
1: PLL48M1CLK output enable

Bits 19:18 Reserved, must be kept at reset value.

Bit 17 PLLP: Main PLL division factor for PLLSAI3CLK (SAI1 and SAI2 clock).

Set and cleared by software to control the frequency of the main PLL output clock
PLLSAI3CLK. This output can be selected for SAI1 or SAI2. These bits can be written only if
PLL is disabled.

When the PLLPDIV[4:0] is set to “00000”"PLLSAI3CLK output clock frequency = VCO
frequency / PLLP with PLLP =7, or 17

0: PLLP =7

1: PLLP =17

Caution:  The software has to set these bits correctly not to exceed 120 MHz on
this domain.

Bit 16 PLLPEN: Main PLL PLLSAI3CLK output enable
Set and reset by software to enable the PLLSAI3CLK output of the main PLL.

In order to save power, when the PLLSAI3CLK output of the PLL is not used, the value of
PLLPEN should be 0.

0: PLLSAI3CLK output disable
1: PLLSAI3CLK output enable

Bit 15 Reserved, must be kept at reset value.
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Bits 14:8 PLLN[6:0]: Main PLL multiplication factor for VCO
Set and cleared by software to control the multiplication factor of the VCO. These bits can be
written only when the PLL is disabled.
VCO output frequency = VCO input frequency x PLLN with 8 =< PLLN =< 127
0000000: PLLN = 0 wrong configuration
0000001: PLLN = 1 wrong configuration

0000111: PLLN = 7 wrong configuration
0001000: PLLN =8
0001001: PLLN =9

1111111: PLLN = 127

Caution:  The software has to set correctly these bits to assure that the VCO
output frequency is between 64 and 344 MHz.

Bits 7:4 PLLM: Division factor for the main PLLinput clock
Set and cleared by software to divide the PLL input clock before the VCO. These bits can be
written only when all PLLs are disabled.
VCO input frequency = PLL input clock frequency / PLLM with 1 <= PLLM <= 16
0000: PLLM =1
0001: PLLM =2
0010: PLLM =3
0011: PLLM =4
0100: PLLM =5
0101: PLLM =6
0110: PLLM =7
0111: PLLM =8

Caution:  The software has to set these bits correctly to ensure that the VCO input
frequency ranges from 2.66 MHz to 8 MHz.

Bits 3:2 Reserved, must be kept at reset value.

Bits 1:0 PLLSRC: Main PLL entry clock source

Set and cleared by software to select PLL clock source. These bits can be written only when
PLL disabled.

In order to save power, when no PLL is used, the value of PLLSRC should be 00.

00: No clock sent to PLL

01: MSI clock selected as PLL clock entry

10: HSI16 clock selected as PLL clock entry

11: HSE clock selected as PLL clock entry

6.4.5 PLLSAI1 configuration register (RCC_PLLSAI1CFGR)

Address offset: 0x10

Reset value: 0x0000 1000

Access: no wait state, word, half-word and byte access

This register is used to configure the PLLSAI1 clock outputs according to the formulas:
e f(VCOSAI1 clock) = f(PLL clock input) x (PLLSAI1N / PLLSAI1M)

e f(PLLSAI1_P) = f(VCOSAI1 clock) / PLLSAI1PDIV

e f(PLLSAI1_Q) = f(VCOSAI1 clock) / PLLSAIMQ
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e f(PLLSAI1_R) = f(VCOSAI1 clock) / PLLSAIMR
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
_ 1 | PLLSAI o1 |PLLSAI PLLSAI | PLLSAI
PLLSAI1PDIV[4:0] PLLSAIRITO] | 1N PLLSAIQ[1:0] | "oy P | 1PEN
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
PLLSAIN[6:0] PLLSAI1M[3:0]

Bits 31:27 PLLSAI1PDIV[4:0]: PLLSAI1 division factor for PLLSAI1CLK
Set and cleared by software to control the SAI1 or SAI2 clock frequency. PLLSAI1CLK output
clock frequency = VCOSAI1 frequency / PLLSAIMPDIV.

00000: PLLSAIMCLK is controlled by the bit PLLSAI1P
00001: Reserved.

00010: PLLSAIMCLK = VCOSAI1 /2

11111: PLLSAIMCLK = VCOSAI1 / 31

Note:

This bit can be written only when the PLLSAI1 is disabled.
Bits 26:25 PLLSAIMR[1:0]: PLLSAI1 division factor for PLLADC1CLK (ADC clock)

Set and cleared by software to control the frequency of the PLLSAI1 output clock
PLLADC1CLK. This output can be selected as ADC clock. These bits can be written only if
PLLSAI1 is disabled.

PLLADC1CLK output clock frequency = VCOSAI1 frequency / PLLSAI1R with PLLSAITR =

2,

4,6,0r8

00: PLLSAIMR =2
01: PLLSAIMR =4
10: PLLSAIMR =6

11

:PLLSAMR =8

Bit 24 PLLSAIMREN: PLLSAI1 PLLADC1CLK output enable

Set and reset by software to enable the PLLADC1CLK output of the PLLSAI1 (used as clock
for ADC).

In order to save power, when the PLLADC1CLK output of the PLLSAI1 is not used, the value

of
0:
1:

Bit 23 Reserved, must be kept at reset value.

Bits 22:21 PLLSAI1Q[1:0]: PLLSAI1 division factor for PLL48M2CLK (48 MHz clock)

PLLSAI1REN should be 0.
PLLADC1CLK output disable
PLLADC1CLK output enable

Set and cleared by software to control the frequency of the PLLSAI1 output clock
PLL48M2CLK. This output can be selected for USB, RNG, SDMMC (48 MHz clock). These
bits can be written only if PLLSAI1 is disabled.
PLL48M2CLK output clock frequency = VCOSAI1 frequency / PLLSAI1Q with PLLSAIMQ =
2,4,6,0r8

00: PLLSAIMQ =2
01: PLLSAI1Q =4
10: PLLSAIMQ =6

11

Caution:

244/2069

:PLLSAIMQ =8

this domain.

RM0432 Rev 4

The software has to set these bits correctly not to exceed 120 MHz on

S74




RM0432

Reset and clock control (RCC)

3

Bit 20 PLLSAIMQEN: PLLSAI1 PLL48M2CLK output enable

Set and reset by software to enable the PLL48M2CLK output of the PLLSAI1.

In order to save power, when the PLL48M2CLK output of the PLLSAI1 is not used, the value
of PLLSAI1QEN should be 0.

0: PLL48M2CLK output disable

1: PLL48M2CLK output enable

Bits 19:18 Reserved, must be kept at reset value.

Bit 17 PLLSAI1P: PLLSAI1 division factor for PLLSAI1CLK (SAI1 or SAI2 clock).

Set and cleared by software to control the frequency of the PLLSAI1 output clock
PLLSAI1CLK. This output can be selected for SAI1 or SAI2. These bits can be written only if
PLLSAI1 is disabled.

When the PLLSAI1PDIV[4:0] is set to “00000”,PLLSAI1CLK output clock frequency =
VCOSAI1 frequency / PLLSAIMP with PLLSAI1P =7, or 17

0: PLLSAMP =7

1: PLLSAIMP =17

Bit 16 PLLSAIMPEN: PLLSAI1 PLLSAI1CLK output enable

Set and reset by software to enable the PLLSAI1CLK output of the PLLSAI1.

In order to save power, when the PLLSAI1CLK output of the PLLSAI1 is not used, the value
of PLLSAI1PEN should be 0.

0: PLLSAI1CLK output disable

1: PLLSAI1CLK output enable

Bit 15 Reserved, must be kept at reset value.
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Bits 14:8 PLLSAIMN[6:0]: PLLSAI1 multiplication factor for VCO
Set and cleared by software to control the multiplication factor of the VCO. These bits can be
written only when the PLLSAI1 is disabled.
VCOSAI1 output frequency = VCOSAI1 input frequency x PLLSAITN
with 8 =< PLLSAI1N =< 127
0000000: PLLSAI1N = 0 wrong configuration
0000001: PLLSAIMN = 1 wrong configuration

0000111: PLLSAIMN = 7 wrong configuration
0001000: PLLSAI1IN =8
0001001: PLLSAIMN =9

1111111: PLLSAIMN = 127

Caution:  The software has to set correctly these bits to ensure that the VCO
output frequency is between 64 and 344 MHz.

Bits 7:4 PLLSAI1M: Division factor for PLLSAI1 input clock
Set and reset by software to divide the PLLSAI1 input clock before the VCO.
These bits can be written only when PLLSAI1 is disabled.
VCO input frequency = PLLSAI1 input clock frequency / PLLSAI1M with 1 <= PLLSAI1M <= 16
0000: PLLSAITM =1
0001: PLLSAIMTM =2
0010: PLLSAI1TM =3
0011: PLLSAI1TM =4
0100: PLLSAI1M =5
0101: PLLSAI1M =6
0110: PLLSAI1TM =7
0111: PLLSAIMM =8
1000: PLLSAITM =9

1111: PLLSAI1M= 16

Caution:  The software has to set these bits correctly to ensure that the VCO input
frequency ranges from 2.66 to 8 MHz.

Bits 3:0 Reserved, must be kept at reset value.
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6.4.6 PLLSAI2 configuration register (RCC_PLLSAI2CFGR)
Address offset: 0x14
Reset value: 0x0000 1000
Access: no wait state, word, half-word and byte access

This register is used to configure the PLLSAI2 clock outputs according to the formulas:
e f(VCOSAI2 clock) = f(PLL clock input) x (PLLSAI2N / PLLSAI2M)

o f(PLLSAI2_P) = f(VCOSAI2 clock) / PLLSAI2PDIV

o f(PLLSAI2_R) = f(VCOSAI2 clock) / PLLSAI2R

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PLLSAI2PDIV[4:0] PLLSAI2R[1:0] F;%E,ﬁ' PLLSAI2Q Z%Sﬁ' PL;FS,A' PZLF';ES@'
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PLLSAI2N[6:0] PLLSAI2M[3:0]

Bits 31:27 PLLSAI2PDIV[4:0]: PLLSAI2 division factor for PLLSAI2CLK
Set and cleared by software to control the SAI1 or SAI2 clock frequency. PLLSAI2CLK
output clock
frequency = VCOSAI2 frequency / PLLSAI2PDIV.
00000: PLLSAI2CLK is controlled by the bit PLLSAI2P
00001: Reserved.
00010: PLLSAI2CLK = VCOSAI2 /2

11111: PLLSAI2CLK = VCOSAI2 / 31

Bits 26:25 PLLSAI2R[1:0]: PLLSAI2 division factor for PLLLCDCLK (LTDC clock)

Set and cleared by software to control the frequency of the PLLSAI2 output clock
PLLLCDCLK. This output can be selected as ADC clock. These bits can be written only if
PLLSAI2 is disabled.

PLLLCDCLK output clock frequency = VCOSAI2 frequency / PLLSAI2R with PLLSAI2R = 2,
4,6,0r8

00: PLLSAI2ZR =2

01: PLLSAI2R =4

10: PLLSAI2R =6

11: PLLSAI2R = 8

Bit 24 PLLSAI2REN: PLLSAI2 PLLLCDCLK output enable
Set and reset by software to enable the PLLLCDCLK output of the PLLSAI2 (used as clock
for ADC).
In order to save power, when the PLLLCDCLK output of the PLLSAI2 is not used, the value
of PLLSAI2REN should be 0.
0: PLLLCDCLK output disable
1: PLLLCDCLK output enable

Bit 23 Reserved, must be kept at reset value.
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Bits 22:21 PLLSAI2Q[1:0]: PLLSAI2 PLLDSICLK output enable.

Set and cleared by software to control the frequency of the DSI clock.

These bits can be written only if PLLSAI2 is disabled.

PLLDSICLK output clock frequency = VCOSAI2 frequency / PLLSAI2Q with PLLSAI2Q = 2,
4,6,0r8

00: PLLSAI2Q =2

01: PLLSAI2Q =4

10: PLLSAI2Q =6

11: PLLSAI2Q = 8

Bit 20 PLLSAI2QEN: PLLSAIZ2 division factor for PLLDSICLK (DSI clock).

Set and reset by software to enable the PLLDSICLK (DSl clock) output of the PLLSAI2
(used as USB clock).

In order to save power, when the PLLDSICLK output of the PLLSAI2 is not used, the value of
PLLSAI2PEN should be 0.

0: PLLDSICLK output disable
1: PLLDSICLK output enable

Bits 19:18 Reserved, must be kept at reset value.

Bit 17 PLLSAI2P: PLLSAI2 division factor for PLLSAI2CLK (SAI1 or SAI2 clock).

Set and cleared by software to control the frequency of the PLLSAI2 output clock
PLLSAI2CLK. This output can be selected for SAI1 or SAI2. These bits can be written only if
PLLSAI2 is disabled.

(when the PLLSAI2PDIV[4:0] is set to “00000”), PLLSAI2CLK output clock frequency =
VCOSAI2 frequency / PLLSAI2P with PLLSAI2P =7, or 17

0: PLLSAI2P =7

1: PLLSAI2P = 17

Bit 16 PLLSAI2PEN: PLLSAI2 PLLSAI2CLK output enable

Set and reset by software to enable the PLLSAI2CLK output of the PLLSAI2.

In order to save power, when the PLLSAI2CLK output of the PLLSAI2 is not used, the value
of PLLSAI2PEN should be 0.

0: PLLSAI2CLK output disable
1: PLLSAI2CLK output enable

Bit 15 Reserved, must be kept at reset value.
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Bits 14:8 PLLSAI2N[6:0]: PLLSAI2 multiplication factor for VCO
Set and cleared by software to control the multiplication factor of the VCO. These bits can be
written only when the PLLSAI2 is disabled.
VCOSAI2 output frequency = VCOSAI2 input frequency x PLLSAI2N
with 8 =< PLLSAI2N =< 127
0000000: PLLSAI2N = 0 wrong configuration
0000001: PLLSAI2N = 1 wrong configuration

0000111: PLLSAI2N = 7 wrong configuration
0001000: PLLSAI2N = 8
0001001: PLLSAI2N =9

1111111: PLLSAI2N = 127

The software has to set correctly these bits to ensure that the VCO
output frequency is between 64 and 344 MHz.

Caution:

Bits 7:4 PLLSAI2M: Division factor for PLLSAI2 input clock
Set and reset by software to divide the PLLSAI2 input clock before the VCO.
These bits can be written only when PLLSAI2 is disabled.
VCO input frequency = PLLSAI2 input clock frequency / PLLM with 1 <= PLLSAI2M <= 16
0000: PLLSAI2M = 1
0001: PLLSAI2M =2
0010: PLLSAI2M =3
0011: PLLSAI1M =4
0100: PLLSAI2M =5
0101: PLLSAI2M = 6
0110: PLLSAI2M =7
0111: PLLSAI2M =8
1000: PLLSAI2M =9

1111: PLLSAI2M= 16

The software has to set these bits correctly to ensure that the VCO input
frequency ranges from 2.66 to 8 MHz.

Caution:

Bits 3:0 Reserved, must be kept at reset value.

6.4.7 Clock interrupt enable register (RCC_CIER)
Address offset: 0x18
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
PLLSAI | PLLSAI
HSI48 | LSECS PLL HSE HSI MSI LSE LSI
RDYIE SIE ZREYI 1REDYI RDYIE | RDYIE | RDYIE | RDYIE | RDYIE | RDYIE
w w w w w rw w w rw w
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Bits 31:11 Reserved, must be kept at reset value.

Bit 10 HSI48RDYIE: HSI48 ready interrupt enable

Set and cleared by software to enable/disable interrupt caused by the internal HSI48
oscillator.

0: HSI48 ready interrupt disabled

1: HS148 ready interrupt enabled

Bit 9 LSECSSIE: LSE clock security system interrupt enable

Set and cleared by software to enable/disable interrupt caused by the clock security system
on LSE.

0: Clock security interrupt caused by LSE clock failure disabled

1: Clock security interrupt caused by LSE clock failure enabled

Bit 8 Reserved, must be kept at reset value.

Bit 7 PLLSAI2RDYIE: PLLSAI2 ready interrupt enable
Set and cleared by software to enable/disable interrupt caused by PLLSAI2 lock.
0: PLLSAIZ2 lock interrupt disabled
1: PLLSAI2 lock interrupt enabled

Bit 6 PLLSAIMRDYIE: PLLSAI1 ready interrupt enable
Set and cleared by software to enable/disable interrupt caused by PLSAI1L lock.
0: PLLSAI1 lock interrupt disabled
1: PLLSAI1 lock interrupt enabled

Bit5 PLLRDYIE: PLL ready interrupt enable
Set and cleared by software to enable/disable interrupt caused by PLL lock.
0: PLL lock interrupt disabled
1: PLL lock interrupt enabled

Bit4 HSERDYIE: HSE ready interrupt enable

Set and cleared by software to enable/disable interrupt caused by the HSE oscillator
stabilization.

0: HSE ready interrupt disabled

1: HSE ready interrupt enabled

Bit 3 HSIRDYIE: HSI16 ready interrupt enable

Set and cleared by software to enable/disable interrupt caused by the HSI16 oscillator
stabilization.

0: HSI16 ready interrupt disabled

1: HSI16 ready interrupt enabled
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Bit 2 MSIRDYIE: MSI ready interrupt enable

Set and cleared by software to enable/disable interrupt caused by the MSI oscillator
stabilization.

0: MSI ready interrupt disabled

1: MSI ready interrupt enabled

Bit 1 LSERDYIE: LSE ready interrupt enable

Set and cleared by software to enable/disable interrupt caused by the LSE oscillator
stabilization.

0: LSE ready interrupt disabled
1: LSE ready interrupt enabled

Bit 0 LSIRDYIE: LSI ready interrupt enable

Set and cleared by software to enable/disable interrupt caused by the LS| oscillator
stabilization.

0: LSI ready interrupt disabled
1: LSI ready interrupt enabled

6.4.8 Clock interrupt flag register (RCC_CIFR)

Address offset: 0x1C
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
HSI48 | LSECS CSSF PLLSAI|PLLSAI| PLL HSE HSI MSI LSE LS|
RDYF SF 2RDYF | 1RDYF | RDYF | RDYF | RDYF | RDYF | RDYF | RDYF
r r r r r r r r r r r

Bits 31:11 Reserved, must be kept at reset value.

Bit 10 HSI48RDYF: HSI48 ready interrupt flag
Set by hardware when the HSI48 clock becomes stable and HSI48RDYIE is setin a
response to setting the HSI480N (refer to Clock recovery RC register (RCC_CRRCR)).
Cleared by software setting the HSI48RDYC bit.
0: No clock ready interrupt caused by the HSI48 oscillator
1: Clock ready interrupt caused by the HSI48 oscillator

Bit 9 LSECSSF: LSE Clock security system interrupt flag
Set by hardware when a failure is detected in the LSE oscillator.
Cleared by software setting the LSECSSC bit.
0: No clock security interrupt caused by LSE clock failure
1: Clock security interrupt caused by LSE clock failure

Bit 8 CSSF: Clock security system interrupt flag
Set by hardware when a failure is detected in the HSE oscillator.
Cleared by software setting the CSSC bit.
0: No clock security interrupt caused by HSE clock failure
1: Clock security interrupt caused by HSE clock failure
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Bit 7 PLLSAI2RDYF: PLLSAI2 ready interrupt flag
Set by hardware when the PLLSAI2 locks and PLLSAI2RDYDIE is set.
Cleared by software setting the PLLSAI2RDYC bit.
0: No clock ready interrupt caused by PLLSAI2 lock
1: Clock ready interrupt caused by PLLSAI2 lock

Bit6 PLLSAIMRDYF: PLLSAI1 ready interrupt flag
Set by hardware when the PLLSAI1 locks and PLLSAI1RDYDIE is set.
Cleared by software setting the PLLSAITRDYC bit.
0: No clock ready interrupt caused by PLLSAI1 lock
1: Clock ready interrupt caused by PLLSAI1 lock

Bit 5 PLLRDYF: PLL ready interrupt flag
Set by hardware when the PLL locks and PLLRDYDIE is set.
Cleared by software setting the PLLRDYC bit.
0: No clock ready interrupt caused by PLL lock
1: Clock ready interrupt caused by PLL lock

Bit4 HSERDYF: HSE ready interrupt flag
Set by hardware when the HSE clock becomes stable and HSERDYDIE is set.
Cleared by software setting the HSERDYC bit.
0: No clock ready interrupt caused by the HSE oscillator
1: Clock ready interrupt caused by the HSE oscillator

Bit 3 HSIRDYF: HSI16 ready interrupt flag

Set by hardware when the HSI16 clock becomes stable and HSIRDYDIE is set in a
response to setting the HSION (refer to Clock control register (RCC_CR)). When HSION is
not set but the HSI16 oscillator is enabled by the peripheral through a clock request, this bit
is not set and no interrupt is generated.

Cleared by software setting the HSIRDYC bit.

0: No clock ready interrupt caused by the HSI16 oscillator

1: Clock ready interrupt caused by the HSI116 oscillator

Bit 2 MSIRDYF: MSI ready interrupt flag
Set by hardware when the MSI clock becomes stable and MSIRDYDIE is set.
Cleared by software setting the MSIRDYC bit.
0: No clock ready interrupt caused by the MSI oscillator
1: Clock ready interrupt caused by the MSI oscillator

Bit 1 LSERDYF: LSE ready interrupt flag
Set by hardware when the LSE clock becomes stable and LSERDYDIE is set.
Cleared by software setting the LSERDYC bit.
0: No clock ready interrupt caused by the LSE oscillator
1: Clock ready interrupt caused by the LSE oscillator

Bit 0 LSIRDYF: LSI ready interrupt flag
Set by hardware when the LSI clock becomes stable and LSIRDYDIE is set.
Cleared by software setting the LSIRDYC bit.
0: No clock ready interrupt caused by the LS| oscillator
1: Clock ready interrupt caused by the LS| oscillator

6.4.9 Clock interrupt clear register (RCC_CICR)

Address offset: 0x20
Reset value: 0x0000 0000
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Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
HSI48 | LSECS cssc PLLSAI|PLLSAI| PLL | HSER | HSIRD | MSIRD | LSERD |LSIRDY

RDYC SC 2RDYC|1RDYC | RDYC | DYC YC YC YC C

w w w w w w w w w w

Bits 31:11 Reserved, must be kept at reset value.

Bit 10 HSI48RDYC: HSI48 oscillator ready interrupt clear
This bit is set by software to clear the HSI48RDYF flag.
0: No effect
1: Clear the HSI48RDYC flag

Bit 9 LSECSSC: LSE Clock security system interrupt clear
This bit is set by software to clear the LSECSSF flag.
0: No effect
1: Clear LSECSSF flag

Bit 8 CSSC: Clock security system interrupt clear
This bit is set by software to clear the CSSF flag.
0: No effect
1: Clear CSSF flag

Bit 7 PLLSAI2RDYC: PLLSAI2 ready interrupt clear
This bit is set by software to clear the PLLSAI2RDYF flag.
0: No effect
1: Clear PLLSAI2RDYF flag

Bit6 PLLSAIMRDYC: PLLSAI1 ready interrupt clear
This bit is set by software to clear the PLLSAITRDYF flag.
0: No effect
1: Clear PLLSAITRDYF flag

Bit5 PLLRDYC: PLL ready interrupt clear
This bit is set by software to clear the PLLRDYF flag.
0: No effect
1: Clear PLLRDYF flag

Bit4 HSERDYC: HSE ready interrupt clear
This bit is set by software to clear the HSERDYF flag.
0: No effect
1: Clear HSERDYF flag

Bit 3 HSIRDYC: HSI16 ready interrupt clear
This bit is set software to clear the HSIRDYF flag.
0: No effect
1: Clear HSIRDYF flag
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Bit 2 MSIRDYC: MSI ready interrupt clear
This bit is set by software to clear the MSIRDYF flag.
0: No effect
1: MSIRDYF cleared
Bit 1 LSERDYC: LSE ready interrupt clear
This bit is set by software to clear the LSERDYF flag.
0: No effect
1: LSERDYF cleared
Bit 0 LSIRDYC: LSI ready interrupt clear
This bit is set by software to clear the LSIRDYF flag.
0: No effect
1: LSIRDYF cleared
6.4.10 AHB1 peripheral reset register (RCC_AHB1RSTR)
Address offset: 0x28
Reset value: 0x00000 0000
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
GFXMM | DMA2 | TSCR
URST | DRST | ST
rw w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CRCR FLASH DMAMU | DMA2 | DMA1
ST RST X1RST | RST | RST
w w rw w w

Bits 31:19 Reserved, must be kept at reset value.

Bit 18 GFXMMURST: GFXMMU reset
Set and cleared by software
0: No effect
1: Reset GFXMMU

Bit 177 DMA2DRST: DMA2D reset
Set and cleared by software
0: No effect
1: Reset DMA2D

Bit 16 TSCRST: Touch Sensing Controller reset

Set and cleared by software.
0: No effect
1: Reset TSC

Bits 15:13 Reserved, must be kept at reset value.

Bit 12 CRCRST: CRC reset
Set and cleared by software.
0: No effect
1: Reset CRC
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Bits 11:9 Reserved, must be kept at reset value.

Bit 8 FLASHRST: Flash memory interface reset

Set and cleared by software. This bit can be activated only when the Flash memory is in
power down mode.

0: No effect

1: Reset Flash memory interface

Bits 7:3 Reserved, must be kept at reset value.

Bit2 DMAMUX1RST
Set and cleared by software.
0: No effect
1: Reset DMAMUX1

Bit 1 DMA2RST: DMA2 reset
Set and cleared by software.
0: No effect
1: Reset DMA2

Bit 0 DMA1RST: DMA1 reset
Set and cleared by software.
0: No effect
1: Reset DMA1

6.4.11 AHB2 peripheral reset register (RCC_AHB2RSTR)

Address offset: 0x2C
Reset value: 0x00000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SDMM OSPIM RNGR | HASH | AESR

C1RST RST ST RST ST

w w w

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
DCMIRST ADCR |OTGFS GPIOIR | GPIOH | GPIOG | GPIOF | GPIOE | GPIOD | GPIOC | GPIOB | GPIOA

ST RST ST RST RST RST RST RST RST RST RST
w w w rw w rw w w rw w w w

Bits 31:23 Reserved, must be kept at reset value.

Bit 22 SDMMC1RST: SDMMC1 reset
Set and cleared by software.
0: No effect
1: Reset SDMMCH1

Bit 21 Reserved, must be kept at reset value.

Bit 20 OSPIMRST: OctoSPI IO manager reset
Set and cleared by software.
0: No effect
1: Reset OctoSPI 10 manager
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Bit 18

Bit 17

Bit 16

Bit 15
Bit 14

Bit 13

Bit 12

Bits 11:9
Bit 8

Bit 7

Bit 6

Bit 5
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RNGRST: Random number generator reset
Set and cleared by software.
0: No effect
1: Reset RNG

HASHRST: Hash reset

Set and cleared by software.
0: No effect

1: Reset HASH

AESRST: AES hardware accelerator reset

Set and cleared by software.
0: No effect
1: Reset AES

Reserved, must be kept at reset value.

DCMIRST: Digital Camera Interface reset
Set and cleared by software

0: No effect

1: Reset DCMI interface

ADCRST: ADC reset
Set and cleared by software.
0: No effect
1: Reset ADC interface

OTGFSRST: USB OTG FS reset
Set and cleared by software.
0: No effect
1: Reset USB OTG FS

Reserved, must be kept at reset value.

GPIOIRST: 10 port | reset
Set and cleared by software
0: No effect
1: Reset IO port |

GPIOHRST: IO port H reset
Set and cleared by software.
0: No effect
1: Reset IO port H

GPIOGRST: 10 port G reset
Set and cleared by software.
0: No effect
1: Reset IO port G

GPIOFRST: 10 port F reset
Set and cleared by software.
0: No effect
1: Reset IO port F
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6.4.12

Bit4 GPIOERST: IO port E reset
Set and cleared by software.
0: No effect
1: Reset IO port E

Bit 3 GPIODRST: IO port D reset
Set and cleared by software.
0: No effect
1: Reset IO port D

Bit 2 GPIOCRST: IO port C reset
Set and cleared by software.
0: No effect
1: Reset IO port C

Bit 1 GPIOBRST: IO port B reset
Set and cleared by software.
0: No effect
1: Reset IO port B

Bit 0 GPIOARST: IO port A reset
Set and cleared by software.

0: No effect

1: Reset IO port A
AHB3 peripheral reset register (RCC_AHB3RSTR)
Address offset: 0x30
Reset value: 0x00000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
OSPI2 [OSPI1R FMCR
RST ST ST
rw w rw
Bits 31:10 Reserved, must be kept at reset value.
Bit 9 OSPI2RST: OctoSPI2 memory interface reset
Set and cleared by software.
0: No effect
1: Reset OctoSPI2
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Bit 8 OSPI1RST: OctoSPI1 memory interface reset

Set and cleared by software.
0: No effect
1: Reset OctoSPI1

Bits 7:1 Reserved, must be kept at reset value.

Bit 0 FMCRST: Flexible memory controller reset
Set and cleared by software.
0: No effect
1: Reset FMC

6.4.13 APB1 peripheral reset register 1 (RCC_APB1RSTR1)

Address offset: 0x38
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

LPTIM1 | OPAMP | DAC1 |PWRR CAN1R |CRSRS | I2C3R | I2C2R | I12C1R | UART5 | UART4 | USART3 | USART2
RST RST RST ST ST T ST ST ST RST RST RST RST

w w w w w w w w w w w w

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
SPI3RS | SPI2RS TIM7R | TIM6R | TIM5R | TIM4RS | TIM3RS | TIM2R

T T ST ST ST T T ST

w w w w w w w w

Bit 31 LPTIM1RST: Low Power Timer 1 reset
Set and cleared by software.
0: No effect
1: Reset LPTIM1

Bit 30 OPAMPRST: OPAMP interface reset
Set and cleared by software.
0: No effect
1: Reset OPAMP interface

Bit 29 DAC1RST: DAC1 interface reset
Set and cleared by software.
0: No effect
1: Reset DAC1 interface

Bit 28 PWRRST: Power interface reset
Set and cleared by software.
0: No effect
1: Reset PWR

Bit 27:26 Reserved, must be kept at reset value.

Bit 25 CAN1RST: CAN1 reset
Set and reset by software.
0: No effect
1: Reset the CAN1
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Bit 24 CRSRST: CRS reset
Set and cleared by software.
0: No effect
1: Reset the CRS

Bit 23 12C3RST: 12C3 reset
Set and reset by software.
0: No effect
1: Reset 12C3

Bit 22 12C2RST: 12C2 reset
Set and cleared by software.
0: No effect
1: Reset 12C2

Bit 21 12C1RST: 12C1 reset
Set and cleared by software.
0: No effect
1: Reset 12C1

Bit 20 UART5RST: UARTS reset

Set and cleared by software.
0: No effect
1: Reset UART5

Bit 19 UART4RST: UART4 reset

Set and cleared by software.
0: No effect
1: Reset UART4

Bit 18 USART3RST: USARTS3 reset

Set and cleared by software.
0: No effect
1: Reset USART3

Bit 17 USART2RST: USART2 reset

Set and cleared by software.
0: No effect
1: Reset USART2

Bit 16 Reserved, must be kept at reset value.

Bit 15 SPI3RST: SPI3 reset
Set and cleared by software.
0: No effect
1: Reset SPI3

Bit 14 SPI2RST: SPI2 reset
Set and cleared by software.
0: No effect
1: Reset SPI2

Bits 13:6 Reserved, must be kept at reset value.

Bit5 TIM7RST: TIM7 timer reset
Set and cleared by software.

0: No effect
1: Reset TIM7

3
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Bit4 TIM6RST: TIM6 timer reset
Set and cleared by software.
0: No effect
1: Reset TIM6
Bit 3 TIM5RST: TIM5 timer reset
Set and cleared by software.
0: No effect
1: Reset TIM5
Bit 2 TIM4RST: TIM3 timer reset
Set and cleared by software.
0: No effect
1: Reset TIM3
Bit 1 TIM3RST: TIM3 timer reset

Set and cleared by software.
0: No effect
1: Reset TIM3

Bit 0 TIM2RST: TIM2 timer reset
Set and cleared by software.

0: No effect
1: Reset TIM2
6.4.14 APB1 peripheral reset register 2 (RCC_APB1RSTR2)
Address offset: 0x3C
Reset value: 0x00000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
LPTIM2 12C4 |LPUART
RST RST | 1RST
w w w

Bits 31:6 Reserved, must be kept at reset value.

Bit5 LPTIM2RST: Low-power timer 2 reset
Set and cleared by software.
0: No effect
1: Reset LPTIM2

3
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Bits 4:2 Reserved, must be kept at reset value.
Bit 1 12C4RST: 12C4 reset
Set and cleared by software
0: No effect
1: Reset 12C4
Bit 0 LPUART1RST: Low-power UART 1 reset
Set and cleared by software.
0: No effect
1: Reset LPUART1
6.4.15 APB2 peripheral reset register (RCC_APB2RSTR)
Address offset: 0x40
Reset value: 0x00000 0000
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DSIRS | LTDCR DFSD SAI2R | SAIMR TIM17 | TIM16 | TIM15
T ST M1RST ST ST RST | RST | RST
w rw rw w w w w w
15 14 13 12 1 10 8 6 5 3 2 1 0
USART | TIM8R | SPIMR | TIM1R SYSCF
1RST | ST ST ST GRST
w rw rw rw w
Bits 31:28 Reserved, must be kept at reset value.
Bit 27 DSIRST: DSl reset
Set and cleared by software.
0: No effect
1: Reset DSI
Bit 26 LTDCRST: LCD-TFT reset
Set and cleared by software.
0: No effect
1: Reset LCD-TFT
Bit 25 Reserved, must be kept at reset value.
Bit 24 DFSDM1RST: Digital filters for sigma-delta modulators (DFSDM1) reset
Set and cleared by software.
0: No effect
1: Reset DFSDM1
Bit 23 Reserved, must be kept at reset value.
Bit 22 SAI2RST: Serial audio interface 2 (SAI2) reset
Set and cleared by software.
0: No effect
1: Reset SAI2
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Bit 21 SAIMRST: Serial audio interface 1 (SAI1) reset
Set and cleared by software.
0: No effect
1: Reset SAI1

Bits 20:19 Reserved, must be kept at reset value.

Bit 18 TIM17RST: TIM17 timer reset
Set and cleared by software.
0: No effect
1: Reset TIM17 timer

Bit 17 TIM16RST: TIM16 timer reset
Set and cleared by software.
0: No effect
1: Reset TIM16 timer

Bit 16 TIM15RST: TIM15 timer reset
Set and cleared by software.
0: No effect
1: Reset TIM15 timer

Bit 15 Reserved, must be kept at reset value.

Bit 14 USART1RST: USART1 reset
Set and cleared by software.
0: No effect
1: Reset USART1

Bit 13 TIM8RST: TIM8 timer reset
Set and cleared by software.
0: No effect
1: Reset TIM8 timer

Bit 12 SPIMRST: SPI1 reset
Set and cleared by software.
0: No effect
1: Reset SPI1

Bit 11 TIM1RST: TIM1 timer reset
Set and cleared by software.
0: No effect
1: Reset TIM1 timer

Bits 10:1 Reserved, must be kept at reset value.

Bit 0 SYSCFGRST: SYSCFG + COMP + VREFBUF reset
0: No effect
1: Reset SYSCFG + COMP + VREFBUF
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6.4.16 AHB1 peripheral clock enable register (RCC_AHB1ENR)
Address offset: 0x48
Reset value: 0x0000 0100
Access: no wait state, word, half-word and byte access
Note: When the peripheral clock is not active, the peripheral registers read or write access is not
supported.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
GFXM | DMA2D | TSCE
MUEN | EN N
w w rw
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
FLASH DMAM | DMAZ2E | DMA1
CRCEN EN UX1EN| N EN
rw rw w rw rw
Bits 31:19 Reserved, must be kept at reset value.
Bit 18 GFXMMUEN: Graphic MMU clock enable
Set and reset by software
0: GFXMMU clock disabled
1: GFXMMU clock enabled
Bit 177 DMA2DEN: DMA2D clock enable
Set and cleared by software
0: DMA2D clock disabled
1: DMAZ2D clock enabled
Bit 16 TSCEN: Touch Sensing Controller clock enable
Set and cleared by software.
0: TSC clock disable
1: TSC clock enable
Bits 15:13 Reserved, must be kept at reset value.
Bit 12 CRCEN: CRC clock enable
Set and cleared by software.
0: CRC clock disable
1: CRC clock enable
Bits 11:9 Reserved, must be kept at reset value.

3

Bit 8

Bits 7:3

FLASHEN: Flash memory interface clock enable

Set and cleared by software. This bit can be disabled only when the Flash is in power down

mode.
0: Flash memory interface clock disable
1: Flash memory interface clock enable

Reserved, must be kept at reset value.

RM0432 Rev 4

263/2069




Reset and clock control (RCC) RMO0432

Bit2 DMAMUX1EN: DMAMUX1 clock enable
Set and reset by software.
0: DMAMUX1 clock disabled
1: DMAMUX1 clock enabled

DMA2EN: DMAZ2 clock enable
Set and cleared by software.
0: DMA2 clock disable
1: DMAZ2 clock enable

Bit 0 DMA1EN: DMA1 clock enable
Set and cleared by software.
0: DMA1 clock disable
1: DMA1 clock enable

Bit 1

6.4.17 AHB2 peripheral clock enable register (RCC_AHB2ENR)
Address offset: 0x4C
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access
Note: When the peripheral clock is not active, the peripheral registers read or write access is not
supported.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SDMM OSPIM RNG |HASHE
C1EN EN EN N |AESEN
w w w w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DCMIE | o |OTGFS GPIOIE | GPIOH | GPIOG | GPIOF | GPIOE | GPIOD | GPIOC | GPIOB | GPIOA
N EN N EN EN EN EN EN EN EN EN
w rw rw rw rw rw rw rw rw rw rw rw

Bits 31:23 Reserved, must be kept at reset value.

Bit 22 SDMMC1EN: SDMMC1 clock enable
Set and cleared by software.
0: SDMMC1 clock disabled
1: SDMMC1 clock enabled

Bit 21 Reserved, must be kept at reset value.

Bit 20 OSPIMEN: OctoSPI IO manager clock enable
Set and cleared by software.
0: OctoSPI IO manager clock disabled
1: OctoSPI IO manager clock enabled

Bit 19 Reserved, must be kept at reset value.

Bit 18 RNGEN: Random Number Generator clock enable
Set and cleared by software.
0: Random Number Generator clock disabled
1: Random Number Generator clock enabled
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Bit 17

Bit 16

Bit 15
Bit 14

Bit 13

Bit 12

Bits 11:9
Bit 8

Bit 7

Bit 6

Bit 5

Bit 4

3

HASHEN: HASH clock enable
Set and cleared by software
0: HASH clock disabled
1: HASH clock enabled

AESEN: AES accelerator clock enable

Set and cleared by software.
0: AES clock disabled
1: AES clock enabled

Reserved, must be kept at reset value.

DCMIEN: DCMI clock enable
Set and cleared by software
0: DCMI clock disabled
1: DCMI clock enabled

ADCEN: ADC clock enable

Set and cleared by software.
0: ADC clock disabled
1: ADC clock enabled

OTGFSEN: OTG full speed clock enable
Set and cleared by software.
0: USB OTG full speed clock disabled
1: USB OTG full speed clock enabled

Reserved, must be kept at reset value.

GPIOIEN: IO port | clock enable
Set and cleared by software
0: 10 port | clock disabled
1: 10 port | clock enabled

GPIOHEN: 10 port H clock enable
Set and cleared by software.
0: 10 port H clock disabled
1: 10 port H clock enabled

GPIOGEN: IO port G clock enable
Set and cleared by software.
0: 10 port G clock disabled
1: 10 port G clock enabled

GPIOFEN: IO port F clock enable
Set and cleared by software.
0: 10 port F clock disabled
1: 10 port F clock enabled

GPIOEEN: 10 port E clock enable
Set and cleared by software.
0: 10 port E clock disabled
1: 10 port E clock enabled
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Bit 3 GPIODEN: 10 port D clock enable
Set and cleared by software.
0: 10 port D clock disabled
1: 10 port D clock enabled
Bit 2 GPIOCEN: 10 port C clock enable
Set and cleared by software.
0: 10 port C clock disabled
1: 10 port C clock enabled
Bit 1 GPIOBEN: 10 port B clock enable
Set and cleared by software.
0: 10 port B clock disabled
1: 10 port B clock enabled
Bit 0 GPIOAEN: 10 port A clock enable
Set and cleared by software.
0: 10 port A clock disabled
1: 10 port A clock enabled
6.4.18 AHBS3 peripheral clock enable register(RCC_AHB3ENR)
Address offset: 0x50
Reset value: 0x00000 0000
Access: no wait state, word, half-word and byte access
Note: When the peripheral clock is not active, the peripheral registers read or write access is not
supported.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
OSPI2 |OSPHME FMCE
EN N N
rw w rw

Bits 31:10 Reserved, must be kept at reset value.

Bit 9 OSPI2EN: OctoSPI2 memory interface clock enable
Set and cleared by software.
0: OctoSPI2 clock disable
1: OctoSPI2 clock enable
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Bit 8 OSPI1EN: OctoSPI1 memory interface clock enable
Set and cleared by software.
0: OctoSPI1 clock disable
1: OctoSPI1 clock enable

Bits 7:1 Reserved, must be kept at reset value.

Bit 0 FMCEN: Flexible memory controller clock enable
Set and cleared by software.
0: FMC clock disable
1: FMC clock enable

6.4.19 APB1 peripheral clock enable register 1 (RCC_APB1ENR1)
Address: 0x58

Reset value: 0x0000 0400

Access: no wait state, word, half-word and byte access

Note: When the peripheral clock is not active, the peripheral registers read or write access is not
supported.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LPTIM1 | OPAMP | DAC1 | PWRE CAN1E | spggy | 12C3E | 12C2E | 12C1E | UARTSE | UARTAE | USART3 | USART2

EN EN | EN N N N N N N N EN EN

w w w w w w rw w w rw rw w w

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

WWD | RTCA TIM7E TIM2E

SPI3EN|SPI2EN GEN | PBEN N | TIMBEN | TIMSEN | TIM4EN | TIM3EN | 1

w rw rs w w 'w w rw w w

Bit 31 LPTIM1EN: Low power timer 1 clock enable
Set and cleared by software.
0: LPTIM1 clock disabled
1: LPTIM1 clock enabled

Bit 30 OPAMPEN: OPAMP interface clock enable
Set and cleared by software.
0: OPAMP interface clock disabled
1: OPAMP interface clock enabled

Bit 29 DAC1EN: DAC1 interface clock enable
Set and cleared by software.
0: DAC1 interface clock disabled
1: DAC1 interface clock enabled

Bit 28 PWREN: Power interface clock enable
Set and cleared by software.
0: Power interface clock disabled
1: Power interface clock enabled

Bit 27:26 Reserved, must be kept at reset value.
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Bit 25 CAN1EN: CAN1 clock enable
Set and cleared by software.
0: CAN1 clock disabled
1: CAN1 clock enabled

Bit 24 CRSEN: Clock Recovery System clock enable
Set and cleared by software
0: CRS clock disabled
1: CRS clock enabled

Bit 23 12C3EN: 12C3 clock enable

Set and cleared by software.
0: 12C3 clock disabled
1: 12C3 clock enabled

Bit 22 12C2EN: 12C2 clock enable

Set and cleared by software.
0: 12C2 clock disabled
1:12C2 clock enabled

Bit 21 12C1EN: I12C1 clock enable

Set and cleared by software.
0: 12C1 clock disabled
1:12C1 clock enabled

Bit 20 UARTS5EN: UARTS5 clock enable

Set and cleared by software.
0: UARTS5 clock disabled
1: UARTS clock enabled

Bit 19 UART4EN: UART4 clock enable

Set and cleared by software.
0: UART4 clock disabled
1: UART4 clock enabled

Bit 18 USART3EN: USART3 clock enable

Set and cleared by software.
0: USARTS3 clock disabled
1: USART3 clock enabled

Bit 17 USART2EN: USART2 clock enable

Set and cleared by software.
0: USART2 clock disabled
1: USART2 clock enabled

Bit 16 Reserved, must be kept at reset value.

Bit 15 SPI3EN: SPI3 clock enable
Set and cleared by software.
0: SPI3 clock disabled
1: SPI3 clock enabled

Bit 14 SPI2EN: SPI2 clock enable

Set and cleared by software.
0: SPI2 clock disabled
1: SPI2 clock enabled

Bits 13:12 Reserved, must be kept at reset value.
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Bit 11 WWDGEN: Window watchdog clock enable

Set by software to enable the window watchdog clock. Reset by hardware system reset.
This bit can also be set by hardware if the WWDG_SW option bit is reset.

0: Window watchdog clock disabled

1: Window watchdog clock enabled

Bit 10 RTCAPBEN: RTC APB clock enable
Set and cleared by software
0: RTC APB clock disabled
1: RTC APB clock enabled

Bits 9:6 Reserved, must be kept at reset value.

Bit 5 TIM7EN: TIM7 timer clock enable
Set and cleared by software.
0: TIM7 clock disabled
1: TIM7 clock enabled

Bit 4 TIMG6EN: TIM6 timer clock enable
Set and cleared by software.
0: TIM6 clock disabled
1: TIM6 clock enabled

Bit 3 TIMSEN: TIMS5 timer clock enable
Set and cleared by software.
0: TIM5 clock disabled
1: TIM5 clock enabled

Bit 2 TIM4EN: TIM4 timer clock enable

Set and cleared by software.
0: TIM4 clock disabled
1: TIM4 clock enabled

Bit 1 TIM3EN: TIM3 timer clock enable

Set and cleared by software.
0: TIM3 clock disabled
1: TIM3 clock enabled

Bit 0 TIM2EN: TIM2 timer clock enable
Set and cleared by software.

0: TIM2 clock disabled
1: TIM2 clock enabled

6.4.20 APB1 peripheral clock enable register 2 (RCC_APB1ENRZ2)
Address offset: 0x5C
Reset value: 0x00000 0000

Access: no wait state, word, half-word and byte access

Note: When the peripheral clock is not active, the peripheral registers read or write access is not
supported.
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
LPTIM2 LPUAR
EN I2C4EN T1EN
w w

Bits 31:6 Reserved, must be kept at reset value.

Bit 5 LPTIM2EN Low power timer 2 clock enable
Set and cleared by software.
0: LPTIMZ2 clock disable
1: LPTIM2 clock enable

Bits 4:2 Reserved, must be kept at reset value.

Bit 1 12C4EN: 12C4 clock enable
Set and cleared by software
0: 12C4 clock disabled
1: 12C4 clock enabled

Bit0 LPUART1EN: Low power UART 1 clock enable
Set and cleared by software.
0: LPUART1 clock disable
1: LPUART1 clock enable

3
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6.4.21 APB2 peripheral clock enable register (RCC_APB2ENR)

Address: 0x60
Reset value: 0x0000 0000

Access: word, half-word and byte access

Note: When the peripheral clock is not active, the peripheral registers read or write access is not
supported.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DSIEN LTDCE DFSD SAI2E | SAIME TIM17E | TIM16E | TIM15E
N M1EN N N N N N
w w w rw rw rw rw w
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
USART | TIM8E | SPME | TIM1E SYSCF
1N | N N N FWEN GEN
w rw rw rw rs w

Bits 31:28 Reserved, must be kept at reset value.

Bit 27 DSIEN: DSI clock enable

Set and cleared by software.
0: DSI clock disabled
1: DSI clock enable

Bit 26 LTDCEN: LCD-TFT clock enable

Set and cleared by software.
0: LTDC clock disabled
1: LTDC clock enable

Bit 25 Reserved, must be kept at reset value.

Bit 24 DFSDM1EN: DFSDM1 timer clock enable
Set and cleared by software.

0: DFSDM1 clock disabled
1: DFSDM1 clock enabled

Bit 23 Reserved, must be kept at reset value.

Bit 22 SAI2EN: SAI2 clock enable

Set and cleared by software.
0: SAI2 clock disabled
1: SAI2 clock enabled

Bit 21 SAIMEN: SAI1 clock enable

Set and cleared by software.
0: SAI1 clock disabled
1: SAl1 clock enabled

Bits 20:19 Reserved, must be kept at reset value.

Bit 18 TIM17EN: TIM17 timer clock enable

Set and cleared by software.
0: TIM17 timer clock disabled
1: TIM17 timer clock enabled
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Bit 17 TIM16EN: TIM16 timer clock enable
Set and cleared by software.
0: TIM16 timer clock disabled
1: TIM16 timer clock enabled

Bit 16 TIM15EN: TIM15 timer clock enable
Set and cleared by software.

0: TIM15 timer clock disabled
1: TIM15 timer clock enabled

Bit 15 Reserved, must be kept at reset value.

Bit 14 USART1EN: USART1clock enable
Set and cleared by software.
0: USART1clock disabled
1: USART1clock enabled

Bit 13 TIM8EN: TIMS8 timer clock enable
Set and cleared by software.
0: TIM8 timer clock disabled
1: TIM8 timer clock enabled

Bit 12 SPIM1EN: SPI1 clock enable

Set and cleared by software.
0: SPI1 clock disabled
1: SPI1 clock enabled

Bit 11 TIM1EN: TIM1 timer clock enable
Set and cleared by software.
0: TIM1 timer clock disabled
1: TIM1P timer clock enabled

Bits 10:8 Reserved, must be kept at reset value.

Bit 7 FWEN: Firewall clock enable

Set by software, reset by hardware. Software can only write 1. A write at 0 has no effect.
0: Firewall clock disabled
1: Firewall clock enabled

Bits 6:1 Reserved, must be kept at reset value.

Bit 0 SYSCFGEN: SYSCFG + COMP + VREFBUF clock enable
Set and cleared by software.
0: SYSCFG + COMP + VREFBUF clock disabled
1: SYSCFG + COMP + VREFBUF clock enabled

6.4.22 AHB1 peripheral clocks enable in Sleep and Stop modes register
(RCC_AHB1SMENR)

Address offset: 0x68
Reset value: 0x0007 1307

Access: no wait state, word, half-word and byte access

3
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31 30 29 28 27 26 25 2 23 22 21 20 19 18 17 16
CUaM |omA2D | Tscs
SMEN | MEN
EN
rw rw rw
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
DMAM
SRAM1 | FLASH DMA2S | DMAT
CRCSMEN SMEN | SMEN UX1S | “yiEN | SMEN
MEN
rw rw rw rw rw

Bits 31:19 Reserved, must be kept at reset value.

Bit 18 GFXMMUSMEN: GFXMMU clock enable during Sleep and Stop modes.
Set and cleared by software
0: GFXMMU clocks disabled by the clock gating") during Sleep and Stop modes
1: GFXMMU clocks enabled by the clock gating!") during Sleep and Stop modes

Bit 17 DMA2DSMEN: DMA2D clock enable during Sleep and Stop modes
Set and cleared by software
0: DMA2D clocks disabled by the clock gating(” during Sleep and Stop modes
1: DMA2D clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 16 TSCSMEN: Touch Sensing Controller clocks enable during Sleep and Stop modes
Set and cleared by software.
0: TSC clocks disabled by the clock gating“) during Sleep and Stop modes
1: TSC clocks enabled by the clock gating“) during Sleep and Stop modes

Bits 15:13 Reserved, must be kept at reset value.

Bit 12 CRCSMEN: CRC clocks enable during Sleep and Stop modes
Set and cleared by software.
0: CRC clocks disabled by the clock gating“) during Sleep and Stop modes
1: CRC clocks enabled by the clock gatingm during Sleep and Stop modes

Bits 11:10 Reserved, must be kept at reset value.

Bit9 SRAM1SMEN: SRAM1 interface clocks enable during Sleep and Stop modes
Set and cleared by software.
0: SRAM1 interface clocks disabled by the clock gatingm during Sleep and Stop modes
1: SRAM1 interface clocks enabled by the clock gatingm during Sleep and Stop modes

Bit 8 FLASHSMEN: Flash memory interface clocks enable during Sleep and Stop modes
Set and cleared by software.

0: Flash memory interface clocks disabled by the clock gating“) during Sleep and Stop
modes

1: Flash memory interface clocks enabled by the clock gating(1) during Sleep and Stop
modes

Bits 7:3 Reserved, must be kept at reset value.
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Bit 2 DMAMUX1SMEN: DMAMUX1 clock enable during Sleep and Stop modes.
Set and cleared by software.
0: DMAMUX1 clocks disabled by the clock gating“) during Sleep and Stop modes
1: DMAMUX1 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 1 DMA2SMEN: DMAZ2 clocks enable during Sleep and Stop modes
Set and cleared by software during Sleep mode.
0: DMA2 clocks disabled by the clock gating“) during Sleep and Stop modes
1: DMAZ2 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit0 DMA1SMEN: DMA1 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: DMA1 clocks disabled by the clock gating“) during Sleep and Stop modes
1: DMA1 clocks enabled by the clock gating“) during Sleep and Stop modes

1. This register only configures the clock gating, not the clock source itself. Most of the peripherals are clocked by a single
clock (AHB or APB clock), which is always disabled in Stop mode. In this case setting the bit has no effect in Stop mode.

6.4.23 AHB2 peripheral clocks enable in Sleep and Stop modes register
(RCC_AHB2SMENR)

Address offset: 0x6C
Reset value: 0x0057 77FF

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
CSFSMM'VI'E OSPIM RNGS | HASHS | AESSM

> SMEN MEN | MEN | EN

rw rw rw rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DCMIS | ADCS | OTGFS SRAM3 | SRAM2| GPIOIS | GPIOH | GPIOG | GPIOF | GPIOE | GPIOD | GPIOC | GPIOB | GPIOA
MEN | MEN | SMEN SMEN | SMEN | MEN | SMEN | SMEN | SMEN | SMEN | SMEN | SMEN | SMEN | SMEN

rw rw rw rw rw rw rw rw w rw rw rw rw

Bits 31:23 Reserved, must be kept at reset value.

Bit 22 SDMMC1SMEN: SDMMC1 clocks enable during Sleep and Stop modes

Set and cleared by software.
0: SDMMC1 clocks disabled by the clock gating!") during Sleep and Stop modes
1: SDMMC1 clocks enabled by the clock gating!") during Sleep and Stop modes

Bit 21 Reserved, must be kept at reset value.

Bit 20 OSPIMSMEN: OctoSPI IO manager clocks enable during Sleep and Stop modes
Set and cleared by software.
0: OCTOSPIM clocks disabled by the clock gating!") during Sleep and Stop modes
1: OCTOSPIM clocks enabled by the clock gating!!) during Sleep and Stop modes

Bit 19 Reserved, must be kept at reset value.
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Bit 18

Bit 17

Bit 16

Bits 15
Bit 14

Bit 13

Bit 12

Bits 11
Bit 10

Bit 9

Bit 8

Bit 7

3

RNGSMEN: Random Number Generator clocks enable during Sleep and Stop modes
Set and cleared by software.
0: Random Number Generator clocks disabled by the clock gating during Sleep and Stop
modes
1: Random Number Generator clocks enabled by the clock gating during Sleep and Stop
modes

HASHSMEN: HASH clock enable during Sleep and Stop modes
Set and cleared by software

0: HASH clocks disabled by the clock gating®® during Sleep and Stop modes
1: HASH clocks enabled by the clock gating“) during Sleep and Stop modes

AESSMEN: AES accelerator clocks enable during Sleep and Stop modes
Set and cleared by software.
0: AES clocks disabled by the clock gating“) during Sleep and Stop modes
1: AES clocks enabled by the clock gating“) during Sleep and Stop modes

Reserved, must be kept at reset value.
DCMISMEN: DCMI clock enable during Sleep and Stop modes

Set and cleared by software
0: DCMI clocks disabled by the clock gating“) during Sleep and Stop modes
1: DCMI clocks enabled by the clock gatingm during Sleep and Stop modes

ADCSMEN: ADC clocks enable during Sleep and Stop modes
Set and cleared by software.
0: ADC clocks disabled by the clock gating“) during Sleep and Stop modes
1: ADC clocks enabled by the clock gating“) during Sleep and Stop modes

OTGFSSMEN: OTG full speed clocks enable during Sleep and Stop modes
Set and cleared by software.
0: USB OTG full speed clocks disabled by the clock gating(” during Sleep and Stop modes
1: USB OTG full speed clocks enabled by the clock gating(1) during Sleep and Stop modes

Reserved, must be kept at reset value.

SRAM3SMEN: SRAM2 interface clocks enable during Sleep and Stop modes
Set and cleared by software.
0: SRAM3 interface clocks disabled by the clock gating(1) during Sleep and Stop modes
1: SRAM32 interface clocks enabled by the clock gating“) during Sleep and Stop modes

SRAM2SMEN: SRAM?2 interface clocks enable during Sleep and Stop modes
Set and cleared by software.
0: SRAM2 interface clocks disabled by the clock gating(1) during Sleep and Stop modes
1: SRAM2 interface clocks enabled by the clock gatingm during Sleep and Stop modes

GPIOISMEN: 10 port | clocks enable during Sleep and Stop modes
Set and cleared by software
0: 10 port | clocks disabled by the clock gating“) during Sleep and Stop modes
1: 10 port | clocks enabled by the clock gating(” during Sleep and Stop modes
GPIOHSMEN: IO port H clocks enable during Sleep and Stop modes
Set and cleared by software.

0: 10 port H clocks disabled by the clock gating“) during Sleep and Stop modes
1: 10 port H clocks enabled by the clock gating“) during Sleep and Stop modes
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Bit 6 GPIOGSMEN: |O port G clocks enable during Sleep and Stop modes
Set and cleared by software.
0: 10 port G clocks disabled by the clock gating(” during Sleep and Stop modes
1: 10 port G clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 5 GPIOFSMEN: IO port F clocks enable during Sleep and Stop modes
Set and cleared by software.
0: 10 port F clocks disabled by the clock gating(” during Sleep and Stop modes
1: 10 port F clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 4 GPIOESMEN: 10 port E clocks enable during Sleep and Stop modes
Set and cleared by software.
0: 10 port E clocks disabled by the clock gating“) during Sleep and Stop modes
1: 10 port E clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 3 GPIODSMEN: 10 port D clocks enable during Sleep and Stop modes
Set and cleared by software.
0: 10 port D clocks disabled by the clock gating(1) during Sleep and Stop modes
1: 10 port D clocks enabled by the clock gating(” during Sleep and Stop modes

Bit 2 GPIOCSMEN: 10 port C clocks enable during Sleep and Stop modes
Set and cleared by software.
0: 10 port C clocks disabled by the clock gating(1) during Sleep and Stop modes
1: 10 port C clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 1 GPIOBSMEN: IO port B clocks enable during Sleep and Stop modes
Set and cleared by software.
0: 10 port B clocks disabled by the clock gatingm during Sleep and Stop modes
1: 10 port B clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 0 GPIOASMEN: 10 port A clocks enable during Sleep and Stop modes

Set and cleared by software.
0: 10 port A clocks disabled by the clock gating“) during Sleep and Stop modes
1: 10 port A clocks enabled by the clock gating“) during Sleep and Stop modes

1. This register only configures the clock gating, not the clock source itself. Most of the peripherals are clocked by a single
clock (AHB or APB clock), which is always disabled in Stop mode. In this case setting the bit has no effect in Stop mode.

2. This register only configures the clock gating, not the clock source itself. Most of the peripherals are clocked by a single
clock (AHB or APB clock), which is always disabled in Stop mode. In this case setting the bit has no effect in Stop mode.

6.4.24 AHB3 peripheral clocks enable in Sleep and Stop modes register
(RCC_AHB3SMENR)
Address offset: 0x70
Reset value: 0x00000 0301
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 0
OCTOS | OSPI1S FMCS
PI2 | MEN MEN
w w w
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Bits 31:10 Reserved, must be kept at reset value.

Bit 9 OCTOSPI2: OctoSPI2 memory interface clocks enable during Sleep and Stop modes
Set and cleared by software.
0: OctoSPI2 clocks disabled by the clock gating(!) during Sleep and Stop modes
1: OctoSPI2 clocks enabled by the clock gating(!) during Sleep and Stop modes

Bit 8 OSPI1SMEN: OctoSPI1 memory interface clocks enable during Sleep and Stop modes
Set and cleared by software.
0: OctoSPI1 clocks disabled by the clock gating(!) during Sleep and Stop modes
1: OctoSPI1 clocks enabled by the clock gating(!) during Sleep and Stop modes

Bits 7:1 Reserved, must be kept at reset value.

Bit 0 FMCSMEN: Flexible memory controller clocks enable during Sleep and Stop modes
Set and cleared by software.
0: FMC clocks disabled by the clock gating(") during Sleep and Stop modes
1: FMC clocks enabled by the clock gating!) during Sleep and Stop modes

1. This register only configures the clock gating, not the clock source itself. Most of the peripherals are clocked by a single
clock (AHB or APB clock), which is always disabled in Stop mode. In this case setting the bit has no effect in Stop mode.

6.4.25 APB1 peripheral clocks enable in Sleep and Stop modes register 1
(RCC_APB1SMENR1)

Address: 0x78
Reset value: OXF3FECC3F

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LPTIM1|OPAMP | DAC1 | PWRS CAN1S | CRSS | 12C3S | 12C2S | 12C1S | UART5S | UART4S | USART3 | USART2
SMEN | SMEN |SMEN| MEN MEN MEN | MEN | MEN | MEN MEN MEN SMEN | SMEN

w w w w w w w w w w w w w

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
SPI3S | SPI2S WWDG sggﬁ TIM7S | TIM6SM | TIM5SM | TIM4SM | TIM3SM | TIM2S

MEN MEN SMEN EN MEN EN EN EN EN MEN
w w w w w w w w w w

Bit 31 LPTIM1SMEN: Low power timer 1 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: LPTIM1 clocks disabled by the clock gating“) during Sleep and Stop modes
1: LPTIM1 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 30 OPAMPSMEN: OPAMP interface clocks enable during Sleep and Stop modes
Set and cleared by software.
0: OPAMP interface clocks disabled by the clock gating“) during Sleep and Stop modes
1: OPAMP interface clocks enabled by the clock gating(” during Sleep and Stop modes

Bit29 DAC1SMEN: DAC1 interface clocks enable during Sleep and Stop modes
Set and cleared by software.
0: DAC1 interface clocks disabled by the clock gating“) during Sleep and Stop modes
1: DAC1 interface clocks enabled by the clock gating(” during Sleep and Stop modes
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Bit 28 PWRSMEN: Power interface clocks enable during Sleep and Stop modes

Set and cleared by software.
0: Power interface clocks disabled by the clock gating“) during Sleep and Stop modes
1: Power interface clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 27 Reserved, must be kept at reset value.

Bit25 CAN1SMEN: CAN1 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: CAN1 clocks disabled by the clock gating“) during Sleep and Stop modes
1: CAN1 clocks enabled by the clock gating(” during Sleep and Stop modes

Bit 24 CRSSMEN: CRS clock enable during Sleep and Stop modes

Set and cleared by software.
0: CRS clocks disabled by the clock gating“) during Sleep and Stop modes
1: CRS clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 23 12C3SMEN: 12C3 clocks enable during Sleep and Stop modes

Set and cleared by software.
0: 12C3 clocks disabled by the clock gating“) during Sleep and Stop modes
1: 12C3 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 22 12C2SMEN: 12C2 clocks enable during Sleep and Stop modes

Set and cleared by software.
0: 12C2 clocks disabled by the clock gating“) during Sleep and Stop modes
1: 12C2 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 21 12C1SMEN: 12C1 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: 12C1 clocks disabled by the clock gating“) during Sleep and Stop modes
1: 12C1 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 20 UART5SMEN: UARTS5 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: UARTS5 clocks disabled by the clock gating“) during Sleep and Stop modes
1: UARTS clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 19 UART4SMEN: UART4 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: UART4 clocks disabled by the clock gating“) during Sleep and Stop modes
1: UART4 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 18 USART3SMEN: USART3 clocks enable during Sleep and Stop modes

Set and cleared by software.
0: USARTS3 clocks disabled by the clock gating“) during Sleep and Stop modes
1: USARTS clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 17 USART2SMEN: USART2 clocks enable during Sleep and Stop modes

Set and cleared by software.
0: USART2 clocks disabled by the clock gating“) during Sleep and Stop modes
1: USART2 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 16 Reserved, must be kept at reset value.

Bit 15 SPI3SMEN: SPI3 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: SPI3 clocks disabled by the clock gatingm during Sleep and Stop modes
1: SPI3 clocks enabled by the clock gatingm during Sleep and Stop modes
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Bit 14 SPI2SMEN: SPI2 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: SPI2 clocks disabled by the clock gating“) during Sleep and Stop modes
1: SPI2 clocks enabled by the clock gating“) during Sleep and Stop modes

Bits 13:12 Reserved, must be kept at reset value.

Bit 11 WWDGSMEN: Window watchdog clocks enable during Sleep and Stop modes

Set and cleared by software. This bit is forced to ‘1’ by hardware when the hardware WWDG
option is activated.

0: Window watchdog clocks disabled by the clock gatingm during Sleep and Stop modes
1: Window watchdog clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 10 RTCAPBSMEN: RTC APB clock enable during Sleep and Stop modes
Set and cleared by software
0: RTC APB clock disabled by the clock gating“) during Sleep and Stop modes
1: RTC APB clock enabled by the clock gating“) during Sleep and Stop modes

Bits :6 Reserved, must be kept at reset value.

Bit5 TIM7SMEN: TIM7 timer clocks enable during Sleep and Stop modes
Set and cleared by software.

0: TIM7 clocks disabled by the clock gating“) during Sleep and Stop modes
1: TIM7 clocks enabled by the clock gatingm during Sleep and Stop modes

Bit4 TIM6SMEN: TIM6 timer clocks enable during Sleep and Stop modes
Set and cleared by software.

0: TIM6 clocks disabled by the clock gating“) during Sleep and Stop modes
1: TIM6 clocks enabled by the clock gatingm during Sleep and Stop modes

Bit 3 TIM5SMEN: TIM5 timer clocks enable during Sleep and Stop modes

Set and cleared by software.

0: TIM5 clocks disabled by the clock gating(” during Sleep and Stop modes

1: TIM5 clocks enabled by the clock gatingm during Sleep and Stop modes
Bit 2 TIMASMEN: TIM4 timer clocks enable during Sleep and Stop modes

Set and cleared by software.

0: TIM4 clocks disabled by the clock gating(” during Sleep and Stop modes

1: TIM4 clocks enabled by the clock gating“) during Sleep and Stop modes
Bit 1 TIM3SMEN: TIM3 timer clocks enable during Sleep and Stop modes

Set and cleared by software.

0: TIM3 clocks disabled by the clock gating(” during Sleep and Stop modes

1: TIM3 clocks enabled by the clock gating(” during Sleep and Stop modes
Bit0 TIM2SMEN: TIM2 timer clocks enable during Sleep and Stop modes

Set and cleared by software.

0: TIM2 clocks disabled by the clock gating“) during Sleep and Stop modes

1: TIM2 clocks enabled by the clock gating(” during Sleep and Stop modes

1. This register only configures the clock gating, not the clock source itself. Most of the peripherals are clocked by a single
clock (AHB or APB clock), which is always disabled in Stop mode. In this case setting the bit has no effect in Stop mode.

6.4.26 APB1 peripheral clocks enable in Sleep and Stop modes register 2
(RCC_APB1SMENRZ2)

Address offset: 0x7C
Reset value: 0x0000 0023
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Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
LPTIM 12C4S |LPUART
2SMEN MEN | 1SMEN
w w w

Bits 31:6 Reserved, must be kept at reset value.

Bit5 LPTIM2SMEN Low power timer 2 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: LPTIM2 clocks disabled by the clock gating“) during Sleep and Stop modes
1: LPTIM2 clocks enabled by the clock gating“) during Sleep and Stop modes

Bits 4: Reserved, must be kept at reset value.

Bit 1 12C4SMEN: 12C4 clocks enable during Sleep and Stop modes
Set and cleared by software
0: 12C4 clocks disabled by the clock gating“) during Sleep and Stop modes
1: 12C4 clocks enabled by the clock gating“) during Sleep and Stop modes

Bit0 LPUART1SMEN: Low power UART 1 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: LPUART1 clocks disabled by the clock gating“) during Sleep and Stop modes
1: LPUART1 clocks enabled by the clock gating(” during Sleep and Stop modes

1. This register only configures the clock gating, not the clock source itself. Most of the peripherals are clocked by a single
clock (AHB or APB clock), which is always disabled in Stop mode. In this case setting the bit has no effect in Stop mode.
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6.4.27 APB2 peripheral clocks enable in Sleep and Stop modes register
(RCC_APB2SMENR)
Address: 0x80
Reset value: 0x0D67 7801
Access: word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DSISM | LTDCS ,\Dﬁfgﬁ SAI2S | SAI1S TIM17S | TIM16S | TIM15S
MEN EN MEN | MEN MEN | MEN | MEN
rw rw rw w rw w w rw
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SYSCF
USART | TIM8S | SPI1S | TIM1S
1SMEN| MEN | MEN | MEN GSNME
rw rw rw rw rw
Bits 31:28 Reserved, must be kept at reset value.
Bit 27 DSISMEN: DSI clocks enable during Sleep and Stop modes
Set and cleared by software.
0: DSI clocks disabled by the clock gating“) during Sleep and Stop modes
1: DSI clocks enabled by the clock gatingm during Sleep and Stop modes
Bit 26 LTDCSMEN: LCD-TFT timer clocks enable during Sleep and Stop modes
Set and cleared by software.
0: LCD-TFT clocks disabled by the clock gating“) during Sleep and Stop modes
1: LCD-TFT clocks enabled by the clock gating(” during Sleep and Stop modes
Bit 25 Reserved, must be kept at reset value.
Bit 24 DFSDM1SMEN: DFSDM1 timer clocks enable during Sleep and Stop modes
Set and cleared by software.
0: DFSDM1 clocks disabled by the clock gating(” during Sleep and Stop modes
1: DFSDM1 clocks enabled by the clock gating(” during Sleep and Stop modes
Bit 23 Reserved, must be kept at reset value.
Bit 22 SAI2SMEN: SAI2 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: SAI2 clocks disabled by the clock gatingm during Sleep and Stop modes
1: SAI2 clocks enabled by the clock gating(") during Sleep and Stop modes
Bit 21 SAIMSMEN: SAI1 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: SAI1 clocks disabled by the clock gating(!) during Sleep and Stop modes
1: SAl1 clocks enabled by the clock gating(” during Sleep and Stop modes
Bits 20:19 Reserved, must be kept at reset value.
Bit 18 TIM17SMEN: TIM17 timer clocks enable during Sleep and Stop modes
Set and cleared by software.
0: TIM17 timer clocks disabled by the clock gating(” during Sleep and Stop modes
1: TIM17 timer clocks enabled by the clock gating(” during Sleep and Stop modes
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Bit 17 TIM16SMEN: TIM16 timer clocks enable during Sleep and Stop modes

Set and cleared by software.
0: TIM16 timer clocks disabled by the clock gating“) during Sleep and Stop modes
1: TIM16 timer clocks enabled by the clock gating(” during Sleep and Stop modes

Bit 16 TIM15SMEN: TIM15 timer clocks enable during Sleep and Stop modes

Set and cleared by software.
0: TIM15 timer clocks disabled by the clock gating“) during Sleep and Stop modes
1: TIM15 timer clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 15 Reserved, must be kept at reset value.

Bit 14 USART1SMEN: USART 1clocks enable during Sleep and Stop modes
Set and cleared by software.
0: USART1clocks disabled by the clock gating!") during Sleep and Stop modes
1: USART1clocks enabled by the clock gating!"!) during Sleep and Stop modes

Bit 13 TIM8SMEN: TIM8 timer clocks enable during Sleep and Stop modes
Set and cleared by software.
0: TIM8 timer clocks disabled by the clock gatingm during Sleep and Stop modes
1: TIM8 timer clocks enabled by the clock gating“) during Sleep and Stop modes

Bit 12 SPI1SMEN: SPI1 clocks enable during Sleep and Stop modes
Set and cleared by software.
0: SPI1 clocks disabled by the clock gating duringm Sleep and Stop modes
1: SPI1 clocks enabled by the clock gating duringm Sleep and Stop modes

Bit 11 TIM1SMEN: TIM1 timer clocks enable during Sleep and Stop modes
Set and cleared by software.
0: TIM1 timer clocks disabled by the clock gatingm during Sleep and Stop modes
1: TIM1P timer clocks enabled by the clock gatingm during Sleep and Stop modes

Bits 10:1 Reserved, must be kept at reset value.

Bit0 SYSCFGSMEN: SYSCFG + COMP + VREFBUF clocks enable during Sleep and Stop modes
Set and cleared by software.
0: SYSCFG + COMP + VREFBUF clocks disabled by the clock gating!!) during Sleep and
Stop modes
1: SYSCFG + COMP + VREFBUF clocks enabled by the clock gating“) during Sleep and
Stop modes

1. This register only configures the clock gating, not the clock source itself. Most of the peripherals are clocked by a single
clock (AHB or APB clock), which is always disabled in Stop mode. In this case setting the bit has no effect in Stop mode.

6.4.28 Peripherals independent clock configuration register (RCC_CCIPR)

Address: 0x88
Reset value: 0x0000 0000

Access: no wait states, word, half-word and byte access
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31

30 29 28

27 26

25 24

23 22

21 20

19 18

17 16

ADCSEL[1:0]

CLK48SEL[1:0]

LPTIM2SEL[1:0]

LPTIM1SEL[1:0

I2C3SEL[1:0]

w | w

w | w

w | w

w | w

w | w

15

14 13 12

1" 10

9 8

7 6

5 4

3 2

1 0

I2C2SEL[1:0]

12C1SEL[1:0]

LPUART1SEL[1:
0]

UART5SEL[1:0]

UARTASEL[1:0]

USART3SEL[1:0
]

USART2SEL[1:0]

USART1SEL[1:0
]

w

w w | w

w | w

w | w

w | w

w | w

w | w

w | w

Bit 31
Bit 30
Bits 29:28

Reserved, must be kept at reset value.
Reserved, must be kept at reset value.

ADCSEL[1:0]: ADCs clock source selection
These bits are set and cleared by software to select the clock source used by the ADC
interface.
00: No clock selected
01: PLLSAI1 “R” clock (PLLADC1CLK) selected as ADC clock
10: Reserved
11: System clock selected as ADCs clock

CLK48SEL[1:0]: 48 MHz clock source selection
These bits are set and cleared by software to select the 48 MHz clock source used by USB
OTG FS, RNG and SDMMC.
00: HSI48 clock selected as 48 MHz clock
01: PLLSAIM “Q” clock (PLL48M2CLK) selected as 48 MHz clock
10: PLL “Q” clock (PLL48M1CLK) selected as 48 MHz clock
11: MSI clock selected as 48 MHz clock

Bits 27:26

Bits 22:25
Bits 21:20

Reserved, must be kept at reset value.

LPTIM2SEL[1:0]: Low power timer 2 clock source selection
These bits are set and cleared by software to select the LPTIM2 clock source.
00: PCLK selected as LPTIM2 clock
01: LSI clock selected as LPTIM2 clock
10: HSI16 clock selected as LPTIM2 clock
11: LSE clock selected as LPTIM2 clock

Bits 19:18 LPTIM1SEL[1:0]: Low power timer 1 clock source selection
These bits are set and cleared by software to select the LPTIM1 clock source.
00: PCLK selected as LPTIM1 clock
01: LSI clock selected as LPTIM1 clock
10: HSI16 clock selected as LPTIM1 clock

11: LSE clock selected as LPTIM1 clock

12C3SEL[1:0]: I12C3 clock source selection
These bits are set and cleared by software to select the 12C3 clock source.
00: PCLK selected as 12C3 clock
01: System clock (SYSCLK) selected as 12C3 clock
10: HSI16 clock selected as 12C3 clock
11: Reserved

Bits 17:16
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Bits 15:14 12C2SEL[1:0]: I12C2 clock source selection
These bits are set and cleared by software to select the 12C2 clock source.
00: PCLK selected as 12C2 clock
01: System clock (SYSCLK) selected as 12C2 clock
10: HSI16 clock selected as 12C2 clock
11: Reserved

Bits 13:12 12C1SEL[1:0]: 12C1 clock source selection
These bits are set and cleared by software to select the 12C1 clock source.
00: PCLK selected as 12C1 clock
01: System clock (SYSCLK) selected as 12C1 clock
10: HSI16 clock selected as 12C1 clock
11: Reserved

Bits 11:10 LPUART1SEL[1:0]: LPUART1 clock source selection
These bits are set and cleared by software to select the LPUART1 clock source.
00: PCLK selected as LPUART1 clock
01: System clock (SYSCLK) selected as LPUART1 clock
10: HSI16 clock selected as LPUART1 clock
11: LSE clock selected as LPUART1 clock

Bits 9:8 UARTS5SEL[1:0]: UARTS5 clock source selection
These bits are set and cleared by software to select the UARTS clock source.
00: PCLK selected as UARTS5 clock
01: System clock (SYSCLK) selected as UARTS5 clock
10: HSI16 clock selected as UARTS5 clock
11: LSE clock selected as UARTS5 clock

Bits 7:6 UART4SEL[1:0]: UART4 clock source selection
This bit is set and cleared by software to select the UART4 clock source.
00: PCLK selected as UART4 clock
01: System clock (SYSCLK) selected as UART4 clock
10: HSI16 clock selected as UART4 clock
11: LSE clock selected as UART4 clock

Bits 5:4 USART3SEL[1:0]: USART3 clock source selection
This bit is set and cleared by software to select the USART3 clock source.
00: PCLK selected as USART3 clock
01: System clock (SYSCLK) selected as USART3 clock
10: HSI16 clock selected as USART3 clock
11: LSE clock selected as USART3 clock

Bits 3:2 USART2SEL[1:0]: USART2 clock source selection
This bit is set and cleared by software to select the USART2 clock source.
00: PCLK selected as USART2 clock
01: System clock (SYSCLK) selected as USART2 clock
10: HSI16 clock selected as USART2 clock
11: LSE clock selected as USART2 clock

Bits 1:0 USART1SEL[1:0]: USART1 clock source selection
This bit is set and cleared by software to select the USART1 clock source.
00: PCLK selected as USART1 clock
01: System clock (SYSCLK) selected as USART1 clock
10: HSI16 clock selected as USART1 clock
11: LSE clock selected as USART1 clock
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6.4.29 Backup domain control register (RCC_BDCR)
Address offset: 0x90
Reset value: 0x0000 0000, reset by Backup domain Reset, except LSCOSEL, LSCOEN
and BDRST which are reset only by Backup domain power-on reset.
Access: 0 < wait state < 3, word, half-word and byte access
Wait states are inserted in case of successive accesses to this register.
Note: The bits of the Backup domain control register (RCC_BDCR) are outside of the Vore
domain. As a result, after Reset, these bits are write-protected and the DBP bit in the
Section 5.4.1: Power control register 1 (PWR_CR1) has to be set before these can be
modified. Refer to Section 5.1.4: Battery backup domain on page 127 for further
information. These bits (except LSCOSEL, LSCOEN and BDRST) are only reset after a
Backup domain Reset (see Section 6.1.3: Backup domain reset). Any internal or external
Reset will not have any effect on these bits.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LSCOS | LSCOE
EL N BDRST
w w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
F;TNC RTCSEL[1:0] CLSSSED CIS_SEN LSEDRV[1:0] E\S(E ;35 LSEON
w w rw r rw w w w r rw
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Bits 31:26 Reserved, must be kept at reset value.

Bit 25 LSCOSEL: Low speed clock output selection

Set and cleared by software.
0: LSI clock selected
1: LSE clock selected

Bit 24 LSCOEN: Low speed clock output enable
Set and cleared by software.

0: Low speed clock output (LSCO) disable
1: Low speed clock output (LSCO) enable

Bits 23:17 Reserved, must be kept at reset value.

Bit 16 BDRST: Backup domain software reset
Set and cleared by software.
0: Reset not activated
1: Reset the entire Backup domain

Bit 15 RTCEN: RTC clock enable
Set and cleared by software.
0: RTC clock disabled
1: RTC clock enabled

Bits 14:10 Reserved, must be kept at reset value.
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6.4.30
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Bits 9:8

Bit 7
Bit 6

Bit 5

Bits 4:3

Bit 2

Bit 1

Bit O

RTCSEL[1:0]: RTC clock source selection
Set by software to select the clock source for the RTC. Once the RTC clock source has been
selected, it cannot be changed anymore unless the Backup domain is reset, or unless a
failure is detected on LSE (LSECSSD is set). The BDRST bit can be used to reset them.
00: No clock
01: LSE oscillator clock used as RTC clock
10: LSI oscillator clock used as RTC clock
11: HSE oscillator clock divided by 32 used as RTC clock

Reserved, must be kept at reset value.

LSECSSD CSS on LSE failure Detection
Set by hardware to indicate when a failure has been detected by the Clock Security System
on the external 32 kHz oscillator (LSE).
0: No failure detected on LSE (32 kHz oscillator)
1: Failure detected on LSE (32 kHz oscillator)

LSECSSON CSS on LSE enable
Set by software to enable the Clock Security System on LSE (32 kHz oscillator).
LSECSSON must be enabled after the LSE oscillator is enabled (LSEON bit enabled) and
ready (LSERDY flag set by hardware), and after the RTCSEL bit is selected.
Once enabled this bit cannot be disabled, except after a LSE failure detection (LSECSSD
=1). In that case the software MUST disable the LSECSSON bit.
0: CSS on LSE (32 kHz external oscillator) OFF
1: CSS on LSE (32 kHz external oscillator) ON

LSEDRV[1:0] LSE oscillator drive capability
Set by software to modulate the LSE oscillator’s drive capability.
00: ‘Xtal mode’ lower driving capability
01: ‘Xtal mode’ medium low driving capability
10: ‘Xtal mode’ medium high driving capability
11: “Xtal mode’ higher driving capability
The oscillator is in Xtal mode when it is not in bypass mode.

LSEBYP: LSE oscillator bypass
Set and cleared by software to bypass oscillator in debug mode. This bit can be written only
when the external 32 kHz oscillator is disabled (LSEON=0 and LSERDY=0).
0: LSE oscillator not bypassed
1: LSE oscillator bypassed

LSERDY: LSE oscillator ready

Set and cleared by hardware to indicate when the external 32 kHz oscillator is stable. After
the LSEON bit is cleared, LSERDY goes low after 6 external low-speed oscillator clock
cycles.

0: LSE oscillator not ready

1: LSE oscillator ready

LSEON: LSE oscillator enable

Set and cleared by software.
0: LSE oscillator OFF
1: LSE oscillator ON

Control/status register (RCC_CSR)
Address: 0x94

3
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Reset

value: 0x0C00 0600, reset by system Reset, except reset flags by power Reset only.

Access: 0 < wait state < 3, word, half-word and byte access

Wait states are inserted in case of successive accesses to this register.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LPWR | WWDG | IWWG | SFTRS | BORR | PINRS | OBLRS | FWRST | o\ .
RSTF | RSTF | RSTF | TF STF TF TF F
r r r r r r r r w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MSISRANGE[3:0] LSIRDY | LSION
w | rw | w | w r w
Bit 31 LPWRRSTF: Low-power reset flag
Set by hardware when a reset occurs due to illegal Stop, Standby or Shutdown mode entry.
Cleared by writing to the RMVF bit.
0: No illegal mode reset occurred
1: lllegal mode reset occurred
Bit 30 WWDGRSTF: Window watchdog reset flag

3

Bit 29

Bit 28

Bit 27

Bit 26

Bit 25

Set by hardware when a window watchdog reset occurs.
Cleared by writing to the RMVF bit.

0: No window watchdog reset occurred

1: Window watchdog reset occurred

IWDGRSTF: Independent window watchdog reset flag

Set by hardware when an independent watchdog reset domain occurs.
Cleared by writing to the RMVF bit.

0: No independent watchdog reset occurred

1: Independent watchdog reset occurred

SFTRSTF: Software reset flag

Set by hardware when a software reset occurs.
Cleared by writing to the RMVF bit.

0: No software reset occurred

1: Software reset occurred

BORRSTF: BOR flag
Set by hardware when a BOR occurs.
Cleared by writing to the RMVF bit.
0: No BOR occurred
1: BOR occurred

PINRSTF: Pin reset flag

Set by hardware when a reset from the NRST pin occurs.
Cleared by writing to the RMVF bit.

0: No reset from NRST pin occurred

1: Reset from NRST pin occurred

OBLRSTF: Option byte loader reset flag
Set by hardware when a reset from the Option Byte loading occurs.
Cleared by writing to the RMVF bit.
0: No reset from Option Byte loading occurred
1: Reset from Option Byte loading occurred
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Bit 24 FWRSTF: Firewall reset flag
Set by hardware when a reset from the firewall occurs.
Cleared by writing to the RMVF bit.
0: No reset from the firewall occurred
1: Reset from the firewall occurred

Bit 23 RMVF: Remove reset flag
Set by software to clear the reset flags.
0: No effect
1: Clear the reset flags

Bits 22:12 Reserved, must be kept at reset value.

Bits 11:8 MSISRANGE[3:0] MSI range after Standby mode

Set by software to chose the MSI frequency at startup. This range is used after exiting
Standby mode until MSIRGSEL is set. After a pad or a power-on reset, the range is always
4 MHz. MSISRANGE can be written only when MSIRGSEL = ‘1.

0100: Range 4 around 1 MHz

0101: Range 5 around 2 MHz

0101: Range 6 around 4 MHz (reset value)

0111: Range 7 around 8 MHz

others: Reserved

Note: Changing the MSISRANGE does not change the current MSI frequency.
Bits 7:2 Reserved, must be kept at reset value.

Bit 1 LSIRDY: LSI oscillator ready

Set and cleared by hardware to indicate when the LS| oscillator is stable. After the LSION bit
is cleared, LSIRDY goes low after 3 LSI oscillator clock cycles. This bit can be set even if
LSION = 0 if the LSl is requested by the Clock Security System on LSE, by the Independent
Watchdog or by the RTC.

0: LSI oscillator not ready

1: LSl oscillator ready

Bit 0 LSION: LSI oscillator enable
Set and cleared by software.
0: LSI oscillator OFF
1: LSl oscillator ON

6.4.31 Clock recovery RC register (RCC_CRRCR)

Address: 0x98
Reset value: 0x0000 XXX0 where X is factory-programmed.

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
] HSI48R | HSI480
HSI48CAL[8:0] DY N
r | r | r | r | r | r | r | r | r r rw
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Bits 31:16 Reserved, must be kept at reset value

Bits 15:7 HSI48CAL[8:0]: HSI48 clock calibration
These bits are initialized at startup with the factory-programmed HSI48 calibration trim value.
They are ready only.

Bits 6:2 Reserved, must be kept at reset value

Bit 1 HSI48RDY: HSI48 clock ready flag
Set by hardware to indicate that HS148 oscillator is stable. This bit is set only when HSI48 is
enabled by software by setting HSI480N.
0: HSI48 oscillator not ready
1: HSI48 oscillator ready

Bit 0 HSI480N: HSI48 clock enable
Set and cleared by software.
Cleared by hardware to stop the HSI48 when entering in Stop, Standby or Shutdown modes.
0: HSI48 oscillator OFF
1: HSI48 oscillator ON

6.4.32 Peripherals independent clock configuration register (RCC_CCIPR2)

Address: 0x9C
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access

Wait states are inserted in case of successive accesses to this register.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OSPISEL[1:0] PLLSAIg]DIVR[1:
w rw
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SDMMC DSISE . ) ADFSDMSEL[1: | DFSD )
SEL L SAI2SEL[2:0] SAIMSEL[2:0] 0l MSEL | |2C4SEL[1:0]
w w rw w rw w w
Bits 31:22 Reserved, must be kept at reset value.
Bits 21:20 OSPISEL: Octospi clock source selection
Set and reset by software.
00: system clock selected as OctoSPI kernel clock
01: MSI clock selected as OctoSPI kernel clock
10: PLL48M1CLK clock selected as OctoSPI kernel clock
11: reserved
Bits 19:18 Reserved, must be kept at reset value.
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Bits 17:16

Bit 15
Bit 14

Bit 13
Bit 12

Bit 11
Bits 10:8

290/2069

PLLSAI2DIVR: division factor for LTDC clock
Set and reset by software to control the frequency of LTDC clock.
These bits can only be written when PLLSAI2 is disabled.
LTDC clock frequency = f(PLLSAI2_R) / PLLSAI2DIVR with 2 <= PLLSAI2DIVR <= 16
00: PLLSAI2DIVR = /2
01: PLLSAI2DIVR = /4
10: PLLSAI2DIVR =/8
11: PLLSAI2DIVR = /16

Reserved, must be kept at reset value.

SDMMCSEL: SDMMC clock selection

Set and reset by software.

This bit allows to select the SDMMC kernel clock source between PLLP clock (PLLSAI3CLK)

or clock from internal multiplexor.

It is recommended to change this bit only after reset and before enabling the SDMMC module.
0: 48 MHz clock is selected as SDMMC kernel clock

1: PLLSAI3CLK is selected as SDMMC kernel clock, used in case higher frequency than
48MHz is needed (for SDR50 mode).

Reserved, must be kept at reset value.

DSISEL clock selection
Set and reset by software.

This bit allows to select the DSI byte lane clock source between PLLDSICLK clock or clock
from DSI-PHY.

It is recommended to change this bit only after reset and before to enable the DSI module.
0: DSI-PHY is selected as DSI byte lane clock source (usual case)

1: PLLDSICLK is selected as DSI byte lane clock source, used in case DSI PLL and DSI-
PHY are off (low-power mode).

Reserved, must be kept at reset value.

SAI2SEL: SAI2 clock source selection
Set and reset by software.
If the selected clock is the external clock and this clock is stopped it is not possible to switch to
another clock. The user must switch to another clock before stopping the external clock.
000: PLLSAIMCLK clock is selected as SAI2 clock
001: PLLSAI2CLK clock is selected as SAI2 clock
010: PLLSAI3CLK clock is selected as SAI2 clock
011: External clock SAI2_EXTCLK clock selected as SAI2 clock
100: HSI clock selected as SAI2 clock
Other configuration are reserved

3
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Bits 7:5 SAIMSEL.: SAIl1 clock source selection
Set and reset by software.

If the selected clock is the external clock and this clock is stopped it is not possible to switch to
another clock.
The user must switch to another clock before stopping the external clock.
000: PLLSAI1CLK clock is selected as SAI1 clock
001: PLLSAI2CLK clock is selected as SAI1 clock
010: PLLSAI3CLK clock is selected as SAI11 clock
011: External clock SAI1_EXTCLK is selected as SAI1 clock
100: HSI clock selected as SAI2 clock
Other configuration are reserved

Bits 4:3 ADFSDMSEL.: Digital filter for sigma delta modulator audio clock source selection
Set and reset by software.
00: SAl1clock selected as DFSDM audio clock
01: HSI clock selected as DFSDM audio clock
10: MSI clock selected as DFSDM audio clock
11: reserved

Bit 2 DFSDMSEL: Digital filter for sigma delta modulator kernel clock source selection
Set and reset by software.
0: APB2 clock (PCLK2) selected as DFSDM kernel clock
1: System clock selected as DFSDM kernel clock

Bits 1:0 12C4SEL[1:0]: 12C4 clock source selection
These bits are set and cleared by software to select the 12C4 clock source.
00: PCLK selected as 12C4 clock
01: System clock (SYSCLK) selected as 12C4 clock
10: HSI116 clock selected as 12C4 clock
11: reserved

6.4.33 RCC register map

The following table gives the RCC register map and the reset values.

Table 35. RCC register map and reset values

°fft' Register |5/3|2|2|N|&%(3IQX|3 (22 |x|ee|2 (2| |20 |o|~|o0|v|<|o|~|~|o
se
>|zl%=|=z = _
215|210 |=|= z|2|x|z D> |5| > |MSIRANG |E || >| =
oY== 80 OEIIO u|2|x|§ @3a|E
RCC_CR <= %D o |85 (D 2w E O|=|xz|Q
0x00 I = ||| 2 olalX|e . x5 R
e e O|Z|Z|T 2lx|m|T| B |ajg=|=
alr|z| T sS|=
Reset value olojojofo]o ololo]o 00000‘1|1‘00011
0x04 | RCC_ICSCR HSITRIM[6:0] HSICAL[7:0] MSITRIM[7:0] MSICAL[7:0]
Reset value 1‘0|0 0‘0|0‘0 X|x|x|[x|[x|x|x|x|0|O0 O‘O‘O O‘O‘O x‘x|x‘x x‘x x|x
S
ocs | ReC CRGR MEDP | McosEL 2| |PPRE2|PPREN| o ISWS| SW
X - , [3:0] a [2:0] | [2:0] 01| 11:01
[2:0] 9
wn
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Table 35. RCC register map and reset values (continued)

2§ Register |5/3|2|%|N|&|%[3IQ%|s (22 |x|ee|2 (2| |20 |o|~|o0|v|<|o|~|~|o
Resetvalue | |0]|0]olo]o|o]0 ol |olololo]ololo]ofololo]o]o]0
z| |PLL|Z e PLL
PLLR|LW L O (L PLLN PLLM
RCC_PLL lp|| ppivia:o)| || | @ |G Sla . . SRC
oxoc|  CFGR RO I Y e B B [6:0] [3:0] 10
o Vg o [1:0]
Reset value o‘o‘o|o‘o o|00 o‘oo olo o‘o‘1‘o|o‘o‘o o‘o|o‘o olo
P Z zZ
PLL |G| |PLL |5 ol
PTESCA—H PLLSAITPD! \sann || [sann|2] | |5|E PLLSANN  |PLLSAIM
n . .
0x10 [4:0] R |& < 2 [6:0] [3:0]
[1:0]|=| |[1:0]1|2 ala
o o o
Reset value o‘o‘o|o‘o o|oo o‘oo olo o‘o‘1‘o|o‘o‘o o‘o|o‘o
PLLz| | & |z -
Ll ~— L o (L
RCC_ | PLLSAI2PDI sgz = |5 |9 i PLLSAIZN BLLSAIZM
PLLSAI2 v < |z |< gl 6:0] [3:0]
0x14 | CFGR [4:0] [101|4 | & |4 =9
— = | o
o T |z o
Reset value |[0(0({0{0|0|0|0]|O0 0(0|0 0|0 o|0|1|0|0|0|0O[0O|0O|0O]|O
W W
= 2= 20 W | Ly
NHEREREENEEES
alo| |lzlzl===1>=%==
[a]l=)] [a]la)
RCC_CIER B Sc|z2|z |2 2|2 |8
0x18 < | W <|<|S(W|= w|=
02 |2%Z 221222
|- a|a T -
oo
Reset value 0(0 0o|0({0|0|0O|0O|O|O
Lo L
w >[>
> | ooy e e
HAEERREEE
RCC_CIFR wagggmﬁggmm
oae 5%°1222(2/2124|2
I_I _|_|D'I —
oo
Reset value o|0|j0|0O|O|0O|0O|0O|O|O]|O
0|0
&) ==
(@) [o11®) 0|0
o202 2(3525/5
RCC_CICR %ngiﬁﬁﬂéﬂ—ﬁﬁg
T 33T -
oo
Reset value o|jojojofo|ofojofojo|0
[ =
0= 0
¥|2|= = & %65
RCC_ 2\5|2 02 & x| &<
0x28 | AHB1RSTR s|29 O 2 §<§r<§z
E§|— O i <315
(.')D (TH >
[m]
Reset value 0|00 0 0 0|0]|0
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Table 35. RCC register map and reset values (continued)

RM0432
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Table 35. RCC register map and reset values (continued)
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Table 35. RCC register map and reset values (continued)
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Clock recovery system (CRS)

Introduction

The clock recovery system (CRS) is an advanced digital controller acting on the internal
fine-granularity trimmable RC oscillator HSI48. The CRS provides powerful means for
oscillator output frequency evaluation, based on comparison with a selectable
synchronization signal. It is capable of doing automatic adjustment of oscillator trimming
based on the measured frequency error value, while keeping the possibility of a manual
trimming.

The CRS is ideally suited to provide a precise clock to the USB peripheral. In such case, the
synchronization signal can be derived from the start-of-frame (SOF) packet signalization on
the USB bus, which is sent by a USB host at precise 1-ms intervals.

The synchronization signal can also be derived from the LSE oscillator output or it can be
generated by user software.

CRS main features

e  Selectable synchronization source with programmable prescaler and polarity:
—  External pin
—  LSE oscillator output
— USB SOF packet reception
e Possibility to generate synchronization pulses by software
e Automatic oscillator trimming capability with no need of CPU action
e  Manual control option for faster start-up convergence
e  16-bit frequency error counter with automatic error value capture and reload
e  Programmable limit for automatic frequency error value evaluation and status reporting
e  Maskable interrupts/events:
—  Expected synchronization (ESYNC)
—  Synchronization OK (SYNCOK)
—  Synchronization warning (SYNCWARN)
—  Synchronization or trimming error (ERR)
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7.3 CRS functional description
7.31 CRS block diagram
Figure 20. CRS block diagram
CRS_SYNC
GPIO
SYNCSRC SWSYNC
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RCC RC 48 MHz »|  16-bit counter
RELOAD
HSI48  To USB
To RNG
MSv34708V1
7.3.2 Synchronization input

3

The CRS synchronization (SYNC) source, selectable through the CRS_CFGR register, can
be the signal from the LSE clock or the USB SOF signal. For a better robustness of the
SYNC input, a simple digital filter (2 out of 3 majority votes, sampled by the RC48 clock) is
implemented to filter out any glitches. This source signal also has a configurable polarity
and can then be divided by a programmable binary prescaler to obtain a synchronization
signal in a suitable frequency range (usually around 1 kHz).

For more information on the CRS synchronization source configuration, refer to
Section 7.6.2: CRS configuration register (CRS_CFGR).

It is also possible to generate a synchronization event by software, by setting the SWSYNC
bit in the CRS_CR register.
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7.3.3

Frequency error measurement

The frequency error counter is a 16-bit down/up counter which is reloaded with the RELOAD
value on each SYNC event. It starts counting down till it reaches the zero value, where the
ESYNC (expected synchronization) event is generated. Then it starts counting up to the
OUTRANGE limit where it eventually stops (if no SYNC event is received) and generates a
SYNCMISS event. The OUTRANGE limit is defined as the frequency error limit (FELIM field
of the CRS_CFGR register) multiplied by 128.

When the SYNC event is detected, the actual value of the frequency error counter and its
counting direction are stored in the FECAP (frequency error capture) field and in the FEDIR
(frequency error direction) bit of the CRS_ISR register. When the SYNC event is detected
during the downcounting phase (before reaching the zero value), it means that the actual
frequency is lower than the target (and so, that the TRIM value should be incremented),
while when it is detected during the upcounting phase it means that the actual frequency is
higher (and that the TRIM value should be decremented).

Figure 21. CRS counter behavior
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734 Frequency error evaluation and automatic trimming

The measured frequency error is evaluated by comparing its value with a set of limits:

—  TOLERANCE LIMIT, given directly in the FELIM field of the CRS_CFGR register
—  WARNING LIMIT, defined as 3 * FELIM value
— OUTRANGE (error limit), defined as 128 * FELIM value

The result of this comparison is used to generate the status indication and also to control the

automatic trimming which is enabled by setting the AUTOTRIMEN bit in the CRS_CR

register:

e  When the frequency error is below the tolerance limit, it means that the actual trimming
value in the TRIM field is the optimal one and that then, no trimming action is
necessary.

— SYNCOK status indicated
—  TRIM value not changed in AUTOTRIM mode

e  When the frequency error is below the warning limit but above or equal to the tolerance
limit, it means that some trimming action is necessary but that adjustment by one
trimming step is enough to reach the optimal TRIM value.

— SYNCOK status indicated
—  TRIM value adjusted by one trimming step in AUTOTRIM mode

e  When the frequency error is above or equal to the warning limit but below the error
limit, it means that a stronger trimming action is necessary, and there is a risk that the
optimal TRIM value will not be reached for the next period.

— SYNCWARN status indicated
—  TRIM value adjusted by two trimming steps in AUTOTRIM mode

e When the frequency error is above or equal to the error limit, it means that the
frequency is out of the trimming range. This can also happen when the SYNC input is
not clean or when some SYNC pulse is missing (for example when one USB SOF is
corrupted).

— SYNCERR or SYNCMISS status indicated
—  TRIM value not changed in AUTOTRIM mode
Note: If the actual value of the TRIM field is so close to its limits that the automatic trimming would
force it to overflow or underflow, then the TRIM value is set just to the limit and the

TRIMOVF status is indicated.

In AUTOTRIM mode (AUTOTRIMEN bit set in the CRS_CR register), the TRIM field of

CRS_CR is adjusted by hardware and is read-only.

7.3.5 CRS initialization and configuration

3

RELOAD value

The RELOAD value should be selected according to the ratio between the target frequency
and the frequency of the synchronization source after prescaling. It is then decreased by
one in order to reach the expected synchronization on the zero value. The formula is the
following:

RELOAD = (frarceT / fsyne) - 1

The reset value of the RELOAD field corresponds to a target frequency of 48 MHz and a
synchronization signal frequency of 1 kHz (SOF signal from USB).
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FELIM value

The selection of the FELIM value is closely coupled with the HS148 oscillator characteristics
and its typical trimming step size. The optimal value corresponds to half of the trimming step
size, expressed as a number of HSI48 oscillator clock ticks. The following formula can be
used:

FELIM = (frarceT / fsync) * STEP[%] / 100% / 2

The result should be always rounded up to the nearest integer value in order to obtain the
best trimming response. If frequent trimming actions are not wanted in the application, the
trimming hysteresis can be increased by increasing slightly the FELIM value.

The reset value of the FELIM field corresponds to (frargeT / fsyne) = 48000 and to a typical
trimming step size of 0.14%.

There is no hardware protection from a wrong configuration of the RELOAD and FELIM
fields which can lead to an erratic trimming response. The expected operational mode
requires proper setup of the RELOAD value (according to the synchronization source
frequency), which is also greater than 128 * FELIM value (OUTRANGE limit).

CRS low-power modes

Table 36. Effect of low-power modes on CRS

Mode Description
Slee No effect.
P CRS interrupts cause the device to exit the Sleep mode.
Stop CRS registers are frozen.
The CRS stops operating until the Stop or Standby mode is exited and the HSI48 oscillator
Standby | restarted.

CRS interrupts

Table 37. Interrupt control bits

Enable Clear
Interrupt event Event flag control bit flag bit
Expected synchronization ESYNCF ESYNCIE ESYNCC
Synchronization OK SYNCOKF SYNCOKIE SYNCOKC
Synchronization warning SYNCWARNF | SYNCWARNIE | SYNCWARNC
Synchronization or trimming error
(TRIMOVF, SYNCMISS, SYNCERR) ERRF ERRIE ERRC

RM0432 Rev 4

3




RMO0432 Clock recovery system (CRS)

7.6 CRS registers

Refer to Section 1.2 on page 75 of the reference manual for a list of abbreviations used in
register descriptions.

The peripheral registers can be accessed by words (32-bit).

7.6.1 CRS control register (CRS_CR)

Address offset: 0x00
Reset value: 0x0000 4000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
. SwW AUTO ESYNC SYNC | SYNC
TRIME:0] SYNC | TRIMEN CEN IE ERRIE WARNIE | OKIE
rw | rw | w | w | w | w | rw rt_w w rw w w w w

Bits 31:15 Reserved, must be kept at reset value.

Bits 14:8 TRIM[6:0]: HSI48 oscillator smooth trimming
These bits provide a user-programmable trimming value to the HS148 oscillator. They can be
programmed to adjust to variations in voltage and temperature that influence the frequency
of the HS148 oscillator.
The default value is 64, which corresponds to the middle of the trimming interval. The
trimming step is specified in the product datasheet. A higher TRIM value corresponds to a
higher output frequency.
When the AUTOTRIMEN bit is set, this field is controlled by hardware and is read-only.

Bit 7 SWSYNC: Generate software SYNC event
This bit is set by software in order to generate a software SYNC event. It is automatically
cleared by hardware.
0: No action
1: A software SYNC event is generated.

Bit 6 AUTOTRIMEN: Automatic trimming enable
This bit enables the automatic hardware adjustment of TRIM bits according to the measured
frequency error between two SYNC events. If this bit is set, the TRIM bits are read-only. The
TRIM value can be adjusted by hardware by one or two steps at a time, depending on the
measured frequency error value. Refer to Section 7.3.4: Frequency error evaluation and
automatic trimming for more details.
0: Automatic trimming disabled, TRIM bits can be adjusted by the user.
1: Automatic trimming enabled, TRIM bits are read-only and under hardware control.

Bit 5 CEN: Frequency error counter enable
This bit enables the oscillator clock for the frequency error counter.
0: Frequency error counter disabled
1: Frequency error counter enabled
When this bit is set, the CRS_CFGR register is write-protected and cannot be modified.

Bit 4 Reserved, must be kept at reset value.
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Bit 3 ESYNCIE: Expected SYNC interrupt enable
0: Expected SYNC (ESYNCF) interrupt disabled
1: Expected SYNC (ESYNCF) interrupt enabled

Bit 2 ERRIE: Synchronization or trimming error interrupt enable
0: Synchronization or trimming error (ERRF) interrupt disabled
1: Synchronization or trimming error (ERRF) interrupt enabled

Bit 1 SYNCWARNIE: SYNC warning interrupt enable
0: SYNC warning (SYNCWARNF) interrupt disabled
1: SYNC warning (SYNCWARNF) interrupt enabled

Bit 0 SYNCOKIE: SYNC event OK interrupt enable
0: SYNC event OK (SYNCOKF) interrupt disabled
1: SYNC event OK (SYNCOKF) interrupt enabled

7.6.2 CRS configuration register (CRS_CFGR)
This register can be written only when the frequency error counter is disabled (CEN bit is
cleared in CRS_CR). When the counter is enabled, this register is write-protected.
Address offset: 0x04
Reset value: 0x2022 BB7F
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SYNCPOL SYNCSRC[1:0] SYNCDIV[2:0] FELIM[7:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RELOAD[15:0]
Bit 31 SYNCPOL: SYNC polarity selection
This bit is set and cleared by software to select the input polarity for the SYNC signal source.
0: SYNC active on rising edge (default)
1: SYNC active on falling edge
Bit 30 Reserved, must be kept at reset value.
Bits 29:28 SYNCSRC[1:0]: SYNC signal source selection
These bits are set and cleared by software to select the SYNC signal source.
00: GPIO selected as SYNC signal source
01: LSE selected as SYNC signal source
10: USB SOF selected as SYNC signal source (default).
11: Reserved
Note: When using USB LPM (Link Power Management) and the device is in Sleep mode, the
periodic USB SOF will not be generated by the host. No SYNC signal will therefore be
provided to the CRS to calibrate the HSI48 oscillator on the run. To guarantee the
required clock precision after waking up from Sleep mode, the LSE or reference clock
on the GPIOs should be used as SYNC signal.
Bit 27 Reserved, must be kept at reset value.
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Bits 26:24 SYNCDIV[2:0]: SYNC divider
These bits are set and cleared by software to control the division factor of the SYNC signal.
000: SYNC not divided (default)
001: SYNC divided by 2
010: SYNC divided by 4
011: SYNC divided by 8
100: SYNC divided by 16
101: SYNC divided by 32
110: SYNC divided by 64
111: SYNC divided by 128

Bits 23:16 FELIM[7:0]: Frequency error limit

FELIM contains the value to be used to evaluate the captured frequency error value latched
in the FECAP[15:0] bits of the CRS_ISR register. Refer to Section 7.3.4: Frequency error
evaluation and automatic trimming for more details about FECAP evaluation.

Bits 15:0 RELOADI[15:0]: Counter reload value

RELOAD is the value to be loaded in the frequency error counter with each SYNC event.

Refer to Section 7.3.3: Frequency error measurement for more details about counter
behavior.

7.6.3 CRS interrupt and status register (CRS_ISR)

Address offset: 0x08
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FECAP[15:0]
r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RS comer] eme | e | Tae

r r r r r r r r

Bits 31:16 FECAP[15:0]: Frequency error capture
FECARP is the frequency error counter value latched in the time of the last SYNC event.

Refer to Section 7.3.4: Frequency error evaluation and automatic trimming for more details
about FECAP usage.

Bit 15 FEDIR: Frequency error direction
FEDIR is the counting direction of the frequency error counter latched in the time of the last
SYNC event. It shows whether the actual frequency is below or above the target.
0: Upcounting direction, the actual frequency is above the target.
1: Downcounting direction, the actual frequency is below the target.

Bits 14:11 Reserved, must be kept at reset value.

Bit 10 TRIMOVF: Trimming overflow or underflow

This flag is set by hardware when the automatic trimming tries to over- or under-flow the
TRIM value. An interrupt is generated if the ERRIE bit is set in the CRS_CR register. It is
cleared by software by setting the ERRC bit in the CRS_ICR register.

0: No trimming error signalized

1: Trimming error signalized
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Bit 9 SYNCMISS: SYNC missed

This flag is set by hardware when the frequency error counter reached value FELIM * 128
and no SYNC was detected, meaning either that a SYNC pulse was missed or that the
frequency error is too big (internal frequency too high) to be compensated by adjusting the
TRIM value, and that some other action should be taken. At this point, the frequency error
counter is stopped (waiting for a next SYNC) and an interrupt is generated if the ERRIE bit is
set in the CRS_CR register. It is cleared by software by setting the ERRC bit in the
CRS_ICR register.

0: No SYNC missed error signalized

1: SYNC missed error signalized

Bit 8 SYNCERR: SYNC error

This flag is set by hardware when the SYNC pulse arrives before the ESYNC event and the
measured frequency error is greater than or equal to FELIM * 128. This means that the
frequency error is too big (internal frequency too low) to be compensated by adjusting the
TRIM value, and that some other action should be taken. An interrupt is generated if the
ERRIE bit is set in the CRS_CR register. It is cleared by software by setting the ERRC bit in
the CRS_ICR register.

0: No SYNC error signalized

1: SYNC error signalized

Bits 7:4 Reserved, must be kept at reset value.

Bit 3 ESYNCF: Expected SYNC flag

This flag is set by hardware when the frequency error counter reached a zero value. An
interrupt is generated if the ESYNCIE bit is set in the CRS_CR register. It is cleared by
software by setting the ESYNCC bit in the CRS_ICR register.

0: No expected SYNC signalized

1: Expected SYNC signalized

Bit 2 ERRF: Error flag

This flag is set by hardware in case of any synchronization or trimming error. It is the logical
OR of the TRIMOVF, SYNCMISS and SYNCERR bits. An interrupt is generated if the ERRIE
bit is set in the CRS_CR register. It is cleared by software in reaction to setting the ERRC bit
in the CRS_ICR register, which clears the TRIMOVF, SYNCMISS and SYNCERR bits.

0: No synchronization or trimming error signalized

1: Synchronization or trimming error signalized

Bit 1 SYNCWARNF: SYNC warning flag

This flag is set by hardware when the measured frequency error is greater than or equal to
FELIM * 3, but smaller than FELIM * 128. This means that to compensate the frequency
error, the TRIM value must be adjusted by two steps or more. An interrupt is generated if the
SYNCWARNIE bit is set in the CRS_CR register. It is cleared by software by setting the
SYNCWARNC bit in the CRS_ICR register.

0: No SYNC warning signalized

1: SYNC warning signalized

Bit 0 SYNCOKF: SYNC event OK flag

This flag is set by hardware when the measured frequency error is smaller than FELIM * 3.
This means that either no adjustment of the TRIM value is needed or that an adjustment by
one trimming step is enough to compensate the frequency error. An interrupt is generated if
the SYNCOKIE bit is set in the CRS_CR register. It is cleared by software by setting the
SYNCOKC bit in the CRS_ICR register.

0: No SYNC event OK signalized

1: SYNC event OK signalized
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7.6.4 CRS interrupt flag clear register (CRS_ICR)

Address offset: 0x0C
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
SYNC | SYNC
ESYNCC | ERRC WARNC | OKC
w w w w

Bits 31:4 Reserved, must be kept at reset value.

Bit 3 ESYNCC: Expected SYNC clear flag
Writing 1 to this bit clears the ESYNCF flag in the CRS_ISR register.

Bit 2 ERRC: Error clear flag

Writing 1 to this bit clears TRIMOVF, SYNCMISS and SYNCERR bits and consequently also
the ERRF flag in the CRS_ISR register.

Bit 1 SYNCWARNC: SYNC warning clear flag
Writing 1 to this bit clears the SYNCWARNF flag in the CRS_ISR register.

Bit0 SYNCOKC: SYNC event OK clear flag
Writing 1 to this bit clears the SYNCOKF flag in the CRS_ISR register.
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7.6.5 CRS register map

Table 38. CRS register map and reset values

Offset | Register |52 &| 8 |N[Q 2| 3 2|/ 5] 2/ 2[x| 22| I 2| N | 2| | 0| ~| 0| 0| <[ | | | ©
z w
w w
2\= &y Zls
S|l 2 Ql=|<|o
CRS_CR TRIM[6:0] HlEG z|z|£|8
0x00 =|0|© ol 5 S|z
0|5 w 2%
< n
Reset value 1‘0‘0‘0‘0‘0‘000000000
-
2| |syNC SYNC
CRS_CFGR | O SRC DIV FELIM[7:0] RELOAD[15:0]
0x04 Z [1:0] [2:0]
)
Reset value | 0 1‘0 o‘o|o o‘o|1‘o‘o|o‘1‘o1o1 tlafolalalola|1]11]1]1]1
0 b
x Lol & olul & ¥
3 | S| u ikl <9
CRS_ISR FECAP[15:0] a =| 3| o Z ¥l 2|0
0x08 w Z| < £ ol wl Q| €
o » w S|l o
%)
Resetvalue |[0|0|0|0|0|0o|0o|o|o|o|0|0o|l0o|l0|0|O]O o|o]|o0 ojofo]o
2l o
3l o £
CRS_ICR g =HEE
0x0C 0| W
i g b
w
Reset value 0(0j|0|o0
Refer to Section 2.2.2 on page 82 for the register boundary addresses.
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General-purpose 1/0s (GPIO)

Introduction

Each general-purpose I/O port has four 32-bit configuration registers (GPIOx_MODER,
GPIOx_OTYPER, GPIOx_OSPEEDR and GPIOx_PUPDR), two 32-bit data registers
(GPIOx_IDR and GPIOx_ODR) and a 32-bit set/reset register (GPIOx_BSRR). In addition
all GPIOs have a 32-bit locking register (GPIOx_LCKR) and two 32-bit alternate function
selection registers (GPIOx_AFRH and GPIOx_AFRL).

GPIO main features

e  Output states: push-pull or open drain + pull-up/down

e  Output data from output data register (GPIOx_ODR) or peripheral (alternate function
output)

e  Speed selection for each I/O

e Input states: floating, pull-up/down, analog

e Input data to input data register (GPIOx_IDR) or peripheral (alternate function input)
e Bit set and reset register (GPIOx_ BSRR) for bitwise write access to GPIOx_ODR

e  Locking mechanism (GPIOx_LCKR) provided to freeze the I/O port configurations

e Analog function

e Alternate function selection registers

e Fast toggle capable of changing every two clock cycles

e Highly flexible pin multiplexing allows the use of I/O pins as GPIOs or as one of several
peripheral functions

GPIO functional description

Subject to the specific hardware characteristics of each I/O port listed in the datasheet, each
port bit of the general-purpose 1/0 (GPIO) ports can be individually configured by software in
several modes:

e Input floating

e Input pull-up

e Input-pull-down

e Analog

e  Output open-drain with pull-up or pull-down capability

e Output push-pull with pull-up or pull-down capability

e  Alternate function push-pull with pull-up or pull-down capability

e Alternate function open-drain with pull-up or pull-down capability

Each 1/O port bit is freely programmable, however the 1/O port registers have to be
accessed as 32-bit words, half-words or bytes. The purpose of the GPIOx_BSRR and
GPIOx_BRR registers is to allow atomic read/modify accesses to any of the GPIOx_ODR

registers. In this way, there is no risk of an IRQ occurring between the read and the modify
access.
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Figure 22 and Figure 23 show the basic structures of a standard and a 5-Volt tolerant 1/0
port bit, respectively. Table 39 gives the possible port bit configurations.

Figure 22. Basic structure of an /O port bit

r— - - - — — — — — — — B
To on-chip < Analog | |
peripheral 4 Alternate function input | |
5 | on/off |
, Read % | )/I |
< o I K| 1 Vobiox DDiox
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g :‘-5 | triager I ﬂ| Protection
a2 |3 | 99 onoft diode
2 g
Write % sl | TFE=E=—-———— o IO pin
17 [%]
[ = TNmwAn  — — — — — — 1
= o V
[ © DDIOX on/off| Protection
= © diode
; 5 Output PMOS | Vss
=3 utpu Vss
L | E control | A
Read/write N-MOS |
L Vss
- Push-pull
From on-chip l
peripheral Alternate function output 3%2%@2“ or |
- — — — — — — == — - Analog
MS31476V1
Figure 23. Basic structure of a 5-Volt tolerant /O port bit
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1. Vpp_fris a potential specific to five-volt tolerant 1/Os and different from Vpp.
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Table 39. Port bit configuration table(!)

MODE(i) . OSPEED(i) PUPD(i) . .
[1:0] OTYPER(i) [1:0] [1:0] 1/0 configuration
0 0 GP output PP
0 0 GP output PP + PU
0 1 GP output PP + PD
01 0 SPEED 1 Reserved
1 [1:0] 0 GP output oD
1 0 GP output OD + PU
1 1 GP output OD + PD
1 1 Reserved (GP output OD)
0 0 AF PP
0 0 AF PP + PU
0 1 AF PP + PD
10 0 SPEED 1 Reserved
1 [1:0] 0 AF oD
1 0 AF OD + PU
1 1 AF OD + PD
1 1 Reserved
X X X 0 Input Floating
X X X 0 Input PU
00
X X X 1 Input PD
X X X 1 Reserved (input floating)
X X X 0 Input/output Analog
X X X 0
11
X X X 1 Reserved
X X X 1

1. GP = general-purpose, PP = push-pull, PU = pull-up, PD = pull-down, OD = open-drain, AF = alternate

function.
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8.3.1

8.3.2

310/2069

General-purpose 1/0 (GPIO)

During and just after reset, the alternate functions are not active and most of the I/O ports
are configured in analog mode.

The debug pins are in AF pull-up/pull-down after reset:

e PA15: JTDI in pull-up

e PA14: JTCK/SWCLK in pull-down

e PA13: JTMS/SWDAT in pull-up

e PB4: NJTRST in pull-up

e PB3: JTDO in floating state no pull-up/pull-down

PH3/BOOTO is in input mode during the reset until at least the end of the option byte loading
phase. See Section 8.3.15: Using PH3 as GPIO.

When the pin is configured as output, the value written to the output data register
(GPIOx_ODR) is output on the I/O pin. It is possible to use the output driver in push-pull
mode or open-drain mode (only the low level is driven, high level is HI-Z).

The input data register (GPIOx_IDR) captures the data present on the I/O pin at every AHB
clock cycle.

All GPIO pins have weak internal pull-up and pull-down resistors, which can be activated or
not depending on the value in the GPIOx_PUPDR register.

1/0 pin alternate function multiplexer and mapping

The device I/O pins are connected to on-board peripherals/modules through a multiplexer
that allows only one peripheral alternate function (AF) connected to an I/O pin at a time. In
this way, there can be no conflict between peripherals available on the same 1/O pin.

Each I/0O pin has a multiplexer with up to sixteen alternate function inputs (AFO to AF15) that
can be configured through the GPIOx_AFRL (for pin 0 to 7) and GPIOx_AFRH (for pin 8 to
15) registers:

e After reset the multiplexer selection is alternate function 0 (AFQ). The I/Os are
configured in alternate function mode through GPIOx_MODER register.

e The specific alternate function assignments for each pin are detailed in the device
datasheet.

In addition to this flexible I/O multiplexing architecture, each peripheral has alternate
functions mapped onto different I/O pins to optimize the number of peripherals available in
smaller packages.

To use an I/O in a given configuration, the user has to proceed as follows:

e Debug function: after each device reset these pins are assigned as alternate function
pins immediately usable by the debugger host

e  GPIO: configure the desired 1/O as output, input or analog in the GPIOx_MODER
register.

e Peripheral alternate function:

—  Connect the I/O to the desired AFx in one of the GPIOx_AFRL or GPIOx_AFRH
register.

—  Select the type, pull-up/pull-down and output speed via the GPIOx_OTYPER,
GPIOx_PUPDR and GPIOx_OSPEEDER registers, respectively.
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8.34

8.3.5

3

—  Configure the desired I/O as an alternate function in the GPIOx_MODER register.
e Additional functions:

—  For the ADC, DAC, OPAMP, and COMP, configure the desired I/O in analog mode
in the GPIOx_MODER register and configure the required function in the ADC,
DAC, OPAMP, and COMP registers . For the additional functions like RTC,
WKUPXx and oscillators, configure the required function in the related RTC, PWR
and RCC registers. These functions have priority over the configuration in the
standard GPIO registers.

Refer to the “Alternate function mapping” table in the device datasheet for the detailed
mapping of the alternate function 1/O pins.

1/0 port control registers

Each of the GPIO ports has four 32-bit memory-mapped control registers (GPIOx_MODER,
GPIOx_OTYPER, GPIOx_OSPEEDR, GPIOx_PUPDR) to configure up to 16 1/Os. The
GPIOx_MODER register is used to select the /0O mode (input, output, AF, analog). The
GPIOx_OTYPER and GPIOx_OSPEEDR registers are used to select the output type (push-
pull or open-drain) and speed. The GPIOx_PUPDR register is used to select the pull-
up/pull-down whatever the 1/O direction.

1/0 port data registers

Each GPIO has two 16-bit memory-mapped data registers: input and output data registers
(GPIOx_IDR and GPIOx_ODR). GPIOx_ODR stores the data to be output, it is read/write
accessible. The data input through the I/O are stored into the input data register
(GPIOx_IDR), a read-only register.

See Section 8.4.5: GPIO port input data register (GPIOx_IDR) (x =A to |) and Section 8.4.6:
GPIO port output data register (GPIOx_ODR) (x = A to ) for the register descriptions.

I/0 data bitwise handling

The bit set reset register (GPIOx_BSRR) is a 32-bit register which allows the application to
set and reset each individual bit in the output data register (GPIOx_ODR). The bit set reset
register has twice the size of GPIOx_ODR.

To each bit in GPIOx_ODR, correspond two control bits in GPIOx_BSRR: BS(i) and BR(i).
When written to 1, bit BS(i) sets the corresponding ODR(i) bit. When written to 1, bit BR(i)
resets the ODR(i) corresponding bit.

Writing any bit to 0 in GPIOx_BSRR does not have any effect on the corresponding bit in
GPIOx_ODR. If there is an attempt to both set and reset a bit in GPIOx_BSRR, the set
action takes priority.

Using the GPIOx_BSRR register to change the values of individual bits in GPIOx_ODR is a
“one-shot” effect that does not lock the GPIOx_ODR bits. The GPIOx_ODR bits can always
be accessed directly. The GPIOx_BSRR register provides a way of performing atomic
bitwise handling.

There is no need for the software to disable interrupts when programming the GPIOx_ODR
at bit level: it is possible to modify one or more bits in a single atomic AHB write access.
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GPIO locking mechanism

It is possible to freeze the GPIO control registers by applying a specific write sequence to
the GPIOx_LCKR register. The frozen registers are GPIOx_MODER, GPIOx_OTYPER,
GPIOx_OSPEEDR, GPIOx_PUPDR, GPIOx_AFRL and GPIOx_AFRH.

To write the GPIOx_LCKR register, a specific write / read sequence has to be applied. When
the right LOCK sequence is applied to bit 16 in this register, the value of LCKR[15:0] is used
to lock the configuration of the I/Os (during the write sequence the LCKR[15:0] value must
be the same). When the LOCK sequence has been applied to a port bit, the value of the port
bit can no longer be modified until the next MCU reset or peripheral reset. Each
GPIOx_LCKR bit freezes the corresponding bit in the control registers (GPIOx_MODER,
GPIOx_OTYPER, GPIOx_OSPEEDR, GPIOx_PUPDR, GPIOx_AFRL and GPIOx_AFRH.

The LOCK sequence (refer to Section 8.4.8: GPIO port configuration lock register
(GPIOx_LCKR) (x =Ato l)) can only be performed using a word (32-bit long) access to the
GPIOx_LCKR register due to the fact that GPIOx_LCKR bit 16 has to be set at the same
time as the [15:0] bits.

For more details refer to LCKR register description in Section 8.4.8: GPIO port configuration
lock register (GPIOx_LCKR) (x=Atol).

1/0 alternate function input/output

Two registers are provided to select one of the alternate function inputs/outputs available for
each I/0. With these registers, the user can connect an alternate function to some other pin
as required by the application.

This means that a number of possible peripheral functions are multiplexed on each GPIO
using the GPIOx_AFRL and GPIOx_AFRH alternate function registers. The application can
thus select any one of the possible functions for each 1/0. The AF selection signal being
common to the alternate function input and alternate function output, a single channel is
selected for the alternate function input/output of a given 1/O.

To know which functions are multiplexed on each GPIO pin, refer to the device datasheet.

External interrupt/wakeup lines

All ports have external interrupt capability. To use external interrupt lines, the port can be
configured in input, output or alternate function mode (the port must not be configured in
analog mode) . Refer to Section 16: Extended interrupts and events controller
(EXTI)Section 16.3.2: Wakeup event management.

Input configuration

When the 1/O port is programmed as input:
e  The output buffer is disabled
e  The Schmitt trigger input is activated

e  The pull-up and pull-down resistors are activated depending on the value in the
GPIOx_PUPDR register

e The data present on the I/O pin are sampled into the input data register every AHB
clock cycle

e Aread access to the input data register provides the 1/O state
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Figure 24 shows the input configuration of the I/O port bit.
Figure 24. Input floating/pull up/pull down configurations
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8.3.10 Output configuration

3

When the 1/O port is programmed as output:

The output buffer is enabled:

—  Open drain mode: A “0” in the Output register activates the N-MOS whereas a “1”
in the Output register leaves the port in Hi-Z (the P-MOS is never activated)

—  Push-pull mode: A “0” in the Output register activates the N-MOS whereas a “1” in
the Output register activates the P-MOS

The Schmitt trigger input is activated

The pull-up and pull-down resistors are activated depending on the value in the
GPIOx_PUPDR register

The data present on the I/O pin are sampled into the input data register every AHB
clock cycle

Aread access to the input data register gets the 1/O state
A read access to the output data register gets the last written value

Figure 25 shows the output configuration of the I/O port bit.
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Figure 25. Output configuration
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8.3.11

Alternate function configuration

When the 1/O port is programmed as alternate function:
e  The output buffer can be configured in open-drain or push-pull mode
e The output buffer is driven by the signals coming from the peripheral (transmitter

enable and data)

e  The Schmitt trigger input is activated

e  The weak pull-up and pull-down resistors are activated or not depending on the value
in the GPIOx_PUPDR register

e The data present on the I/O pin are sampled into the input data register every AHB

clock cycle

e Aread access to the input data register gets the I/O state

Figure 26 shows the Alternate function configuration of the 1/0O port bit.

Figure 26. Alternate function configuration
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8.3.12 Analog configuration

When the I/O port is programmed as analog configuration:
e  The output buffer is disabled

e  The Schmitt trigger input is deactivated, providing zero consumption for every analog
value of the I/O pin. The output of the Schmitt trigger is forced to a constant value (0).

e  The weak pull-up and pull-down resistors are disabled by hardware
e Read access to the input data register gets the value “0”

Figure 27 shows the high-impedance, analog-input configuration of the 1/0 port bits.

Figure 27. High impedance-analog configuration

r—— - - - - - - — —/ A
To on-chip :Analog | |
peripheral | |
A |
4 Read o off
) . o K |
3 | | | Vbpiox
2 [ TTL Schmitt |
C .
= | trigger | protection

Write diode

Bit set/reset registers

21—) .
2 LInput driver__ | .
2 1/0 pin
19 r— - - - - - - — — — — — il
©
©
o | | protection
 — 5 diode
Q.
=] | /‘ | V
Read/write o | | ss
Fro_m on-chip Analog L= = = == = -
peripheral MS31480V1

8.3.13 Using the HSE or LSE oscillator pins as GPIOs

When the HSE or LSE oscillator is switched OFF (default state after reset), the related
oscillator pins can be used as normal GPIOs.

When the HSE or LSE oscillator is switched ON (by setting the HSEON or LSEON bit in the
RCC_CSR register) the oscillator takes control of its associated pins and the GPIO
configuration of these pins has no effect.

When the oscillator is configured in a user external clock mode, only the pin is reserved for
clock input and the OSC_OUT or OSC32_OUT pin can still be used as normal GPIO.

8.3.14 Using the GPIO pins in the RTC supply domain

The PC13/PC14/PC15 GPIO functionality is lost when the core supply domain is powered
off (when the device enters Standby mode). In this case, if their GPIO configuration is not
bypassed by the RTC configuration, these pins are set in an analog input mode.

For details about 1/0 control by the RTC, refer to Section 42.3: RTC functional description.

3
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8.3.15 Using PH3 as GPIO
PH3 may be used as boot pin (BOOTO0) or as a GPIO. Depending on the nSWBOOTO bit in
the user option byte, it switches from the input mode to the analog input mode:
e  After the option byte loading phase if nNSWBOOTO = 1.
e  Afterreset if NSWBOOTO = 0.
8.4 GPIO registers
This section gives a detailed description of the GPIO registers.
For a summary of register bits, register address offsets and reset values, refer to Table 40.
The peripheral registers can be written in word, half word or byte mode.
8.4.1 GPIO port mode register (GPIOx_MODER) (x =A to I)
Address offset:0x00
Reset value:
e  OxABFF FFFF (for port A)
e OxFFFF FEBF (for port B)
e  OxFFFF FFFF (for ports C..G), |
e 0x0000 OO0OF (for port H)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
MODE15[1:0] | MODE14[1:0] | MODE13[1:0] | MODE12[1:0] MODE11[1:0] MODE10[1:0] MODE9[1:0] MODES[1:0]
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
MODE7[1:0] MODES[1:0] MODES5[1:0] MODEA4[1:0] MODES3[1:0] MODEZ2[1:0] MODE1[1:0] MODEO[1:0]

Bits 31:0 MODE[15:0][1:0]: Port x configuration 1/O piny (y = 15 to 0)
These bits are written by software to configure the I/O mode.
00: Input mode

316/2069

01: General purpose output mode

10: Alternate function mode
11: Analog mode (reset state)

RM0432 Rev 4

3




RM0432

General-purpose 1/0s (GPIO)

8.4.2 GPIO port output type register (GPIOx_OTYPER) (x =Ato )
Address offset: 0x04
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OT15 | OT14 | OT13 | OT12 | OT11 | OT10 | OT9 | OT8 | OT7 | OTé | OT5 | OT4 | OT3 | OT2 | OT1 | OTO
w rw rw w w rw w w rw rw w w rw w rw w
Bits 31:16 Reserved, must be kept at reset value.
Bits 15:0 OT[15:0]: Port x configuration I/O piny (y = 15 to 0)
These bits are written by software to configure the 1/0 output type.
0: Output push-pull (reset state)
1: Output open-drain
8.4.3 GPIO port output speed register (GPIOx_OSPEEDR)
(x=Atol)
Address offset: 0x08
Reset value: 0x0C00 0000 (for port A)
Reset value: 0x0000 0000 (for the other ports)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OSPEED15 OSPEED14 OSPEED13 OSPEED12 OSPEED11 OSPEED10 OSPEED9 OSPEEDS8
[1:0] [1:0] [1:0] [1:0] [1:0] [1:0] [1:0] [1:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OSPEED7 OSPEED6 OSPEED5 OSPEED4 OSPEED3 OSPEED2 OSPEED1 OSPEEDO
[1:0] [1:0] [1:0] [1:0] [1:0] [1:0] [1:0] [1:0]
Bits 31:0 OSPEED[15:0][1:0]: Port x configuration I/O piny (y = 15 to 0)
These bits are written by software to configure the I/O output speed.
00: Low speed
01: Medium speed
10: High speed
11: Very high speed
Note: Refer to the device datasheet for the frequency specifications and the power supply
and load conditions for each speed..
8.44 GPIO port pull-up/pull-down register (GPIOx_PUPDR)

3

(x=Atol)
Address offset: 0x0C
Reset value: 0x6400 0000 (for port A)
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Reset value: 0x0000 0100 (for port B)
Reset value: 0x0000 0000 (for other ports)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PUPD15[1:0] | PUPD14[1:0] | PUPD13[1:0] PUPD12[1:0] PUPD11[1:0] PUPD10[1:0] PUPDY[1:0] PUPDS[1:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PUPD7[1:0] PUPDS[1:0] PUPD5[1:0] PUPD4[1:0] PUPD3[1:0] PUPD2[1:0] PUPD1[1:0] PUPDO[1:0]
Bits 31:0 PUPDI[15:0][1:0]: Port x configuration I/O piny (y = 15 to 0)
These bits are written by software to configure the 1/0O pull-up or pull-down
00: No pull-up, pull-down
01: Pull-up
10: Pull-down
11: Reserved
8.4.5 GPIO port input data register (GPIOx_IDR) (x=Atol)
Address offset: 0x10
Reset value: 0x0000 XXXX
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ID15 | ID14 | ID13 | ID12 | ID11 | ID10 | ID9 ID8 ID7 ID6 ID5 ID4 ID3 ID2 ID1 IDO
r r r r r r r r r r r r r r r r
Bits 31:16 Reserved, must be kept at reset value.
Bits 15:0 ID[15:0]: Port x input data I/0 piny (y = 15 to 0)
These bits are read-only. They contain the input value of the corresponding 1/O port.
8.4.6 GPIO port output data register (GPIOx_ODR) (x =Ato I)
Address offset: 0x14
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OD15 | OD14 | OD13 | OD12 | OD11 | OD10 | OD9 | OD8 | OD7 | OD6 | OD5 | OD4 | OD3 | OD2 | OD1 | ODO
rw w w w w rw w rw w rw 'w w w rw w rw

3
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Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 OD[15:0]: Port output data I/0 piny (y = 15 to 0)
These bits can be read and written by software.

Note: For atomic bit set/reset, the OD bits can be individually set and/or reset by writing to the
GPIOx_BSRR or GPIOx_BRR registers (x = A..F).

8.4.7 GPIO port bit set/reset register (GPIOx_BSRR) (x =Ato l)

Address offset: 0x18
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

BR15 | BR14 | BR13 | BR12 | BR11 BR10 BR9 BR8 BR7 BR6 BR5 BR4 BR3 BR2 BR1 BRO

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0

BS15 | BS14 | BS13 | BS12 | BS11 BS10 BS9 BS8 BS7 BS6 BS5 BS4 BS3 BS2 BS1 BSO

Bits 31:16 BR[15:0]: Port x reset I/O piny (y = 15 to 0)
These bits are write-only. A read to these bits returns the value 0x0000.

0: No action on the corresponding ODx bit
1: Resets the corresponding ODx bit

Note: If both BSx and BRx are set, BSx has priority.

Bits 15:0 BS[15:0]: Port x set I/0 piny (y = 15 to 0)
These bits are write-only. A read to these bits returns the value 0x0000.

0: No action on the corresponding ODx bit
1: Sets the corresponding ODx bit

8.4.8 GPIO port configuration lock register (GPIOx_LCKR)
(x=Atol)
This register is used to lock the configuration of the port bits when a correct write sequence
is applied to bit 16 (LCKK). The value of bits [15:0] is used to lock the configuration of the
GPIO. During the write sequence, the value of LCKR[15:0] must not change. When the

LOCK sequence has been applied on a port bit, the value of this port bit can no longer be
modified until the next MCU reset or peripheral reset.

Note: A specific write sequence is used to write to the GPIOx_LCKR register. Only word access
(32-bit long) is allowed during this locking sequence.

Each lock bit freezes a specific configuration register (control and alternate function
registers).

Address offset: 0x1C
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LCKK

3
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15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
LCK15 | LCK14 | LCK13 | LCK12 | LCK11 | LCK10 | LCK9 | LCK8 | LCK7 | LCK6 | LCK5 | LCK4 | LCK3 | LCK2 | LCK1 | LCKO
w w w w w w rw w w w w rw rw w 'w w
Bits 31:17 Reserved, must be kept at reset value.
Bit 16 LCKK: Lock key
This bit can be read any time. It can only be modified using the lock key write sequence.
0: Port configuration lock key not active
1: Port configuration lock key active. The GPIOx_LCKR register is locked until the next MCU
reset or peripheral reset.
LOCK key write sequence:
WR LCKR[16] = ‘1" + LCKR[15:0]
WR LCKR[16] = ‘0’ + LCKR[15:0]
WR LCKR[16] = ‘1" + LCKR[15:0]
RD LCKR
RD LCKR[16] = ‘1’ (this read operation is optional but it confirms that the lock is active)
Note: During the LOCK key write sequence, the value of LCK[15:0] must not change.
Any error in the lock sequence aborts the lock.
After the first lock sequence on any bit of the port, any read access on the LCKK bit will
return ‘1’ until the next MCU reset or peripheral reset.
Bits 15:0 LCK][15:0]: Port x lock I/0 piny (y = 15 to 0)
These bits are read/write but can only be written when the LCKK bit is ‘0.
0: Port configuration not locked
1: Port configuration locked
8.4.9 GPIO alternate function low register (GPIOx_AFRL)
(x=Atol)
Address offset: 0x20
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
AFSEL7[3:0] AFSELS[3:0] AFSEL5[3:0] AFSEL4[3:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
AFSEL3[3:0] AFSEL2[3:0] AFSEL1[3:0] AFSELO[3:0]
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8.4.10

31

Bits 31:0 AFSEL[7:0][3:0]: Alternate function selection for port x /O piny (y =7 to 0)

These bits are written by software to configure alternate function I/Os.

0000: AFO
0001: AF1
0010: AF2
0011: AF3
0100: AF4
0101: AF5
0110: AF6
0111: AF7
1000: AF8
1001: AF9
1010: AF10
1011: AF11
1100: AF12
1101: AF13
1110: AF14
1111: AF15

GPIO alternate function high register (GPIOx_AFRH)

(x=Atol)

Address offset: 0x24

Reset value: 0x0000 0000
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[ o [ w |

[ [ | w
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Bits 31:0 AFSEL[15:8][3:0]: Alternate function selection for port x I/O pin 'y (y = 15 to 8)
These bits are written by software to configure alternate function 1/Os.

0000: AFO
0001: AF1
0010: AF2
0011: AF3
0100: AF4
0101: AF5
0110: AF6
0111: AF7
1000: AF8
1001: AF9
1010: AF10
1011: AF11
1100: AF12
1101: AF13
1110: AF14
1111: AF15
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8.4.11 GPIO port bit reset register (GPIOx_BRR) (x =Ato I)
Address offset: 0x28
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
BR15 | BR14 | BR13 | BR12 | BR11 | BR10 | BR9 | BR8 | BR7 | BR6 | BR5 | BR4 | BR3 | BR2 | BR1 | BRO
w w w w w w w w w w w w w w w w
Bits 31:16 Reserved, must be kept at reset value.
Bits 15:0 BR[15:0]: Port x reset IO piny (y = 15 to 0)
These bits are write-only. A read to these bits returns the value 0x0000.
0: No action on the corresponding ODx bit
1: Reset the corresponding ODx bit
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GPIO register map

8.4.12

The following table gives the GPIO register map and reset values.

Table 40. GPIO register map and reset values
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General-purpose 1/0s (GPIO)

RM0432

Table 40. GPIO register map and reset values (continued)

Offset| Register name 71212 &N Q| K J QNSRS |E|2RZ 2D E|S|o| o~ |01t (0| n|— |0
O (< ™ |N (|« [© -
(V‘j:;?exx—gg",) SEEEEIEIRIBERBIBIERIEIR
0x14 .. OOOOOOOOOOOOOOOO
Reset value olojojofolo|o]o]o|o]olololo]o]o0
GPIOXBSRR |2\ Z R 2R ElR R RR EREIEE GG RIEBeE33 9|2
0x18 | (wherex=A.l) |& & & |00 \C 5 g o |6 o6 |6 |0 |@0 |@ |6 (B[R (R(21(2 18 |0 |0 |0« |00 |
Resetvalue | 0]0]0]0]0]0|0|0|0|0l0|0|0|0]|0]0]0]0]0|0|0|0|0]0]0]0|0|0][0]0]0]0
GPIOX_LCKR SCEERECIZIERICICRIEIRIR|S
oxic | (wherex=A.|) S e A A A L A =
Reset value olojojolofolo]o|o]o|o]ololo[o]o]o0
GPIOX_AFRL _ _ _ _ , _ . .
Al AFSEL7[3:0] | AFSEL6[3:0] | AFSEL5[3:0] | AFSEL4[3:0] | AFSEL3[3:0] | AFSEL2[3:0] | AFSELA[3:0] | AFSELO[3:0]

0x20 (where x =A.l)
Reset value 0|0|0|0 o|o|o|o 0|0|0|o o|o|0|0 o|o|0|0 0|0|o|0 0|0|0|0 0|0|0|0
GPIOX_AFRH |\ £ 5| 15[3:0]| AFSEL14[3:0]|AFSEL13[3:0]|AFSEL 12[3:0] AFSEL11[3:0]| AFSEL10[3:0] | AFSEL9[3:0] | AFSEL8[3:0]

0x24 (where x =A..l)
Resetvalie | 0]0]0]0|0]0]0]0|0J0JoJo|o]o]oJo|o]ojololoJojololo]ojojo]o]olo]0
GPIOx_BRR vViFIeZzQleo|lo(ix|o|vt 0|y (= o
ox28 | (wherex=A.l) w o e e e e (G EE S |E|S|E|S|E|S
Resetvalue |- |-|-|-|-|-|-|-|-1-1-1-1-1-]1-1-]0]ojolololololo]olo|olo]o|o]o0]0

Refer to Section 2.2 for the register boundary addresses.
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9

9.1

9.2

9.2.1

System configuration controller (SYSCFG)

SYSCFG main features

The STM32L4Rxxx and STM32L4Sxxx devices feature a set of configuration registers. The
main purposes of the system configuration controller are the following:

Remapping memory areas

Managing the external interrupt line connection to the GPIOs
Managing robustness feature

Setting SRAM2 write protection and software erase
Configuring FPU interrupts

Enabling the firewall

Enabling /disabling 12C Fast-mode Plus driving capability on some 1/Os and voltage
booster for I/Os analog switches.

SYSCFG registers

SYSCFG memory remap register (SYSCFG_MEMRMP)

This register is used for specific configurations on memory remap.

Address offset: 0x00

Reset value: 0x0000 000X (X is the memory mode selected by the BOOTO pin and BOOT1

option bit)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
FB
MODE MEM_MODE
Bits 31:9 Reserved, must be kept at reset value.
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Bit 8 FB_MODE: Flash Bank mode selection
0: Flash Bank 1 mapped at 0x0800 0000 (and aliased @0x0000 0000(1)) and Flash Bank 2
mapped at 0x0808 0000 (and aliased at 0x0008 0000)
1: Flash Bank2 mapped at 0x0800 0000 (and aliased @0x0000 0000(1)) and Flash Bank 1
mapped at 0x0808 0000 (and aliased at 0x0008 0000)

Bits 7:3 Reserved, must be kept at reset value.

Bits 2:0 MEM_MODE: Memory mapping selection
These bits control the memory internal mapping at address 0x0000 0000. These bits are
used to select the physical remap by software and so, bypass the BOOT pin and the option
bit setting. After reset these bits take the value selected by BOOTO pin (or option bit
depending on nSWBOOTO option bit) and BOOT1 option bit.
000: Main Flash memory mapped at 0x00000000(").
001: System Flash memory mapped at 0x00000000.
010: FMC bank 1 (NOR/PSRAM 1 and 2) mapped at 0x00000000.
011: SRAM1 mapped at 0x00000000.
100: OCTOSPI1 memory mapped at 0x00000000
101: OCTOSPI2 memory mapped at 0x00000000
111: Reserved

1. When BFB2 bit is set, the system memory remains aliased at @0x0000 0000

Note: When the FSMC is remapped at address 0x0000 0000, only the first two regions of Bank 1
memory controller (Bank1 NOR/PSRAM 1 and NOR/PSRAM 2) can be remapped. In remap
mode, the CPU can access the external memory via ICode bus instead of System bus
which boosts up the performance.

9.2.2 SYSCFG configuration register 1 (SYSCFG_CFGR1)

Address offset: 0x04
Reset value: 0x7C00 0001

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
i2c_ | 12c_ | 12c_ | 12c_
FPU_IE[5..0] ',Z:m,— ',zzfﬂap— ||2=f\:/|2p_ I|2=f\:/I1P_ PB9_ | PBS_ | PB7. | PB6.
FMP | FMP | FMP | FMP
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
ANAS |BOOST
WVDD | EN FWDIS
rw rw rc_wO0
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Bits 31:26

Bits 25:24
Bit 23

Bit 22

Bit 21

Bit 20

Bit 19

Bit 18

Bit 17

Bit 16

Bits 15:10
Bit 9

3

FPU_IE[5..0]: Floating Point Unit interrupts enable bits
FPU_IE[5]: Inexact interrupt enable

FPU_IE[4]: Input denormal interrupt enable
FPU_IE[3]: Overflow interrupt enable

FPU_IE[2]: underflow interrupt enable

FPU_IE[1]: Divide-by-zero interrupt enable

FPU_IE[O]: Invalid operation interrupt enable

Reserved, must be kept at reset value.

12C4_FMP: Fast-mode Plus driving capability activation
This bit enables the Fm+ driving mode on 12C4 pins selected through AF selection bits.
0: Fm+ mode is not enabled on 12C4 pins selected through AF selection bits
1: Fm+ mode is enabled on 12C4 pins selected through AF selection bits.

12C3_FMP: 12C3 Fast-mode Plus driving capability activation
This bit enables the Fm+ driving mode on 12C3 pins selected through AF selection bits.
0: Fm+ mode is not enabled on 12C3 pins selected through AF selection bits
1: Fm+ mode is enabled on 12C3 pins selected through AF selection bits.

12C2_FMP: 12C2 Fast-mode Plus driving capability activation
This bit enables the Fm+ driving mode on 12C2 pins selected through AF selection bits.
0: Fm+ mode is not enabled on 12C2 pins selected through AF selection bits
1: Fm+ mode is enabled on 12C2 pins selected through AF selection bits.

12C1_FMP: 12C1 Fast-mode Plus driving capability activation
This bit enables the Fm+ driving mode on 12C1 pins selected through AF selection bits.
0: Fm+ mode is not enabled on 12C1 pins selected through AF selection bits
1: Fm+ mode is enabled on 12C1 pins selected through AF selection bits.

12C_PB9_FMP: Fast-mode Plus (Fm+) driving capability activation on PB9
This bit enables the Fm+ driving mode for PB9.
0: PB9 pin operates in standard mode.
1: Fm+ mode enabled on PB9 pin, and the Speed control is bypassed.

12C_PB8_FMP: Fast-mode Plus (Fm+) driving capability activation on PB8
This bit enables the Fm+ driving mode for PB8.
0: PB8 pin operates in standard mode.
1: Fm+ mode enabled on PB8 pin, and the Speed control is bypassed.

12C_PB7_FMP: Fast-mode Plus (Fm+) driving capability activation on PB7
This bit enables the Fm+ driving mode for PB7.
0: PB7 pin operates in standard mode.
1: Fm+ mode enabled on PB7 pin, and the Speed control is bypassed.

12C_PB6_FMP: Fast-mode Plus (Fm+) driving capability activation on PB6
This bit enables the Fm+ driving mode for PB6.

0: PB6 pin operates in standard mode.
1: Fm+ mode enabled on PB6 pin, and the Speed control is bypassed.

Reserved, must be kept at reset value.

ANASWVDD: GPIO analog switch control voltage selection
0: /0 analog switches supplied by VDDA or booster when booster is ON
1: 1/0 analog switches supplied by VDD.

Refer to Table 41 for bit 9 setting.
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Bit 8 BOOSTEN: I/O analog switch voltage booster enable
0: 1/0 analog switches are supplied by Vppp voltage. This is the recommended configuration
when using the ADC in high Vppa voltage operation.
1:1/O analog switches are supplied by a dedicated voltage booster (supplied by Vpp). This is
the recommended configuration when using the ADC in low Vppa voltage operation.

Bits 7:1 Reserved, must be kept at reset value.

Bit 0 FWDIS: Firewall disable

This bit is cleared by software to protect the access to the memory segments according to
the Firewall configuration. Once enabled, the firewall cannot be disabled by software. Only a
system reset set the bit.

0 : Firewall protection enabled

1 : Firewall protection disabled

Table 41 describes when the bit 9 (ANASWVDD) and the bit 8 (BOOSTEN) should be set or
reset depending on the voltage settings.

Table 41. BOOSTEN and ANASWVDD set/reset

VDD VDDA BOOSTEN ANASWVDD
- >24V 0 0
>24V <24V 0 1
<24V <24V 1 0

9.2.3 SYSCFG external interrupt configuration register 1
(SYSCFG_EXTICR1)

Address offset: 0x08
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
EXTI3[3:0] EXTI2[3:0] EXTI1[3:0] EXTIO[3:0]

3
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3

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:12 EXTI3[3:0]: EXTI 3 configuration bits
These bits are written by software to select the source input for the EXTI3
external interrupt.

0000: PA[3] pin
0001: PB[3] pin
0010: PC[3] pin
0011: PDI[3] pin
0100: PE[3] pin
0101: PF[3] pin
0110: PG[3] pin
0111: PH[3] pin
1000: PI[3] pin

Bits 11:8 EXTI2[3:0]: EXTI 2 configuration bits

These bits are written by software to select the source input for the EXTI2
external interrupt.
0000: PA[2] pin
0001: PB[2] pin
0010: PC[2] pin
0011: PD[2] pin
0100: PE[2] pin
0101: PF[2] pin
0110: PG[2] pin
0111: PH[2] pin
1000: PI[2] pin

Bits 7:4 EXTIM1[3:0]: EXTI 1 configuration bits

These bits are written by software to select the source input for the EXTI1
external interrupt.
0000: PA[1] pin
0001: PB[1] pin
0010: PC[1] pin
0011: PD[1] pin
0100: PE[1] pin
0101: PF[1] pin
0110: PG[1] pin
0111: PH[1] pin
1000: PI[1] pin

Bits 3:0 EXTIO[3:0]: EXTI 0 configuration bits
These bits are written by software to select the source input for the EXTIO
external interrupt.

0000: PA[0] pin
0001: PBJ[0] pin
0010: PCIOQ] pin
0011: PDIO0] pin
0100: PE[0] pin
0101: PF[O] pin
0110: PG[0] pin
0111: PH[O] pin
1000: PI[0] pin
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9.24 SYSCFG external interrupt configuration register 2
(SYSCFG_EXTICR2)

Address offset: 0x0C
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
EXTI7[3:0] EXTI6[3:0] EXTI5[3:0] EXTI4[3:0]

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:12 EXTI7[3:0]: EXTI 7 configuration bits

These bits are written by software to select the source input for the EXTI7
external interrupt.
0000: PA[7] pin
0001: PB[7] pin
0010: PC[7] pin
0011: PD[7] pin
0100: PE[7] pin
0101: PF[7] pin
0110: PG[7] pin
0111: PH[7] pin
1000: PI[7] pin

3
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Bits 11:8 EXTI6[3:0]: EXTI 6 configuration bits
These bits are written by software to select the source input for the EXTI6
external interrupt.

0000: PA[6] pin
0001: PB[6] pin
0010: PC[6] pin
0011: PDI6] pin
0100: PE[6] pin
0101: PF[6] pin
0110: PG[6] pin
0111: PH[6] pin
1000: PI[6] pin

Bits 7:4 EXTI5[3:0]: EXTI 5 configuration bits

These bits are written by software to select the source input for the EXTI5
external interrupt.
0000: PA[5] pin
0001: PBI[5] pin
0010: PC[5] pin
0011: PDI5] pin
0100: PE[5] pin
0101: PF[5] pin
0110: PG[5] pin
0111: PHI5] pin
1000: PI[5] pin

Bits 3:0 EXTI4[3:0]: EXTI 4 configuration bits
These bits are written by software to select the source input for the EXTI4
external interrupt.

0000: PA[4] pin
0001: PB[4] pin
0010: PC[4] pin
0011: PDI[4] pin
0100: PE[4] pin
0101: PF[4] pin
0110: PG[4] pin
0111: PH[4] pin
1000: PI[4] pin

Note: Some of the I/O pins mentioned in the above register may not be available on small
packages.

9.25 SYSCFG external interrupt configuration register 3
(SYSCFG_EXTICR3)
Address offset: 0x10
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
EXTI1[3:0] EXTI10[3:0] EXTI9[3:0] EXTI8[3:0]
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Bits 31:16 Reserved, must be kept at reset value.

Bits 15:12 EXTI11[3:0]: EXTI 11 configuration bits
These bits are written by software to select the source input for the EXTI11
external interrupt.

0000: PA[11] pin
0001: PB[11] pin
0010: PC[11] pin
0011: PD[11] pin
0100: PE[11] pin
0101: PF[11] pin
0110: PG[11] pin
0111: PH[11] pin
1000: PI[11] pin

Bits 11:8 EXTI10[3:0]: EXTI 10 configuration bits
These bits are written by software to select the source input for the EXTI10
external interrupt.

0000: PA[10] pin
0001: PB[10] pin
0010: PC[10] pin
0011: PD[10] pin
0100: PE[10] pin
0101: PF[10] pin
0110: PG[10] pin
0111: PH[10] pin
1000: PI[10] pin

Bits 7:4 EXTI9[3:0]: EXTI 9 configuration bits
These bits are written by software to select the source input for the EXTI9
external interrupt.

0000: PA[9] pin
0001: PB[9] pin
0010: PC[9] pin
0011: PDI[9] pin
0100: PE[9] pin
0101: PF[9] pin
0110: PG[9] pin
0111: PHI[9] pin
1000: PI[9] pin

Bits 3:0 EXTI8[3:0]: EXTI 8 configuration bits
These bits are written by software to select the source input for the EXTI8
external interrupt.

0000: PA[8] pin
0001: PBI[8] pin
0010: PCI8] pin
0011: PDI[8] pin
0100: PE[8] pin
0101: PF[8] pin
0110: PG[8] pin
0111: PH[8] pin
1000: PI[8] pin

Note: Some of the I/O pins mentioned in the above register may not be available on small
packages.
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9.2.6 SYSCFG external interrupt configuration register 4
(SYSCFG_EXTICRA4)
Address offset: 0x14
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
EXTI15[3:0] EXTI14[3:0] EXTI3[3:0] EXTI12[3:0]

3

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:12 EXTI15[3:0]: EXTI 15 configuration bits

These bits are written by software to select the source input for the EXTI15 external

interrupt.

0000: PA[15] pin
0001: PB[15] pin
0010: PC[15] pin
0011: PD[15] pin
0100: PE[15] pin
0101: PF[15] pin
0110: PG[15] pin
0111: PH[15] pin
1000: Reserved

RM0432 Rev 4
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Note:

9.2.7

Bits 11:8 EXTI14[3:0]: EXTI 14 configuration bits
These bits are written by software to select the source input for the EXTI14 external

interrupt.

0000: PA[14] pin
0001: PB[14] pin
0010: PC[14] pin
0011: PD[14] pin
0100: PE[14] pin
0101: PF[14] pin
0110: PG[14] pin
0111: PH[14] pin
1000: Reserved

Bits 7:4 EXTI13[3:0]: EXTI 13 configuration bits
These bits are written by software to select the source input for the EXTI13 external

interrupt.

0000: PA[13] pin
0001: PB[13] pin
0010: PC[13] pin
0011: PD[13] pin
0100: PE[13] pin
0101: PF[13] pin
0110: PG[13] pin
0111: PH[13] pin
1000: Reserved

Bits 3:0 EXTI12[3:0]: EXTI 12 configuration bits
These bits are written by software to select the source input for the EXTI12 external

interrupt.

0000: PA[12] pin
0001: PB[12] pin
0010: PC[12] pin
0011: PD[12] pin
0100: PE[12] pin
0101: PF[12] pin
0110: PG[12] pin
0111: PH[12] pin
1000: Reserved

Some of the I/O pins mentioned in the above register may not be available on small
packages.

SYSCFG SRAM2 control and status register (SYSCFG_SCSR)

Address offset: 0x18
System reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 8 7 6 5 4 3 2 1 0
SRAM2 | SRAM2
BSY ER
r rw
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Bits 31:2 Reserved, must be kept at reset value

Bit 1 SRAM2BSY: SRAM2 busy by erase operation
0: No SRAM2 erase operation is on going.
1: SRAM2 erase operation is on going.

Bit 0 SRAM2ER: SRAM2 Erase

Setting this bit starts a hardware SRAM2 erase operation. This bit is
automatically cleared at the end of the SRAM2 erase operation.

Note: This bit is write-protected: setting this bit is possible only after the correct
key sequence is written in the SYSCFG_SKR register.

9.2.8 SYSCFG configuration register 2 (SYSCFG_CFGR2)

Address offset: 0x1C
System reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SPF ECCL | PVDL SPL CLL
rc_w1 rs rs rs rs

Bits 31:9 Reserved, must be kept at reset value

Bit 8 SPF: SRAM2 parity error flag
This bit is set by hardware when an SRAM2 parity error is detected. It is cleared
by software by writing ‘1°.
0: No SRAM2 parity error detected
1: SRAM2 parity error detected

Bits 7:4 Reserved, must be kept at reset value

Bit 3 ECCL: ECC Lock
This bit is set by software and cleared only by a system reset. It can be used to
enable and lock the Flash ECC error connection to TIM1/8/15/16/17 Break input.
0: ECC error disconnected from TIM1/8/15/16/17 Break input.
1: ECC error connected to TIM1/8/15/16/17 Break input.

3
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Bit 2 PVDL: PVD lock enable bit

This bit is set by software and cleared only by a system reset. It can be used to
enable and lock the PVD connection to TIM1/8/15/16/17 Break input, as well as
the PVDE and PLS[2:0] in the PWR_CR?2 register.

0: PVD interrupt disconnected from TIM1/8/15/16/17 Break input. PVDE and
PLSI[2:0] bits can be programmed by the application.

1: PVD interrupt connected to TIM1/8/15/16/17 Break input, PVDE and PLS[2:0]
bits are read only.

Bit 1 SPL: SRAM2 parity lock bit

This bit is set by software and cleared only by a system reset. It can be used to
enable and lock the SRAM2 parity error signal connection to TIM1/8/15/16/17
Break inputs.

0: SRAM2 parity error signal disconnected from TIM1/8/15/16/17 Break inputs
1: SRAM2 parity error signal connected to TIM1/8/15/16/17 Break inputs

Bit0 CLL: Cortex®-M4 LOCKUP (Hardfault) output enable bit

This bit is set by software and cleared only by a system reset. It can be used to
enable and lock the connection of Cortex®-M4 LOCKUP (Hardfault) output to
TIM1/8/15/16/17 Break input

0: Cortex®-M4 LOCKUP output disconnected from TIM1/8/15/16/17 Break inputs
1: Cortex®-M4 LOCKUP output connected to TIM1/8/15/16/17 Break inputs

9.2.9 SYSCFG SRAM2 write protection register (SYSCFG_SWPR)
Address offset: 0x20
System reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
P31WP | P30WP | P29WP | P28WP | P27WP | P26WP | P25WP | P24WP | P23WP | P22WP | P21WP | P20WP | P19WP | P18WP | P17WP | P16WP
rs rs rs rs rs rs rs rs rs rs rs rs rs rs rs rs
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0

P15WP | P14WP | P13WP | P12WP | P11WP | P1OWP | POWP | PWP | PTWP | PEWP | PSWP | PAWP | P3WP | P2WP | PIWP | POWP

rs rs rs rs rs rs rs rs rs rs rs rs rs rs rs rs

Bits 31:0 PxWP (x = 0 to 31): SRAM2 page x write protection
These bits are set by software and cleared only by a system reset.
0: Write protection of SRAM2 page x is disabled.
1: Write protection of SRAM2 page x is enabled.

9.210 SYSCFG SRAM2 key register (SYSCFG_SKR)
Address offset: 0x24
System reset value: 0x0000 0000

3
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

KEY[7:0]
w | w | w | w | w | w | w | w
Bits 31:8 Reserved, must be kept at reset value
Bits 7:0 KEY[7:0]: SRAM2 write protection key for software erase
The following steps are required to unlock the write protection of the SRAM2ER
bit in the SYSCFG_CFGR?2 register.
1. Write "OxCA” into Key[7:0]
2. Write "0x53” into Key[7:0]
Writing a wrong key reactivates the write protection.
9.2.11 SYSCFG SRAM2 write protection register 2 (SYSCFG_SWPR2)
Address offset: 0x28
System reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

P63WP | P62WP | P61TWP | PEBOWP | PSOWP | PS8WP | PS7TWP | PS6WP | PS5WP | P54WP | P53WP | P52WP | P51WP | PSOWP | PAOWP | P48WP
rs rs rs rs rs rs rs rs rs rs rs rs rs rs rs rs
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

P47WP | PA6WP

P45WP | P44WP | PA3WP | P42WP | P4A1WP | PAOWP | P39WP | P38WP | P37WP | P36WP | P35WP | P34WP | P33WP | P32WP

rs rs

rs rs rs rs rs rs rs rs rs rs rs rs rs rs

3

Bits 31:0 PxWP (x= 32 to 63): SRAM2 page x write protection
These bits are set by software and cleared only by a system reset.
0: Write protection of SRAM2 page x is disabled.
1: Write protection of SRAM2 page x is enabled.
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9.2.12 SYSCFG register map

The following table gives the SYSCFG register map and the reset values.

Table 42. SYSCFG register map and reset values

Offset| Register |5/3|Q(%(N|S2/3|2|8|x(g]22|x| 22| |2 |2|o|0|~|o|w] < o|a|<|o
w
a
SYSCFG_ g MEM_
0x00 MEMRMP > MODE
w
Reset value 0 X | x|x
HHEE =
[a N e T o T e Z
HHEHEREN g|E 2
SYSCFG_CFGR1 FPU_IE[5..0] ] ] e B - - R A B = 2 =
0x04 OO0 (0[O <6 T
NN NNy |lo|lo|o Z|m
Sl <
Reset value ol1[1[1]1]1 oloflofo|o|o|o]o0 0|0 olofof1
EXTI3 EXTI2 EXTN EXTIO
SYSCFG_EXTICR1
0x08 - [3:0] [3:0] [3:0] [3:0]
Reset value o‘0|0‘0 0‘0‘0|0 0‘0|0‘0 0|0‘0‘0
EXTI7 EXTI6 EXTI5 EXTI4
SYSCFG_EXTICR2
0x0C - [3:0] [3:0] [3:0] [3:0]
Reset value o‘0|0‘0 0‘0‘0|0 0‘0|0‘0 0|0‘0‘0
EXTI11 EXTI0 EXTI9 EXTI8
SYSCFG_EXTICR3
0x10 - [3:0] [3:0] [3:0] [3:0]
Reset value o‘0|0‘0 0‘0‘0|0 0‘0|0‘0 0|0‘0‘0
EXTI15 EXTI14 EXTI3 EXTI2
SYSCFG_EXTICR4
0x14 - [3:0] [3:0] [3:0] [3:0]
Reset value o|lo|olo|o|o|o|o|o|o|o|ofofo|o]|oO
0|
M
SYSCFG_SCSR s|=
0x18 =@
n|lwn
Reset value 0|0
[y |
SYSCFG_CFGR2 o HEE
0x1C 0 w|a
Reset value 0 0|0|0]|0
[ T I W I W N o O T T T Y T T Y Y O T T R T TR O (Y O 0 R
SHEBEHEEHEEHEEEEBHEEBHEEBHBHEBHE88HEBHEE
SYSCFG_SWPR (- 5oz |K|o|b (T || |(c|o|a|z|R|le|b|F|= (82|85 52553573123
0x20 S S N N N N S S N S R P P P o o o o S P - - o S S - - o o
Reset value olofofjo|o|o|o|o|o|o|o|o|o|o|lo|o|o|o|o|ofofo|o|o|o|o|o|o|o|0|0O]O
SYSCFG_SKR KEY
0x24
Reset value o|jofojof0|0|O]O
[ T I W I W I W I Y Y Y T I Y T N O W O O (o T (o o o T o Y o Y o O I o O I T O o O o O o O 0 Y
SIS IS SIS IS IS SIS IS SIS IS SIS IS SIS SIS IS SIS SISISISISIS
SYSCFESWPRZ 181815(3|8(3|5(3(8|3(2|8|2/8(213(5/2(2|31215(51513|3|5/8(8|3|3|3
0x29 ola|d|a|d|d|d|d|d|d|d|d|d|d|d|d|a|d|d|a|d|d|a|ad|a|a|a|d ||| |a
Reset value olofofjo|o|o|o|o|o|o|o|o|o|o|lo|o|o|o|o|ofofo|o|o|o|o|o|o|of0|0]|O
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Refer to Section 2.2.2 on page 82 for the register boundary addresses.
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10 Peripherals interconnect matrix
10.1 Introduction
Several peripherals have direct connections between them.
This allows autonomous communication and or synchronization between peripherals,
saving CPU resources thus power supply consumption.
In addition, these hardware connections remove software latency and allow design of
predictable system.
Depending on peripherals, these interconnections can operate in Run, Sleep, Low-power
run and sleep, Stop 0, Stop 1 and Stop 2 modes.
10.2 Connection summary
Table 43. STM32L4Rxxx and STM32L4Sxxx peripherals interconnect matrix() (2)
Destination
Source mwnEE‘-%EE‘-NEEE
HHEHEHBEHHEHHHEBEEREREFEHHEREEEE
FlF|IF|F|F|F|F|F|F|F|F|d|d|<|0|O0|O0O|0|ao|0|0]|k
TIM1 111 1)1 2|5 9|
TIM8 1 2|5
TIM2 1 n
TIM3 1 ﬂ
TIM4 2|5
TIM5
TIM6
TIM?
TIM15
TIM16
TIM17
LPTIM1
LPTIM2
ADC1 3
DFSDM1 | 6 | 6 |
T. Sensor .
VBAT
VREFINT
OPAMP1

340/2069
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Table 43. STM32L4Rxxx and STM32L4Sxxx peripherals interconnect matrix(1) (2)

Destination
Source ol o|~|S g - % é E el ol E Py =
HHHEFIEEHHBEEHEEEHEEHER IR
F|lF|F|F|F|F|F|F|F|F|F|d|d|<|0|O0|O|O0|l0|0|0| &
OPAMP2 | - | = | = | = | = -=|--1-|-1-|-[-|720-|-|-1-|-[-1|-[-
DAC1 S/ R I R R I I (T R 72 | 72 | R R
DAC2 =lelalal=lalalallallalclcalcalcalalale]=llalla]lz=]|c=
HSE lelalal=]alalallal-M == =]|=|=|=|=|=|l=1=]|¢=
LSE - - == -l - = =1=]=]==1=]=]z=1|¢2]-=
MSI I D D 20 I i D B B i R R
LSl S I R I I R D I 2 FE I e I (U (R U B R I
MCO N e e I o T (R e A I 0 I I (P IR I I NP I IR (P
EXTI I e I I L i e T T I - A S U 7 (R [ [
RTC el a === - - EREE - - - -] -] == =] =
COMP1 131131313 = [ = [ = [ = [13]13]|13| 8|8 |- |- -|[-[-|-|-]-]-
COMP2 |13 13|13 |13 = [ = | = | = |13[13|13| 8|8 -|=-|-|-|-|-]-]-/[-
SYSTERR |74 (14| - | = | = | = [ = | = [14|14|14] - | = [ = | - [-|-'-|-|-1]-]-
USB SR 7/ | R R (R N (N U I R R N (N

1. Numbers in table are links to corresponding detailed sub-section in Section 10.3: Interconnection details.

2. The “-” symbol in grayed cells means no interconnect.

10.3 Interconnection details

10.3.1 From timer (TIM1/TIM2/TIM3/TIM4/TIM5/TIM8/TIM15/TIM16/TIM17)
to timer (TIM1/TIM2/TIM3/TIM4/TIMS/TIM8/TIM15)

Purpose

Some of the TIMx timers are linked together internally for timer synchronization or chaining.

When one timer is configured in Master Mode, it can reset, start, stop or clock the counter of
another timer configured in Slave Mode.

A description of the feature is provided in: Section 35.3.19: Timer synchronization.

The modes of synchronization are detailed in:
e  Section 34.3.26: Timer synchronization for advanced-control timers (TIM1/TIM8)

e  Section 35.3.18: Timers and external trigger synchronization for general-purpose
timers (TIM2/TIM3/TIM4/TIM5)

e  Section 36.4.19: External trigger synchronization (TIM15 only) for general-purpose
timer (TIM15)
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10.3.2

10.3.3

342/2069

Triggering signals

The output (from Master) is on signal TIMx_TRGO (and TIMx_TRGO2 for TIM1/TIM8)
following a configurable timer event.

The input (to slave) is on signals TIMx_ITRO/ITR1/ITR2/ITR3

The input and output signals for TIM1/TIM8 are shown in Figure 255: Advanced-control
timer block diagram.

The possible master/slave connections are given in:
. Table 217: TIMx internal trigger connection
e Table 222: TIMx internal trigger connection
. Table 226: TIMx Internal trigger connection

Active power mode

Run, Sleep, Low-power run, Low-power sleep.

From timer (TIM1/TIM2/TIM3/TIM4/TIM6/TIM8/TIM15) and EXTI
to ADC (ADCA1)
Purpose

General-purpose timers (TIM2/TIM3/TIM4), basic timer (TIM6), advanced-control timers
(TIM1/TIM8), general-purpose timer (TIM15) and EXTI can be used to generate an ADC
triggering event.

TIMx synchronization is described in: Section 34.3.27: ADC synchronization (TIM1/TIM8).

ADC synchronization is described in: Section 21.4.18: Conversion on external trigger and
trigger polarity (EXTSEL, EXTEN, JEXTSEL, JEXTEN).

Triggering signals
The output (from timer) is on signal TIMx_TRGO, TIMx_TRGO2 or TIMx_CCx event.
The input (to ADC) is on signal EXT[15:0], JEXT[15:0].

The connection between timers and ADC is provided in:
e Table 118: ADC1 - External triggers for regular channels
. Table 119: ADC1 - External trigger for injected channels

Active power mode

Run, Sleep, Low-power run, Low-power sleep.

From ADC to timer (TIM1/TIM8)

Purpose

ADC1 can provide trigger event through watchdog signals to advanced-control timers
(TIM1/TIM8).

A description of the ADC analog watchdog setting is provided in: Section 21.4.29: Analog
window watchdog (AWD1EN, JAWD1EN, AWD1SGL, AWD1CH, AWD2CH, AWD3CH,
AWD _HTx, AWD_LTx, AWDx).
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10.3.4

10.3.5

3

Trigger settings on the timer are provided in: Section 34.3.4: External trigger input.

Triggering signals

The output (from ADC) is on signals ADC_AWDx_OUT n =1 (forADC1)x =1, 2,3 (3
watchdog per ADC) and the input (to timer) on signal TIMx_ETR (external trigger).

Active power mode

Run, Sleep, Low-power run, Low-power sleep.

From timer (TIM2/TIM4/TIM5/TIM6/TIM7/TIM8) and EXTI to DAC
(DAC1/DAC2)
Purpose

General-purpose timers (TIM2/TIM4/TIM5), basic timers (TIM6, TIM7), advanced-control
timers (TIM8) and EXTI can be used as triggering event to start a DAC conversion.

Triggering signals

The output (from timer) is on signal TIMx_TRGO directly connected to corresponding DAC
inputs.

Selection of input triggers on DAC is provided in Section 22.4.6: DAC trigger selection
(single and dual mode).

Active power mode

Run, Sleep, Low-power run, Low-power sleep.

From timer (TIM1/TIM3/TIM4/TIM6/TIM7/TIM8/TIM16/LPTIM1/LPTIM2)
and EXTI to DFSDM1
Purpose

General-purpose timers (TIM3/TIM4), basic timers (TIM6/TIM7), advanced-control timers
(TIM1/TIM8), general-purpose timer (TIM16), low power timers (LPTIM1/LPTIM2) and EXTI
can be used to generate a triggering event on DFSDM1 module (on each possible data
block DFSDM1_FLTO/DFSDM1_FLT1/DFSDM1_FLT2/DFSDM1_FLT3) and start an ADC
conversion.

DFSDM triggered conversion feature is described in: Section 27.4.15: Launching
conversions.

Triggering signals
The output (from timer) is on signal TIMx_TRGO/TIMx_TRGO2 or TIM16_OC1.
The input (on DFSDM1) is on signal DFSDM1_INTRGJO0:8].

The connection between timers, EXTI and DFSDM1 is provided in Table 164: DFSDM
triggers connection.

Active power mode

Run, Sleep, Low-power run, Low-power sleep.
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10.3.6

10.3.7

10.3.8

344/2069

From DFSDM1 to timer (TIM1/TIM8/TIM15/TIM16/TIM17)

Purpose

DFSDM1 can generate a timer break on advanced-control timers (TIM1/TIM8) and general-
purpose timers (TIM15/TIM16/TIM17) when a watchdog is activated (minimum or maximum
threshold value crossed by analog signal) or when a short-circuit detection is made.

DFSDM1 watchdog is described in Section 27.4.10: Analog watchdog.

DFSDM1 short-circuit detection is described in Section 27.4.11: Short-circuit detector.
Timer break is described in:

e  Section 34.3.16: Using the break function (TIM1/TIM8)

e  Section 36.4.13: Using the break function (TIM15/TIM16/TIM17)

Triggering signals

The output (from DFSDM1) is on signals dfsdm1_break[0:3] directly connected to timer and
‘Ored’ with other break input signals of the timer.

Active power mode

Run, Sleep, Low-power run, Low-power sleep.

From HSE, LSE, LSI, MSI, MCO, RTC to timer
(TIM2/TIM15/TIM16/TIM17)

Purpose

External clocks (HSE, LSE), internal clocks (LSI, MSI), microcontroller output clock (MCO),
GPIO and RTC wakeup interrupt can be used as input to general-purpose timer
(TIM15/16/17) channel 1.

This allows to calibrate the HSI16/MSI system clocks (with TIM15/TIM16 and LSE) or LSI
(with TIM16 and HSE). This is also used to precisely measure LS| (with TIM16 and HSI16)
or MSI (with TIM17 and HSI16) oscillator frequency.

When Low Speed External (LSE) oscillator is used, no additional hardware connections are
required.

This feature is described in Section 6.2.18: Internal/external clock measurement with
TIM15/TIM16/TIM17.

External clock LSE can be used as input to general-purpose timers (TIM2) on TIM2_ETR
pin, see Section 35.4.19: TIM2 option register 1 (TIM2_OR1).

Active power mode

Run, Sleep, Low-power run, Low-power sleep.

From RTC, COMP1, COMP2 to low-power timer (LPTIM1/LPTIM2)

Purpose

RTC alarm A/B, RTC_TAMP1/2/3 input detection, COMP1/2_OUT can be used as trigger to
start LPTIM counters (LPTIM1/2).
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10.3.10

3

Triggering signals

This trigger feature is described in Section 38.4.6: Trigger multiplexer (and following
sections).

The input selection is described in Table 233: LPTIM1 external trigger connection.
Active power mode
Run, Sleep, Low-power run, Low-power sleep, Stop 0, Stop 1, Stop 2 (LPTIM1 only).

From timer (TIM1/TIM2/TIM3/TIM8/TIM15) to comparators
(COMP1/COMP2)

Purpose

Advanced-control timers (TIM1/TIM8), general-purpose timers (TIM2/TIM3) and general-
purpose timer (TIM15) can be used as blanking window input to COMP1/COMP2

The blanking function is described in Section 25.3.7: Comparator output blanking function.

The blanking sources are given in:

e  Section 25.6.1: Comparator 1 control and status register (COMP1_CSR) bits 20:18
BLANKING[2:0]

e  Section 25.6.2: Comparator 2 control and status register (COMP2_CSR) bits 20:18
BLANKING[2:0]

Triggering signals

Timer output signal TIMx_Ocx are the inputs to blanking source of COMP1/COMP2.
Active power mode

Run, Sleep, Low-power run, Low-power sleep.

From USB to timer (TIM2)

Purpose
USB (OTG_FS SOF) can generate a trigger to general-purpose timer (TIM2).
Connection of USB to TIM2 is described in Table 222: TIMx internal trigger connection.

Triggering signals
Internal signal generated by USB FS Start Of Frame.

Active power mode

Run, Sleep.
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10.3.11

10.3.12

346/2069

From internal analog source to ADC and OPAMP
(OPAMP1/OPAM2)

Purpose

Internal temperature sensor (Vg) and Vgat monitoring channel are connected to ADC1
input channels.

Internal reference voltage (VrgrinT) is connected to ADC1 input channels.

OPAMP1 and OPAMP2 outputs can be connected to ADC1 input channels through the
GPIO.

DAC1_OUT1 can be connected to OPAMP1_VINP.
DAC1_OUT2 can be connected to OPAMP2_VINP.
This is according:

e  Section 21.2: ADC main features

e  Section 21.4.11: Channel selection (SQRx, JSQRX)

e  Section Figure 86.: ADC1 connectivity
. Table 85: Operational amplifier possible connections

Active power mode

Run, Sleep, Low-power run, Low-power sleep.

From comparators (COMP1/COMP2) to timers
(TIM1/TIM2/TIM3/TIM8/TIM15/TIM16/TIM17)

Purpose

Comparators (COMP1/COMP2) output values can be connected to timers
(TIMA/TIM2/TIM3/TIM8/TIM15/TIM16/TIM17) input captures or TIMx_ETR signals.

The connection to ETR is described in Section 34.3.4: External trigger input.

Comparators (COMP1/COMP2) output values can also generate break input signals for
timers (TIM1/TIM8) on input pins TIMx_BKIN or TIMx_BKIN2 through GPIO alternate
function selection using open drain connection of |10, see Section 34.3.17: Bidirectional
break inputs.

The possible connections are given in:

e  Section 34.4.21: TIM1 option register 1 (TIM1_OR1)

e  Section 34.4.22: TIM8 option register 1 (TIM8_OR1)

e  Section 35.4.19: TIM2 option register 1 (TIM2_OR1)

e  Section 35.4.20: TIM3 option register 1 (TIM3_OR1)

e  Section 35.4.23: TIMx register map

e  Section 35.4.22: TIM3 option register 2 (TIM3_OR2)

e Section 36.3: TIM16/TIM17 main features

Active power mode

Run, Sleep, Low-power run, Low-power sleep.
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10.3.13

10.3.14

10.3.15

3

From system errors to timers (TIM1/TIM8/TIM15/TIM16/TIM17)

Purpose

CSS, CPU hardfault, RAM parity error, FLASH ECC double error detection, PVD can
generate system errors in the form of timer break toward timers
(TIM1/TIM8/TIM15/TIM16/TIM17).

The purpose of the break function is to protect power switches driven by PWM signals
generated by the timers.

List of possible source of break are described in:

e  Section 34.3.16: Using the break function (TIM1/TIM8)

e  Section 36.4.13: Using the break function (TIM15/TIM16/TIM17)
e  Figure 365: TIM15 block diagram

e  Figure 366: TIM16/TIM17 block diagram

Active power mode

Run, Sleep, Low-power run, Low-power sleep.

From timers (TIM16/TIM17) to IRTIM

Purpose

General-purpose timer (TIM16/TIM17) output channel TIMx_OC1 are used to generate the
waveform of infrared signal output.

The functionality is described in Section 39: Infrared interface (IRTIM).

Active power mode

Run, Sleep, Low-power run, Low-power sleep.

From ADC (ADC1) to DFSDM

Purpose

Up to 3 internal ADC results can be directly connected through a parallel bus to DFSDM
input in order to use DFSDM filtering capabilities.

The feature is described as part of DFSDM peripheral description in Section 27.4.6: Parallel
data inputs - Input from internal ADC
The possible connections are given in:
e  Section 27.7.1: DFSDM channel y configuration register (DFSDM_CHyCFGR1)
—  Bits 13:12 DATMPX[1:0]: Input data multiplexer for channel y
e  Section 27.7.5: DFSDM channel y data input register (DFSDM_CHyDATINR)
—  Bits 31:16 INDATO[15:0]: Input data for channel y or channel y+1
—  Bits 15:0 INDATO[15:0]: Input data for channel y

Active power mode

Run, Sleep, Low-power run, Low-power sleep.
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1 Direct memory access controller (DMA)

1.1 Introduction

The direct memory access (DMA) controller is a bus master and system peripheral.

The DMA is used to perform programmable data transfers between memory-mapped
peripherals and/or memories, upon the control of an off-loaded CPU.

The DMA controller features a single AHB master architecture.
There are two instances of DMA, DMA1 (7 channels) and DMA2 (7 channels).

Each channel is dedicated to managing memory access requests from one or more
peripherals. Each DMA includes an arbiter for handling the priority between DMA requests.

11.2 DMA main features

Single AHB master

Peripheral-to-memory, memory-to-peripheral, memory-to-memory and peripheral-to-
peripheral data transfers

Access, as source and destination, to on-chip memory-mapped devices such as Flash
memory, SRAM, and AHB and APB peripherals

All DMA channels independently configurable:

348/2069

Each channel is associated either with a DMA request signal coming from a
peripheral, or with a software trigger in memory-to-memory transfers. This
configuration is done by software.

Priority between the requests is programmable by software (4 levels per channel:
very high, high, medium, low) and by hardware in case of equality (such as
request to channel 1 has priority over request to channel 2).

Transfer size of source and destination are independent (byte, half-word, word),
emulating packing and unpacking. Source and destination addresses must be
aligned on the data size.

Support of transfers from/to peripherals to/from memory with circular buffer
management

Programmable number of data to be transferred: 0 to 2164

Generation of an interrupt request per channel. Each interrupt request is caused from
any of the three DMA events: transfer complete, half transfer, or transfer error.

3
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11.3 DMA implementation
11.3.1 DMA1 and DMA2
DMA1 and DMAZ2 are implemented with the hardware configuration parameters shown
in Table 44.
Table 44. DMA1 and DMA2 implementation
Feature DMA1 DMA2
Number of channels 7 7
11.3.2 DMA request mapping
The DMA controller is connected to DMA requests from the AHB/APB peripherals through
the DMAMUX peripheral.
For the mapping of the different requests, refer to the Section 12.3: DMAMUX
implementation.
1.4 DMA functional description
11.41 DMA block diagram

3

The DMA block diagram is shown in Figure 28.

RM0432 Rev 4

349/2069




Direct memory access controller (DMA) RM0432

Figure 28. DMA block diagram
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The DMA controller performs direct memory transfer by sharing the AHB system bus with
other system masters. The bus matrix implements round-robin scheduling. DMA requests
may stop the CPU access to the system bus for a number of bus cycles, when CPU and
DMA target the same destination (memory or peripheral).
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11.4.2

11.4.3

3

According to its configuration through the AHB slave interface, the DMA controller arbitrates
between the DMA channels and their associated received requests. The DMA controller
also schedules the DMA data transfers over the single AHB port master.

The DMA controller generates an interrupt per channel to the interrupt controller.

DMA pins and internal signals

Table 45. DMA internal input/output signals

Signal name Signal type Description
dma_req[x] Input DMA channel x request
dma_ack[X] Output DMA channel x acknowledge

dma_it[x] Output DMA channel x interrupt
DMA transfers

The software configures the DMA controller at channel level, in order to perform a block
transfer, composed of a sequence of AHB bus transfers.

A DMA block transfer may be requested from a peripheral, or triggered by the software in
case of memory-to-memory transfer.

After an event, the following steps of a single DMA transfer occur:
1. The peripheral sends a single DMA request signal to the DMA controller.

2.  The DMA controller serves the request, depending on the priority of the channel
associated to this peripheral request.

3. As soon as the DMA controller grants the peripheral, an acknowledge is sent to the
peripheral by the DMA controller.

4. The peripheral releases its request as soon as it gets the acknowledge from the DMA
controller.

5. Once the request is de-asserted by the peripheral, the DMA controller releases the
acknowledge.

The peripheral may order a further single request and initiate another single DMA transfer.

The request/acknowledge protocol is used when a peripheral is either the source or the
destination of the transfer. For example, in case of memory-to-peripheral transfer, the
peripheral initiates the transfer by driving its single request signal to the DMA controller. The
DMA controller reads then a single data in the memory and writes this data to the peripheral.

For a given channel x, a DMA block transfer consists of a repeated sequence of:

e asingle DMA transfer, encapsulating two AHB transfers of a single data, over the DMA
AHB bus master:

— asingle data read (byte, half-word or word) from the peripheral data register or a
location in the memory, addressed through an internal current peripheral/memory
address register.

The start address used for the first single transfer is the base address of the
peripheral or memory, and is programmed in the DMA_CPARx or DMA_CMARXx
register.

— asingle data write (byte, half-word or word) to the peripheral data register or a
location in the memory, addressed through an internal current peripheral/memory
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address register.
The start address used for the first transfer is the base address of the peripheral or
memory, and is programmed in the DMA_CPARx or DMA_CMARX register.

e  post-decrementing of the programmed DMA_CNDTRX register
This register contains the remaining number of data items to transfer (number of AHB
‘read followed by write’ transfers).

This sequence is repeated until DMA_CNDTRXx is null.

The AHB master bus source/destination address must be aligned with the programmed size
of the transferred single data to the source/destination.

DMA arbitration

The DMA arbiter manages the priority between the different channels.

When an active channel x is granted by the arbiter (hardware requested or software
triggered), a single DMA transfer is issued (such as a AHB ‘read followed by write’ transfer
of a single data). Then, the arbiter considers again the set of active channels and selects the
one with the highest priority.

The priorities are managed in two stages:
e  software: priority of each channel is configured in the DMA_CCRX register, to one of
the four different levels:
— very high
—  high
— medium
- low

e hardware: if two requests have the same software priority level, the channel with the
lowest index gets priority. For example, channel 2 gets priority over channel 4.

When a channel x is programmed for a block transfer in memory-to-memory mode,

re arbitration is considered between each single DMA transfer of this channel x. Whenever
there is another concurrent active requested channel, the DMA arbiter automatically
alternates and grants the other highest-priority requested channel, which may be of lower
priority than the memory-to-memory channel.

DMA channels

Each channel may handle a DMA transfer between a peripheral register located at a fixed
address, and a memory address. The amount of data items to transfer is programmable.

The register that contains the amount of data items to transfer is decremented after each
transfer.

A DMA channel is programmed at block transfer level.

Programmable data sizes

The transfer sizes of a single data (byte, half-word, or word) to the peripheral and memory
are programmable through, respectively, the PSIZE[1:0] and MSIZE[1:0] fields of the
DMA_CCRXx register.

3
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Pointer incrementation

The peripheral and memory pointers may be automatically incremented after each transfer,
depending on the PINC and MINC bits of the DMA_CCRX register.

If the incremented mode is enabled (PINC or MINC set to 1), the address of the next
transfer is the address of the previous one incremented by 1, 2 or 4, depending on the data
size defined in PSIZE[1:0] or MSIZE[1:0]. The first transfer address is the one programmed
in the DMA_CPARx or DMA_CMARX register. During transfers, these registers keep the
initially programmed value. The current transfer addresses (in the current internal
peripheral/memory address register) are not accessible by software.

If the channel x is configured in non-circular mode, no DMA request is served after the last
data transfer (once the number of single data to transfer reaches zero). The DMA channel
must be disabled in order to reload a new number of data items into the DMA_CNDTRXx
register.

If the channel x is disabled, the DMA registers are not reset. The DMA channel registers
(DMA_CCRx, DMA_CPARx and DMA_CMARX) retain the initial values programmed during
the channel configuration phase.

In circular mode, after the last data transfer, the DMA_CNDTRX register is automatically
reloaded with the initially programmed value. The current internal address registers are
reloaded with the base address values from the DMA_CPARx and DMA_CMARX registers.

Channel configuration procedure

The following sequence is needed to configure a DMA channel x:

1. Set the peripheral register address in the DMA_CPARX register.
The data is moved from/to this address to/from the memory after the peripheral event,
or after the channel is enabled in memory-to-memory mode.

2. Set the memory address in the DMA_CMARKX register.
The data is written to/read from the memory after the peripheral event or after the
channel is enabled in memory-to-memory mode.

3. Configure the total number of data to transfer in the DMA_CNDTRX register.
After each data transfer, this value is decremented.

4. Configure the parameters listed below in the DMA_CCRX register:

—  the channel priority

— the data transfer direction

— the circular mode

— the peripheral and memory incremented mode

—  the peripheral and memory data size

— the interrupt enable at half and/or full transfer and/or transfer error
5. Activate the channel by setting the EN bit in the DMA_CCRX register.

A channel, as soon as enabled, may serve any DMA request from the peripheral connected
to this channel, or may start a memory-to-memory block transfer.

The two last steps of the channel configuration procedure may be merged into a single
access to the DMA_CCRX register, to configure and enable the channel.

When a channel is enabled and still active (not completed), the software must perform two
separate write accesses to the DMA_CCRXx register, to disable the channel, then to
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reprogram the channel for another next block transfer.
Some fields of the DMA_CCRXx register are read-only when the EN bit is set to 1.

Stop and resume a channel

Once the software activates a channel, it waits for the completion of the programmed
transfer. The DMA controller is not able to resume an aborted active channel with a possible
suspended bus transfer.

To correctly stop and disable a channel, the software clears the EN bit of the DMA_CCRXx
register. The software secures that no pending request from the peripheral is served by the
DMA controller before the transfer completion. The software waits for the transfer complete
or transfer error interrupt.

When a channel transfer error occurs, the EN bit of the DMA_CCRX register is cleared by
hardware. This EN bit can not be set again by software to re-activate the channel x, until the
TEIFx bit of the DMA_ISR register is set.

Circular mode (in memory-to-peripheral/peripheral-to-memory transfers)

The circular mode is available to handle circular buffers and continuous data flows (such as
ADC scan mode). This feature is enabled using the CIRC bit in the DMA_CCRXx register.

The circular mode must not be used in memory-to-memory mode. Before enabling a
channel in circular mode (CIRC = 1), the software must clear the MEM2MEM bit of the
DMA_CCRXx register. When the circular mode is activated, the amount of data to transfer is
automatically reloaded with the initial value programmed during the channel configuration
phase, and the DMA requests continue to be served.

In order to stop a circular transfer, the software needs to stop the peripheral from generating
DMA requests (such as quit the ADC scan mode), before disabling the DMA channel.

The software must explicitly program the DMA_CNDTRx value before starting/enabling a
transfer, and after having stopped a circular transfer.

Memory-to-memory mode

The DMA channels may operate without being triggered by a request from a peripheral. This
mode is called memory-to-memory mode, and is initiated by software.

If the MEM2MEM bit in the DMA_CCRXx register is set, the channel, if enabled, initiates
transfers. The transfer stops once the DMA_CNDTRX register reaches zero.

The memory-to-memory mode must not be used in circular mode. Before enabling a
channel in memory-to-memory mode (MEM2MEM = 1), the software must clear the CIRC
bit of the DMA _CCRXx register.

Peripheral-to-peripheral mode

Any DMA channel can operate in peripheral-to-peripheral mode:
e when the hardware request from a peripheral is selected to trigger the DMA channel

This peripheral is the DMA initiator and paces the data transfer from/to this peripheral
to/from a register belonging to another memory-mapped peripheral (this one being not
configured in DMA mode).

e when no peripheral request is selected and connected to the DMA channel

The software configures a register-to-register transfer by setting the MEM2MEM bit of
the DMA_CCRXx register.
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Programming transfer direction, assigning source/destination

The value of the DIR bit of the DMA_CCRXx register sets the direction of the transfer, and
consequently, it identifies the source and the destination, regardless the source/destination
type (peripheral or memory):

¢ DIR =1 defines typically a memory-to-peripheral transfer. More generally, if DIR = 1:

The source attributes are defined by the DMA_MARX register, the MSIZE[1:0]
field and MINC bit of the DMA_CCRXx register.

Regardless of their usual naming, these ‘memory’ register, field and bit are used to
define the source peripheral in peripheral-to-peripheral mode.

The destination attributes are defined by the DMA_PARX register, the PSIZE[1:0]
field and PINC bit of the DMA_CCRX register.

Regardless of their usual naming, these ‘peripheral’ register, field and bit are used
to define the destination memory in memory-to-memory mode.

e DIR = 0 defines typically a peripheral-to-memory transfer. More generally, if DIR = O:

The source attributes are defined by the DMA_PARX register, the PSIZE[1:0] field
and PINC bit of the DMA_CCRXx register.

Regardless of their usual naming, these ‘peripheral’ register, field and bit are used
to define the source memory in memory-to-memory mode

The destination attributes are defined by the DMA_MARKX register, the
MSIZE[1:0] field and MINC bit of the DMA_CCRX register.

Regardless of their usual naming, these ‘memory’ register, field and bit are used to
define the destination peripheral in peripheral-to-peripheral mode.
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11.4.6 DMA data width, alignment and endianness
When PSIZE[1:0] and MSIZE[1:0] are not equal, the DMA controller performs some data
alignments as described in Table 46.
Table 46. Programmable data width and endian behavior (when PINC = MINC = 1)
Source | Destinat o
p'ort fon port Number | Source content: Destlnatl?n
width width content:
MSIZE | (PSIZE of data address / data ddr | dat
( - 3 items to (DMA_CMARX if DMA transfers address / ca a.
if if transfer DIR=1 (DMA_CPARX if
= = =1, else
DIR=1, | DIR=1, (NDT) DMA_CPARX) DIR =1, else
else else - DMA_CMARX)
PSIZE) | MSIZE)
@O0x0 /B0 1: read B0O[7:0] @0xO0 then write BO[7:0] @0x0 @O0x0 /B0
8 8 8 @0x1/B1 2: read B1[7:0] @0x1 then write B1[7:0] @0x1 @0x1/B1
@O0x2 /B2 3: read B2[7:0] @0x2 then write B2[7:0] @0x2 @O0x2 /B2
@O0x3 /B3 4: read B3[7:0] @0x3 then write B3[7:0] @0x3 @O0x3 /B3
@0x0 / BO 1: read BO[7:0] @0xO0 then write 00BO[15:0] @00 @O0x0 / 00BO
8 16 4 @O0x1/B1 2: read B1[7:0] @0x1 then write 00B1[15:0] @0x2 @O0x2 / 00B1
@0x2 / B2 3: read B2[7:0] @Ox2 then write 00B2[15:0] @0x4 @0x4 / 00B2
@0x3 /B3 4: read B3[7:0] @0x3 then write 00B3[15:0] @0x6 @O0x6 / 00B3
@O0x0 /B0 1: read B0O[7:0] @0x0 then write 000000B0[31:0] @0x0 @0x0 / 000000B0
8 32 4 @0x1/B1 2: read B1[7:0] @0x1 then write 000000B1[31:0] @0x4 @0x4 / 000000B1
@0x2 /B2 3: read B2[7:0] @0x2 then write 000000B2[31:0] @0x8 @0x8 / 00000082
@O0x3 /B3 4: read B3[7:0] @0x3 then write 000000B3[31:0] @0xC @O0xC / 000000B3
@0x0 / B1BO 1: read B1B0[15:0] @0x0 then write BO[7:0] @0x0 @0x0 / BO
16 8 4 @O0x2 /B3B2 2: read B3B2[15:0] @0x2 then write B2[7:0] @0x1 @O0x1/B2
@Ox4 / B5B4 3: read B5B4[15:0] @0x4 then write B4[7:0] @0x2 @0x2 / B4
@Ox6 / B7B6 4: read B7B6[15:0] @0x6 then write B6[7:0] @0x3 @0x3 / B6
@O0x0/B1B0 1: read B1B0[15:0] @0x0 then write B1B0[15:0] @0x0 @O0x0/B1B0O
16 16 4 @0x2 / B3B2 2: read B3B2[15:0] @0x2 then write B3B2[15:0] @0x2 @0x2 / B3B2
@O0x4 / B5B4 3: read B5B4[15:0] @0x4 then write B5B4[15:0] @0x4 @O0x4 / B5B4
@O0x6 / B7B6 4: read B7B6[15:0] @0x6 then write B7B6[15:0] @0x6 @O0x6 / B7B6
@0x0/B1B0O 1: read B1B0[15:0] @0x0 then write 0000B1B0[31:0] @0x0 @0x0 / 0000B1B0O
16 3 4 @0x2 / B3B2 2: read B3B2[15:0] @0x2 then write 0000B3B2[31:0] @0x4 @O0x4 / 0000B3B2
@0x4 / B5B4 3: read B5B4[15:0] @0x4 then write 0000B5B4[31:0] @0x8 @0x8 / 0000B5B4
@0x6 / B7B6 4: read B7B6[15:0] @0x6 then write 0000B7B6[31:0] @0xC @0xC / 0000B7B6
@O0x0/B3B2B1B0 | 1: read B3B2B1B0[31:0] @0x0 then write BO[7:0] @0x0 @O0x0 /B0
32 8 4 @Ox4 / B7TB6B5B4 | 2: read B7B6B5B4[31:0] @0x4 then write B4[7:0] @0x1 @Ox1 /B4
@O0x8 / BBBAB9B8 | 3: read BBBAB9B8[31:0] @0x8 then write B8[7:0] @0x2 @O0x2 /B8
@OxC / BFBEBDBC | 4: read BFBEBDBC[31:0] @0xC then write BC[7:0] @0x3 @O0x3/BC
@0x0/B3B2B1B0 | 1: read B3B2B1B0[31:0] @0x0 then write B1B0[15:0] @0x0 @0x0/B1B0O
32 16 4 @O0x4 / B7B6B5B4 | 2: read B7B6B5B4[31:0] @0x4 then write B5B4[15:0] @0x2 @O0x2 / B5B4
@0x8 / BBBAB9BS8 | 3: read BBBAB9B8[31:0] @0x8 then write BOB8[15:0] @0x4 @0x4 / B9B8
@O0xC / BFBEBDBC | 4: read BFBEBDBC[31:0] @0xC then write BDBC[15:0] @0x6 @0x6 / BDBC
@O0x0/B3B2B1B0 | 1: read B3B2B1B0[31:0] @0x0 then write B3B2B1B0[31:0] @0x0 @O0x0 / B3B2B1B0
32 3 4 @O0x4 / B7B6B5B4 | 2: read B7B6B5B4[31:0] @0x4 then write B7B6B5B4[31:0] @0x4 @0x4 / B7B6B5B4
@O0x8 / BBBAB9B8 | 3: read BBBAB9B8[31:0] @0x8 then write BBBAB9B8[31:0] @0x8 | @0x8 / BBBABIB8
@OxC / BFBEBDBC | 4: read BFBEBDBC[31:0] @0xC then write BFBEBDBC[31:0] @0xC | @0xC / BFBEBDBC
356/2069 RM0432 Rev 4 "_l




RM0432

Direct memory access controller (DMA)

11.4.7

3

Addressing AHB peripherals not supporting byte/half-word write transfers

When the DMA controller initiates an AHB byte or half-word write transfer, the data are
duplicated on the unused lanes of the AHB master 32-bit data bus (HWDATA[31:0]).

When the AHB slave peripheral does not support byte or half-word write transfers and does
not generate any error, the DMA controller writes the 32 HWDATA bits as shown in the two
examples below:

. To write the half-word 0xABCD, the DMA controller sets the HWDATA bus to
0xABCDABCD with a half-word data size (HSIZE = HalfWord in AHB master bus).

e  To write the byte 0xAB, the DMA controller sets the HWDATA bus to OXABABABAB
with a byte data size (HSIZE = Byte in the AHB master bus).

Assuming the AHB/APB bridge is an AHB 32-bit slave peripheral that does not take into
account the HSIZE data, any AHB byte or half-word transfer is changed into a 32-bit APB
transfer as described below:

e  An AHB byte write transfer of 0xB0 to one of the 0x0, Ox1, 0x2 or 0x3 addresses, is
converted to an APB word write transfer of 0xBOBOBOBO to the 0x0 address.

e An AHB half-word write transfer of 0xB1B0 to the 0x0 or 0x2 addresses, is converted to
an APB word write transfer of 0xB1B0OB1B0 to the 0x0 address.

DMA error management

A DMA transfer error is generated when reading from or writing to a reserved address
space. When a DMA transfer error occurs during a DMA read or write access, the faulty
channel x is automatically disabled through a hardware clear of its EN bit in the
corresponding DMA_CCRXx register.

The TEIFx bit of the DMA_ISR register is set. An interrupt is then generated if the TEIE bit of
the DMA_CCRXx register is set.

The EN bit of the DMA_CCRXx register can not be set again by software (channel x re-
activated) until the TEIFx bit of the DMA_ISR register is cleared (by setting the CTEIFx bit of
the DMA_IFCR register).

When the software is notified with a transfer error over a channel which involves a
peripheral, the software has first to stop this peripheral in DMA mode, in order to disable any
pending or future DMA request. Then software may normally reconfigure both DMA and the
peripheral in DMA mode for a new transfer.
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11.5 DMA interrupts

An interrupt can be generated on a half transfer, transfer complete or transfer error for each
DMA channel x. Separate interrupt enable bits are available for flexibility.

Table 47. DMA interrupt requests

Interrupt
Interrupt request Interrupt event Event flag enable bit
Half transfer on channel x HTIFx HTIEx
Transfer complete on channel x TCIFx TCIEX
Channel x interrupt
Transfer error on channel x TEIFx TEIEx
Half transfer or transfer complete or transfer error on channel x GIFx -

11.6 DMA registers

Refer to Section 1.2 for a list of abbreviations used in register descriptions.

The DMA registers have to be accessed by words (32-bit).

11.6.1 DMA interrupt status register (DMA_ISR)

Address offset: 0x00

Reset value: 0x0000 0000

Every status bit is cleared by hardware when the software sets the corresponding clear bit
or the corresponding global clear bit CGIFx, in the DMA_IFCR register.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

TEIF7 | HTIF7 | TCIF7 | GIF7 | TEIF6 | HTIF6 | TCIF6 | GIF6 | TEIF5 | HTIF5 | TCIF5 | GIF5

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0

TEIF4 | HTIF4 | TCIF4 | GIF4 | TEIF3 | HTIF3 | TCIF3 | GIF3 | TEIF2 | HTIF2 | TCIF2 | GIF2 | TEIF1 | HTIF1 | TCIF1 GIF1

Bits 31:28 Reserved, must be kept at reset value.

Bit 27 TEIF7: transfer error (TE) flag for channel 7
0: no TE event
1: a TE event occurred

Bit 26 HTIF7: half transfer (HT) flag for channel 7
0: no HT event
1: a HT event occurred
Bit 25 TCIF7: transfer complete (TC) flag for channel 7
0: no TC event
1: a TC event occurred
Bit 24 GIF7: global interrupt flag for channel 7

0: no TE, HT or TC event
1:a TE, HT or TC event occurred

3
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Bit 23

Bit 22

Bit 21

Bit 20

Bit 19

Bit 18

Bit 17

Bit 16

Bit 15

Bit 14

Bit 13

Bit 12

Bit 11

Bit 10

Bit 9

TEIF6: transfer error (TE) flag for channel 6
0: no TE event
1: a TE event occurred

HTIF6: half transfer (HT) flag for channel 6
0: no HT event
1: a HT event occurred

TCIF6: transfer complete (TC) flag for channel 6
0: no TC event
1: a TC event occurred

GIF6: global interrupt flag for channel 6
0: no TE, HT or TC event
1: a TE, HT or TC event occurred

TEIF5: transfer error (TE) flag for channel 5
0: no TE event
1: a TE event occurred

HTIF5: half transfer (HT) flag for channel 5
0: no HT event
1: a HT event occurred

TCIF5: transfer complete (TC) flag for channel 5
0: no TC event
1: a TC event occurred

GIF5: global interrupt flag for channel 5
0: no TE, HT or TC event
1: a TE, HT or TC event occurred

TEIF4: transfer error (TE) flag for channel 4
0: no TE event
1: a TE event occurred

HTIF4: half transfer (HT) flag for channel 4
0: no HT event
1: a HT event occurred

TCIF4: transfer complete (TC) flag for channel 4
0: no TC event
1: a TC event occurred

GIF4: global interrupt flag for channel 4
0: no TE, HT or TC event
1: a TE, HT or TC event occurred

TEIF3: transfer error (TE) flag for channel 3
0: no TE event
1: a TE event occurred
HTIF3: half transfer (HT) flag for channel 3
0: no HT event
1: a HT event occurred
TCIF3: transfer complete (TC) flag for channel 3

0: no TC event
1: a TC event occurred
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Bit 8 GIF3: global interrupt flag for channel 3
0: no TE, HT or TC event
1:a TE, HT or TC event occurred

Bit 7 TEIF2: transfer error (TE) flag for channel 2
0: no TE event
1: a TE event occurred

Bit 6 HTIF2: half transfer (HT) flag for channel 2
0: no HT event
1: a HT event occurred

Bit 5 TCIF2: transfer complete (TC) flag for channel 2
0: no TC event
1: a TC event occurred

Bit 4 GIF2: global interrupt flag for channel 2
0: no TE, HT or TC event
1: a TE, HT or TC event occurred

Bit 3 TEIF1: transfer error (TE) flag for channel 1
0: no TE event
1: a TE event occurred
Bit 2 HTIF1: half transfer (HT) flag for channel 1
0: no HT event
1: a HT event occurred
Bit 1 TCIF1: transfer complete (TC) flag for channel 1
0: no TC event
1: a TC event occurred
Bit 0 GIF1: global interrupt flag for channel 1

0: no TE, HT or TC event
1: a TE, HT or TC event occurred
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11.6.2 DMA interrupt flag clear register (DMA_IFCR)
Address offset: 0x04
Reset value: 0x0000 0000

Setting the global clear bit CGIFx of the channel x in this DMA_IFCR register, causes the
DMA hardware to clear the corresponding GIFx bit and any individual flag among TEIFx,
HTIFx, TCIFx, in the DMA_ISR register.

Setting any individual clear bit among CTEIFx, CHTIFx, CTCIFx in this DMA_IFCR register,
causes the DMA hardware to clear the corresponding individual flag and the global flag
GIFx in the DMA_ISR register, provided that none of the two other individual flags is set.

Writing 0 into any flag clear bit has no effect.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
i i i T £ i rs i i 2 ri g
i E 3] & i E o 5} w £ = 0
= I = = T = = T =
o O 3 o (S O 3 o o o 3} o
w w w w w w w w w w w w
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
i i i i i IS L 2 P i L m e i i T
m E ) 5] m [ O & m [= O 5] m E O 5]
= I = = T = = T = = T =
o &) 3 o o ) ) o o o 3} o o o 3} o
w w w w w w w w w w w w w w w w

Bits 31:28 Reserved, must be kept at reset value.
Bit 27 CTEIF7: transfer error flag clear for channel 7
Bit 26 CHTIF7: half transfer flag clear for channel 7
Bit 25 CTCIF7: transfer complete flag clear for channel 7
Bit 24 CGIF7: global interrupt flag clear for channel 7
Bit 23 CTEIF6: transfer error flag clear for channel 6
Bit 22 CHTIF6: half transfer flag clear for channel 6
Bit 21 CTCIF6: transfer complete flag clear for channel 6
Bit 20 CGIF6: global interrupt flag clear for channel 6
Bit 19 CTEIF5: transfer error flag clear for channel 5
Bit 18 CHTIF5: half transfer flag clear for channel 5
Bit 17 CTCIF5: transfer complete flag clear for channel 5
Bit 16 CGIF5: global interrupt flag clear for channel 5
Bit 15 CTEIF4: transfer error flag clear for channel 4
Bit 14 CHTIF4: half transfer flag clear for channel 4
Bit 13 CTCIF4: transfer complete flag clear for channel 4
Bit 12 CGIF4: global interrupt flag clear for channel 4
Bit 11 CTEIF3: transfer error flag clear for channel 3
Bit 10 CHTIF3: half transfer flag clear for channel 3
Bit 9 CTCIF3: transfer complete flag clear for channel 3
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Bit 8
Bit 7
Bit 6
Bit 5
Bit 4
Bit 3

CGIF3: global interrupt flag clear for channel 3
CTEIF2: transfer error flag clear for channel 2
CHTIF2: half transfer flag clear for channel 2
CTCIF2: transfer complete flag clear for channel 2
CGIF2: global interrupt flag clear for channel 2

CTEIF1: transfer error flag clear for channel 1

Bit 2 CHTIF1: half transfer flag clear for channel 1
Bit 1 CTCIF1: transfer complete flag clear for channel 1
Bit 0 CGIF1: global interrupt flag clear for channel 1
11.6.3 DMA channel x configuration register (DMA_CCRXx)
Address offset: 0x08 + 0x14 * (x - 1), (x =110 7)
Reset value: 0x0000 0000
The register fields/bits MEM2MEM, PL[1:0], MSIZE[1:0], PSIZE[1:0], MINC, PINC, and DIR
are read-only when EN =1,
The states of MEM2MEM and CIRC bits must not be both high at the same time.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
“,('A'E'\,’\'Az PL[1:0] MSIZE[1:0] PSIZE[1:0] MINC | PINC | CIRC | DIR | TEIE | HTIE | TCIE | EN
rw w w rw rw rw rw rw rw rw rw rw w w w

Bits 31:15 Reserved, must be kept at reset value.

Bit 14 MEM2MEM: memory-to-memory mode

0: disabled
1: enabled
Note: this bit is set and cleared by software.
It must not be written when the channel is enabled (EN = 1).
It is read-only when the channel is enabled (EN = 1).

Bits 13:12 PL[1:0]: priority level

362/2069

00: low
01: medium
10: high
11: very high
Note: this field is set and cleared by software.
It must not be written when the channel is enabled (EN = 1).
It is read-only when the channel is enabled (EN = 1).
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Bits 11:10 MSIZE[1:0]: memory size
Defines the data size of each DMA transfer to the identified memory.
In memory-to-memory mode, this field identifies the memory source if DIR = 1 and the
memory destination if DIR = 0.
In peripheral-to-peripheral mode, this field identifies the peripheral source if DIR = 1 and the
peripheral destination if DIR = 0.
00: 8 bits
01: 16 bits
10: 32 bits
11: reserved
Note: this field is set and cleared by software.
It must not be written when the channel is enabled (EN = 1).
It is read-only when the channel is enabled (EN = 1).

Bits 9:8 PSIZE[1:0]: peripheral size
Defines the data size of each DMA transfer to the identified peripheral.
In memory-to-memory mode, this field identifies the memory destination if DIR = 1 and the
memory source if DIR = 0.
In peripheral-to-peripheral mode, this field identifies the peripheral destination if DIR = 1 and
the peripheral source if DIR = 0.
00: 8 bits
01: 16 bits
10: 32 bits
11: reserved
Note: this field is set and cleared by software.
It must not be written when the channel is enabled (EN = 1).
It is read-only when the channel is enabled (EN = 1).

Bit 7 MINC: memory increment mode
Defines the increment mode for each DMA transfer to the identified memory.
In memory-to-memory mode, this field identifies the memory source if DIR = 1 and the
memory destination if DIR = 0.
In peripheral-to-peripheral mode, this field identifies the peripheral source if DIR = 1 and the
peripheral destination if DIR = 0.
0: disabled
1: enabled
Note: this bit is set and cleared by software.
It must not be written when the channel is enabled (EN = 1).
It is read-only when the channel is enabled (EN = 1).

Bit 6 PINC: peripheral increment mode
Defines the increment mode for each DMA transfer to the identified peripheral.
n memory-to-memory mode, this field identifies the memory destination if DIR = 1 and the
memory source if DIR = 0.
In peripheral-to-peripheral mode, this field identifies the peripheral destination if DIR = 1 and
the peripheral source if DIR = 0.
0: disabled
1: enabled
Note: this bit is set and cleared by software.
It must not be written when the channel is enabled (EN = 1).
It is read-only when the channel is enabled (EN = 1).
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Bit 5 CIRC: circular mode
0: disabled
1: enabled
Note: this bit is set and cleared by software.
It must not be written when the channel is enabled (EN = 1).
It is not read-only when the channel is enabled (EN = 1).

Bit 4 DIR: data transfer direction
This bit must be set only in memory-to-peripheral and peripheral-to-memory modes.
0: read from peripheral
—  Source attributes are defined by PSIZE and PINC, plus the DMA_CPARX register.
This is still valid in a memory-to-memory mode.
—  Destination attributes are defined by MSIZE and MINC, plus the DMA_CMARX
register. This is still valid in a peripheral-to-peripheral mode.
1: read from memory
—  Destination attributes are defined by PSIZE and PINC, plus the DMA_CPARX
register. This is still valid in a memory-to-memory mode.
—  Source attributes are defined by MSIZE and MINC, plus the DMA_CMARX register.
This is still valid in a peripheral-to-peripheral mode.
Note: this bit is set and cleared by software.
It must not be written when the channel is enabled (EN = 1).
It is read-only when the channel is enabled (EN = 1).

Bit 3 TEIE: transfer error interrupt enable
0: disabled
1: enabled

Note: this bit is set and cleared by software.
It must not be written when the channel is enabled (EN = 1).
It is not read-only when the channel is enabled (EN = 1).

Bit 2 HTIE: half transfer interrupt enable
0: disabled
1: enabled

Note: this bit is set and cleared by software.
It must not be written when the channel is enabled (EN = 1).
It is not read-only when the channel is enabled (EN = 1).

Bit 1 TCIE: transfer complete interrupt enable
0: disabled
1: enabled
Note: this bit is set and cleared by software.
It must not be written when the channel is enabled (EN = 1).
It is not read-only when the channel is enabled (EN = 1).

Bit 0 EN: channel enable

When a channel transfer error occurs, this bit is cleared by hardware. It can not be set again
by software (channel x re-activated) until the TEIFx bit of the DMA_ISR register is cleared (by
setting the CTEIFx bit of the DMA_IFCR register).

0: disabled

1: enabled

Note: this bit is set and cleared by software.
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11.6.4 DMA channel x number of data to transfer register (DMA_CNDTRX)
Address offset: 0x0C + 0x14 * (x- 1), (x =110 7)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
NDT[15:0]

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 NDT[15:0]: number of data to transfer (0 to 216 1)
This field is updated by hardware when the channel is enabled:

- It is decremented after each single DMA ‘read followed by write’ transfer, indicating
the remaining amount of data items to transfer.

- It is kept at zero when the programmed amount of data to transfer is reached, if the
channel is not in circular mode (CIRC = 0 in the DMA_CCRX register).

- It is reloaded automatically by the previously programmed value, when the transfer
is complete, if the channel is in circular mode (CIRC = 1).
If this field is zero, no transfer can be served whatever the channel status (enabled or not).
Note: this field is set and cleared by software.

It must not be written when the channel is enabled (EN = 1).
It is read-only when the channel is enabled (EN = 1).
11.6.5 DMA channel x peripheral address register (DMA_CPARX)
Address offset: 0x10 + 0x14 * (x - 1), (x =110 7)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PA[31:16]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PA[15:0]

3

RM0432 Rev 4 365/2069




Direct memory access controller (DMA) RM0432

Bits 31:0 PA[31:0]: peripheral address

It contains the base address of the peripheral data register from/to which the data will be
read/written.

When PSIZE[1:0] = 01 (16 bits), bit 0 of PA[31:0] is ignored. Access is automatically aligned
to a half-word address.

When PSIZE = 10 (32 bits), bits 1 and 0 of PA[31:0] are ignored. Access is automatically
aligned to a word address.

In memory-to-memory mode, this register identifies the memory destination address if

DIR = 1 and the memory source address if DIR = 0.

In peripheral-to-peripheral mode, this register identifies the peripheral destination address
DIR = 1 and the peripheral source address if DIR = 0.

Note: this register is set and cleared by software.

It must not be written when the channel is enabled (EN = 1).
It is not read-only when the channel is enabled (EN = 1).

11.6.6 DMA channel x memory address register (DMA_CMARX)
Address offset: 0x14 + 0x14 * (x - 1), (x =110 7)
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
MA[31:16]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MA[15:0]
Bits 31:0 MA[31:0]: peripheral address
It contains the base address of the memory from/to which the data will be read/written.
When MSIZE[1:0] = 01 (16 bits), bit 0 of MA[31:0] is ignored. Access is automatically aligned
to a half-word address.
When MSIZE = 10 (32 bits), bits 1 and 0 of MA[31:0] are ignored. Access is automatically
aligned to a word address.
In memory-to-memory mode, this register identifies the memory source address if DIR = 1
and the memory destination address if DIR = 0.
In peripheral-to-peripheral mode, this register identifies the peripheral source address
DIR =1 and the peripheral destination address if DIR = 0.
Note: this register is set and cleared by software.
It must not be written when the channel is enabled (EN = 1).
It is not read-only when the channel is enabled (EN = 1).
11.6.7 DMA register map and reset values
Table 48 gives the DMA register map and reset values.
Table 48. DMA register map and reset values
Offset Register |5|8|IRIIJKNIRIRXJIQVRSIRSZIE|ICRIZICICFIC|o(w|~|o|w|<|o|N|0
DMA ISR ool o vl i vl i v i I i i . 6 1 il il o o g o g
0x000 - HIZRolEEIRoHEIR|oEIEIR|oEIEIR|IoEIEIR|OHIEIR|O
Reset value olojofofo|ofofo|ofofo|ofo|0|0fO|0|OfO|O|O[O|O|OfO|O|O]|O
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Table 48. DMA register map and reset values (continued)
Offset Register |5(8IQIQIN|QIQI|RQQ|R2(R(E|R[R|T QG F|2[o|o(~|o|v|¥ 0|0
NN R AR R EEE R A R EEE RN AR NN A s
OMAIFCR s|E|ols|u|E|ols||E|c|s|E |5 5|8 5|2 5|8 £ |8 5 |E| £ 8|8
0x004 6|5]6[0|6|5|6[0|6|5|6[0|6|5(6[0|6|5(6|0|6|5|6[0|6|5|6|0
Reset value olofofofo]ofofofofo]olofofo]o]olo]ofo]o]ofo]oo]o]o]o]o
= _ &=
DMA_CCR1 Sl 2|l | T |22z Ly
0x008 - =l 7| Y| N |SIE|c|olF|E|RH
= = o
Reset value oJoJo[oJo[oJo[o[o[o[o]o]o]0]0
DMA_CNDTR1 NDTR[15:0]
0x00C
Reset value oflofofoJoJoJo]o]o]o]JoJoJo]o]o]o
DMA_CPAR1 PA[31:0]
0x010
Resetvalue [0[o]o[ofofofofofo]o]o]o]oJoJoJoJoJoJoJoJo]Jo]Jo o o o o]o]o]o]o]0
DMA_CMART1 MA[31:0]
0x014
Resetvalue [0[o[o[o[oJofofo]o]o]o]o]oJoJoJoJoJoJoJoJo]JoJoJofo]Jo[o[o]o]o]o]0
0x018 Reserved
5 =) 22 ololo
= B I o |w|w|w
oxorc | DMA-COR?2 = 7 :N)J g HHEEHEEEE
s S | o
Reset value ofoJofJoJo[oJofo[o[o[o]o]o]o0]0
DMA_CNDTR2 NDTR[15:0]
0x020
Reset value ojoJoJoJoJoJoJoJoJo[o[o[o]o]o]0
DMA_CPAR? PA[31:0]
0x024
Resetvalue [0]oJo]ofofo]JoJoJo]o]o]o]JoJoJo]o]o]o]JoJo]o]o]o]o]JoJo]o]o]o]o]o]o
DMA_CMAR2 MA[31:0]
0x028
Resetvalue [0[ofofo[ofofofofo]o]o]o]oJoJoJoJoJoJoJoJoJoJoJo o o oo o]o]o]0
0x02C Reserved
g 2 S ololo
S 2| T oW |w |y
0x030 DMA_CCR3 % = U%J g é%%o wle|o Z
s S | o
Reset value ofoJofoJofoJofofo[o[o]o]o]o]0
DMA_CNDTR3 NDTR[15:0]
0x034
Reset value oJoJoJoJoJoJoJoJoJo[o[o]o]o]o]o0
DMA_CPAR3 PA[31:0]
0x038
Resetvalue |0]oJoJofofoJoJoJo]o]ofo]JoJoJo]o]o]o]JoJoJo]o]o]o]JoJoJo]o]o]o]o]o
DMA_CMAR3 MA[31:0]
0x03C
Resetvalue [0[o]ofofofofofofofo]o]o]oJoJoJoJoJoJoJoJo]Jo]Jo]Jo o o o]o]o]o]o]0
0x040 Reserved
R
DMA_CCR4 S 21T | T |28|0xy|luuz
0x044 - =l 7|5 gEEGDEEfﬁ“
s s | o
Reset value oloJofofo]oJo]o]o]o[o]o]o]o]o
DMA_CNDTR4 NDTR[15:0]
0x048
Reset value ofoJoJoJoJoJoJoJoJoJoJoJo]o]o]o
DMA_CPAR4 PA[31:0]
0x04C
Resetvalue 